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ABSTRACT 

In large-scale power systems, the integration of intelligent monitoring system increases the system 

resiliency and the control robustness. For example, sensor monitoring allows to automatically 

supervise the health of sensors and detect sensor failures without relying on hardware redundancy, 

and hence, it will further reduce the cost of monitoring systems in power systems.   

Sensor failure is critical in smart grids, where controllers rely on healthy measurements from 

different sensors to determine all kinds of operations. Current literature review shows that most of 

the researchers focus on control and management side of smart grids, assuming the information 

control centers or agencies get from sensors is accurate. However, when sensor failure happens, 

missing data and/or bad data can flow into control and management systems, which may lead to 

potential malfunction or even power system failures. This brings the need for Sensor Fault 

Detection and Isolation (SFDI), to eliminate this potential threat. The integration of the SFDI into 

monitoring systems will allow avoiding the contingencies due to fault data, and therefore increases 

the system resiliency and the control robustness.   

Hardware redundancy is the common solution for SFDI. By placing multiple sensors in the same 

position, the control center can then rely on redundant sensors when one is broken or inaccurate. 

Apparently, this method will increase the cost significantly when applying to large power systems. 

Analytical redundancy, on the contrary, a quantitative method built from power system models, is 

a more promising solution. It does not necessarily require hardware redundancy and hence can 

lower the cost. With an appropriate number of sensors placed in strategic locations, the algorithm 

can then automatically detect sensor failures without the need of extra redundant sensors. 

Furthermore, SFDI together with intelligent sensor optimization and placement will also facilitate 

the transfer of conventional central grid control to distributed decision making agencies with 

minimum computation and communication burden for each branch, and thus, it will enhance the 

system performance and resiliency.  

In this dissertation, a comprehensive review over the state-of-the-art FDI methodologies is given 

at first, then a proposed algorithm to determine the optimal location of computational agents is 

introduced, which serves as a guide for the SFDI algorithm implementation explained right after. 

The results of the algorithms indicated promising application in power system monitoring.  
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CHAPTER ONE 

INTRODUCTION AND MOTIVATION 

The monitoring system plays a significant role in power systems by providing valuable information 

to control, management, and protection segment, and in return, it helps avoid major failures and 

blackouts. Its functionality depends on different kinds of sensors to collect critical information 

regarding different components of a power system, and on communication between itself and 

control centers promptly. Consequently, it is essential to make sure that the collected data are 

accurate and can be communicated fast enough, especially in fault conditions. To fulfill these 

requirements, many technologies can be adopted among various aspects. For example, sensor Fault 

Detection and Isolation (sensor FDI) is critical for enabling flawless operation in power systems 

[1]. Because most power systems are geographically large and have many transmission lines, 

transformers, and breakers, measurements associated with such components can be imprecise and 

even miss due to the sensor failure and/or communication loss. When these unexpected events 

occur, conventional control and management systems that are not equipped with sensor FDI 

algorithms, will treat errors in sensor readings as if the errors were in the corresponding power 

systems and perform operations based on the inaccurate data, which may further lead to equipment 

damages and blackouts in power systems. 

Additionally, in smart grids, the integration of distributed renewable energy sources increases 

power system complexity and leads to complex behaviors that require accurate real-time sensing 

for controllers to perform appropriate control actions. For example, customers can achieve part of 

or even all their power usage through solar panels or other sources and send electricity back to 

utilities. Therefore, power flow in smart grids becomes less predictable than it is in conventional 

power systems, where power only flows from central providers to customers, and no electricity is 

generated by users. Consequently, the unpredictability of system states brings up the need for 

deploying more sensors and two-directional communication in smart grids, to enhance the real-

time control and monitoring [2] [3]. Additionally, measurement, control, and monitoring in real-

time are the keys to facilitating automatic system operations both at the utility and microgrid levels. 
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As a part of smart grid performance-enhancement components, sensor FDI will help improve 

fundamental applications in smart grids, including data management systems, distribution 

automation and management systems, and substation automation. In this chapter, three aspects are 

discussed. First, the problems that the current monitoring system is facing are introduced. Second, 

common solutions discovered in literature review are discussed briefly. Last, the contributions of 

the proposed methodology in this dissertation are specified.  

1.1 Problems in Monitoring Smart Grids 

Based on the power flow direction from utility to consumers, a power grid can be classified into 

three different segments: the supplier side, the transmission and distribution (T&D) side, and the 

demand side [4]. Sensors are deployed in these three segments in order to achieve system 

observability for all kinds of operations. Specifically, for smart grid applications, practical 

methods, including computation, control, and communications that are based on sensed data, 

should enable power grids and other related infrastructures to self-regulate locally. Such self-

regulation includes automatic reconfiguration and regulation in cases of component failures, 

potential threats, and transmission disturbances. To achieve these intelligent operations, a sensor 

network needs to be deployed in all three segments (supplier, T&D, and demand sides). The sensor 

network is also needed to achieve state awareness for state estimation and prediction. Figure 1 

shows the architecture of a smart grid with advanced sensing, communication, and computing 

abilities. Sensors are interconnected via communication paths and power network nodes in all three 

segments [4]. Information can be communicated in several directions, which enables distributed 

computing, distributed control, and self-regulation, to increase the flexibility and resiliency of 

smart grids.  
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Figure 1. Smart grid architecture [4]. 

1.1.1 Motivation on Grid Side 

As many functionalities of smart grids depend on accurate measurements, sensors are the essential 

part to form the next-generation of power grids. Moreover, utilizing real-time sensed data can also 

enable automated control and protection, to improve the safety, efficiency, resiliency, and 

reliability of smart grids, together with smoother integration and higher penetration of renewable 

energy sources in power systems [5]. According to literature, tremendous research efforts have 

been dedicated to investigate control and protection of power systems, assuming sensed data are 

correct, but not much attention was focused on sensor FDI, which is essential to improve system 

reliability, safety, and efficiency by detecting and isolating faulty sensors, and eliminating the 

erroneous data from their readings. The benefits of adopting this technique are clear. For instance, 

with the help of sensor FDI, the state estimator can eliminate the imprecise data and tolerate 

temporary measurement losses with minimum effects on the accuracy of the estimated data. 

Moreover, by detecting and locating the erroneous data, the control and protection system can then 

acknowledge that the power system itself is in healthy condition, whereas, some sensors might be 

broken at certain locations. Thus, the control and protection system will not rely on wrong 

information to make decisions and to operate [6]. Furthermore, if the monitoring system is 



 

4 
 

intelligent enough that it can reconstruct the missing or erroneous readings from faulty sensors, 

the control, and protection system can then operate based on the estimated data to tolerate 

temporary faulty data. With all the potential benefits, there is a great need to explore and realize 

sensor FDI to respond to current technical challenges in grid monitoring and automation.  

1.1.2. Motivation on Communication Side 

Another aspect of sensor FDI to look into is communication, which involves communication speed 

and quality, which determines the performance of control and protection systems [2, 7]. In terms 

of communication speed for power system application, real-time communication is critical as the 

faults and control mostly happen in time steps of milliseconds and seconds, which requires 

information to be exchanged in the corresponding time step [8]. With the aid of real-time 

communication, control and protection system can react in a timely manner for precise operations. 

In terms of communication quality, potential communication loss should be avoided for different 

communication methods and protocols.  

A reliable communication that has sufficient speed and quality between sensors and 

control/protection systems will enhance the accuracy of power system performance and in return, 

will help increase the resiliency of power systems. In [9], different communication/network 

structures were reviewed. Table 1 lists three types of communication method that are widely used 

in various engineering applications in power systems according to [9].  

Table 1 List of communication/networking [9] 

Classifications Referred papers 

Power Line Communication (PLC) [10-12] 

IP(or Internet) based communication network [13-15] 

Wireless communication [16-23] 

Each communication method has its pros and cons, which limits their practical application in 

power systems. For instance, PLC has been mostly used in urban utilities for home smart meters 
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thanks to its convenience and low cost [24]. It takes advantage of the existing power lines to 

transfer data and doesn’t necessarily require additional wires or wireless communication devices. 

However, its disadvantages are also obvious and limit its application to smart grid communication 

[4]. On one hand, PLC often has relatively low bandwidth and more noises compared with other 

technologies. On the other hand, PLC modems are expensive and face electromagnetic compatible 

issues [24]. Communication signals have to pass through or around T&D equipment, line 

connections and branch buses where signal reflection and attenuation become significant [25]. 

Internet-based architecture, on the contrary, is more stable and has tolerable latency, but it requires 

optic fibers, which will increase the cost of the network. An example of its application in grid 

monitoring is Supervisory Control and Data Acquisition (SCADA) system. It exploited internet-

based architecture to communicate between the central control center and remote terminal units 

(RTU) for its low latency and low packet loss despite its high cost [26]. Wireless communication 

has sprung up recently and become a hot topic in smart grids. Wireless sensor network has the 

advantages of rapid deployment and self-organization from the intelligent data acquirement system 

[27]. Table 2 lists the core parameter comparison between typical applications of different wireless 

communications in smart grids. They are widely adopted in Advanced Meter Infrastructure (AMI), 

Demand Response, and Home Area Network (HAN) [4]. 

Although wireless communication has a lot of advantages in certain parts of smart grid applications, 

it is also facing many challenges, to name a few: 1) physical memory(RAM), energy, processing 

speed and other resource constraints [28]. 2) harsh environmental conditions that could potentially 

cause sensor nodes to malfunction or to transfer the information they gathered out of date [28]. 3) 

reliability and latency that require wireless sensor networks for smart grid applications to have the 

essential high quality of service and transfer the data acquired promptly [28]. 4) Packet errors and 

variable link capacity due to the high bit error rates1 (BER=10-2~10-6) and wireless links stability 

[28]. 

                                                
1 Bit error rate is defined as the number of bit errors per unit time. It’s the standard to evaluate the digital 
communication quality.  
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Table 2 Smart grid communication technologies comparison [4] 

Technology Spectrum Data Rate Coverage Range Applications Limitations 

GSM 900-1800MHz Up to 14.4 kbps 1-10 km 
AMI, Demand 

Response, HAN 
Low data rates 

GPRS 900-1800MHz Up to 170 kbps 1-10 km 
AMI, Demand 

Response, HAN 
Low data rates 

3G 
1.92-1.98 GHz 

2.11-2.17 GHz 
384kbps-2Mbps 1-10 km 

AMI, Demand 

Response, HAN 

Costly 

spectrum fees 

WiMAX 

2.5 GHz, 

3.5GHz, 

5.8 GHz 

Up to 75 Mbps 
10-50 km(LOS) 

1-5 km(NLOS) 

AMI, Demand 

Response, HAN 

Not 

widespread 

ZigBee 
2.4 GHz, 868-

915 MHz 
250 Kbps 30-50m AMI, HAN 

Low data rate, 

short range 

The most suitable communication method depends on specific requirements of the target 

applications in power systems. A more realistic way is to combine these communication methods 

as a hybrid communication network to both fulfill the system communication requirements and 

achieve the optimal and most reliable and robust communication in power systems. In the frame 

of work proposed in this dissertation, it is assumed that communication requirements are satisfied 

in sensor FDI.  

1.1.3. Motivation on Distributed Control Side 

Due to the incentives from energy independence and integration of renewable energy, distributed 

energy generation and storage have become an emerging research topic in recent years. Unlike the 

conventional centralized power generation, for instance, thermal or hydroelectric power plants, 

which usually occupy tremendous space and provide a huge amount of energy covering thousands 

of customers, distributed energy generation is often placed in buildings and houses and serve for 

the relatively much smaller amount of energy demand locally. Together with localized energy 

storage, loads, and energy distribution system, they form a microgrid [29].  

Microgrids usually can connect and disconnect from a larger power grid based on different 

scenarios. When connected, they utilize the upstream power grid as a supplemental energy source 
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to power up loads, charge energy storage devices, and stabilize voltage and frequency. When 

disconnected, they gain energy independence and operate as islanded power grids and purely rely 

on distributed energy generators, such as photovoltaic panels or wind turbines, along with 

distributed energy storage. Because they are such small power systems, both energy generation 

and consumption can change rapidly based on generation and load conditions, the conventional 

centralized control is not suitable in microgrids which demand fast response and localized control. 

To fill this technical gap, distributed control comes in place [26]. Depends on its primary focuses, 

distributed control can be put into three categories: input-side control, grid-side control and load-

side control [30]. One common characteristic among all these control strategies is they all require 

measurements on currents, voltages, and/or their phase angles. For instance, control strategies 

including voltage control, current control, and power and energy managements on both input-side 

and grid-side, either for energy generation, injection, or storage, require extensive voltage and 

current measurements along with awareness of other related parameters. When these 

measurements go wrong because of sensor faults, control strategies based on faulty sensor readings 

will be affected tremendously and may lead to malfunction and major failures in microgrids. To 

avoid such things from happening, sensor FDI is needed to alert controllers to eliminate or 

disregard erroneous readings to help microgrid operates precisely and reliably.     

1.2 Methodologies in Literature Review 

Typically, there are two major approaches widely adopted in various engineering applications for 

fault detection and isolation: model-free and model-based methodologies. The model-free based 

approaches employ qualitative determination that makes use of a priori knowledge of the system 

behavior [31]. This knowledge can be achieved based on known examples and experiences, for 

instance, by classifying the system behavior into several categories and then utilizing these 

predefined categories as references and comparisons to determine fault conditions. This approach 

was widely used in several applications, such as automotive and spacecraft fault detection, but not 

in power systems. 

The other approach, model-based methodologies are quantitative. They utilize analytical 

redundancy built from the corresponding models that yield to precise results, instead of using 

hardware redundancy. Thus, they do not require backup hardware and lead to a low-cost fault 
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detection mechanism [32]. These characters make them more suitable for power system 

application than model-free ones and have been popular among researchers. The analytical 

redundancy allows generating special signals as residuals, r, via analytical redundancy relations 

(ARRs) [33-36]. A residual represents the difference between the expected and actual system 

behaviors. In ideal situations, residuals should be equal to zero when no fault occurs. In faulty 

conditions, however, they are not. Based on this nature, residuals can be classified into a binary 

sequence of 0 or 1 that represents their actual values to determine normal or fault condition. This 

binary sequence is named as a signature. The next step is to analyze and classify certain patterns 

of binary signatures that are related to different fault conditions based on the fact that specific 

residuals are sensitive to specific faults and others are not. By combining certain signatures, the 

relations between faults and residuals can then be revealed and sets of pre-defined signatures that 

are sensitive to desired fault detections can be generated. Last, fault identification analysis can be 

performed by comparing actual system signatures with the sets of pre-defined signatures that are 

known to belong to specific failures, to determine if there is a match [37]. Details of reviewed 

Sensor FDI methodologies in literature will be discussed in Chapter II. 

Model-based fault detection is precise and fast because normally, the topology of a power system 

does not change frequently. This is true among conventional power systems where energy 

generation and consumption remain stable. However, in microgrids, both energy generation and 

consumption can be cut or connected rapidly to cause system topology to change. A non-

changeable model-based fault detection methodology may not yield to precise results under such 

condition. This brings the need of the adaptive methodologies that allow their fault detection 

algorithms to adjust topology changes and automatically update their signature sets 

correspondingly to maintain good functionality. Not much previous work on both non-changeable 

and adaptive sensor FDI has been done according to literature, and this leaves a gap needs to be 

filled, especially for microgrids.   

1.3 Contributions 

In this dissertation, different Sensor FDI methodologies are reviewed in detail. A proposed 

algorithm to determine the optimal location of computational agents in power systems either in 

centralized or distributed versions is explained in Chapter III along with results. This algorithm 
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will serve as a guide to find the optimal locations within the power systems to implement 

intelligence such as sensor FDI algorithms. A model-based analytical sensor FDI methodology 

inspired by [31] is introduced in Chapter IV. It can automatically detect sensor faults and output 

its results in real-time. Both centralized and distributed versions of the methodology are developed 

to be better suitable for either centralized or distributed control applications in microgrids. Real-

time simulation with sufficient sampling frequency, computation and communication 

requirement/limitation study, are conducted to prove its scalability and to prepare the proposed 

method’s application in large-scale power systems. Hardware implementation experiments to 

verify the method’s performance in emulated real-world power system applications along with 

future work are also conducted.  

1.4 Dissertation Organization 

This document is organized into five chapters and is summarized as follows: 

Chapter I: A general overview of sensor fault detection and isolation in power system, as well as 

a brief introduction to fault detection and isolation methodologies in literature, are given. 

Motivations from three different aspects, grid side, communication side, and distributed control 

side, are discussed in detail. The contributions of the proposed work are summarized.   

Chapter II: The widely-adopted state-of-the-art model-based methodologies are reviewed in this 

chapter. Special attention is given to describe three major approaches: Parity Space approach, 

Observer-based approach, and Kalman-filter based approach. 

Chapter III: This chapter describes the proposed optimal location of computational agents in power 

systems algorithm in both centralized and distributed versions. Results are given and discussed 

based on the IEEE 14, 30, and 118 Bus system to validate the effectiveness.  

Chapter IV: This chapter describes the improved algorithm for sensor FDI in power system 

monitoring. The algorithm is evaluated based on the IEEE 14-Bus system in real-time simulation 

and hardware implementation under different fault scenarios in both centralized and distributed 

versions. 

Chapter V: A summary of the dissertation is provided along with the future research direction.  
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CHAPTER TWO 

SENSOR FAULT DETECTION AND ISOLATION METHODOLOGY 

REVIEW 

Traditionally, hardware (or physical) redundancy is used to detect sensor faults by comparing 

measurements from two or more redundant sensors located at the same node of the system. From 

power system’s viewpoint, it may be necessary to put multiple sensors at critical positions for this 

purpose. However, hardware redundancy is not the best solution to be applied to large-scale 

systems because of its high-cost nature. The analytical methodologies, on the contrary, are based 

on the mathematical representation of the corresponding physical systems and measurements. 

Thus, they do not necessarily require hardware redundancy. As mentioned earlier in Chapter I, 

analytical methodologies can be classified into two groups: the model-based and model-free 

approaches. For practical power system applications, where systems are usually predefined, and 

their topologies are already known, model-based methods are more preferred in general. Figure 2 

depicts the general architecture of model-based Fault Detection and Isolation (FDI) [38]. From 

Figure 2, one can see there are three components of model-based FDI, actual/dynamic systems 

with monitoring based on sensors, system modeling, and fault detection and isolation (FDI). 

Outputs measured by sensors will be first compared with the expected output from the system 

model with the same inputs. Then new features will be generated and based on the reaction of the 

new features, changes from normal behavior will be detected to indicate specific faults. 

In dynamic systems, sensor faults, as well as other behavior, including system faults, controller 

faults, disturbances, and noises, could happen simultaneously and be passed into outputs. From 

practical sensor FDI perspective, a good system model should be able to reflect all kinds of 

behavior and can be used as a reference model such that these kinds of behavior will not be passed 

into residual generation part in FDI step.  

In this chapter, the focus is given to the detailed review of the state-of-the-art model-based Sensor 

Fault Detection and Isolation methodologies (Sensor FDI), including Parity Space approach, 

observer-based methods, and Kalman Filter-based approach. The detailed explanations of these 

three major methodologies are given in the following sections.  



 

11 
 

 

Figure 2. The general architecture of model-based FDI [38]. 

 

2.1 Parity Space Approach 

As one of the model-based methods, parity space approach combines parity relation and state space 

methods. Parity relation serves as the FDI method, and state space is the linear modeling technique 

for system modeling.  For the FDI part, parity relation method checks the consistency between the 

measurements and the expected output values of the system model, then generates residuals based 

on the comparison. Under the ideal or steady-state condition, the residuals should be zero. 

However, practically, they may be affected by noises generated by system disturbances and system 

models such that they are not always zero under healthy condition. So, this method is often 

combined with other filtering mechanisms to eliminate noises. Based on various residual patterns 

generated that are sensitive to different sensor faults, sensor faults can then be identified. The 

general architecture of parity relation based Sensor FDI method is shown in Figure 3.  
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Figure 3. The general architecture of parity-space based Sensor FDI 

The pioneer work of this method was introduced in [39], where the author explained how parity 

relation could detect and isolate faults in linear systems. It was explained in the paper that for a 

given linear system with outputs y(t) = [𝑦3(t), 𝑦5(t), 𝑦6(t),… , 𝑦8(t)	]′ , known inputsu(t) =

[𝑢3(t), 𝑢5(t), 𝑢6(t),… , 𝑢>(t)	]′, and unknown inputs p(t) = [𝑝3(t), 𝑝5(t), 𝑝6(t),… , 𝑝A(t)	]′, the 

system can then be expressed as (1): 

 y(t) = 𝑀(𝑞)𝑈(𝑡) + 𝑆(𝑞)𝑝(𝑡) (1) 

Where 𝑀(𝑞) and 𝑆(𝑞) are the rational transfer function in shift operator q. Only consider the 

additive faults, which is 𝑝(𝑡), the residual generation then can be expressed as (2):  

 r(t) = 𝑊(𝑞)[𝑦(𝑡) − 𝑀(𝑞)𝑈(𝑡)] (2) 
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Substitute Equation (1) in (2), one can get (3) as: 

 r(t) = 𝑊(𝑞)𝑆(𝑞)𝑝(𝑡) (3) 

Where r(t) is the residual vector and 𝑊(𝑞)  is the residual generator matrix. For additive faults, 

the desired response of residual can be as (4).   

 r(t) = 𝑍(𝑝)𝑝(𝑡) (4) 

As (3) and (4) are equivalent, this leaves 𝑍(𝑝) = 𝑊(𝑞)𝑆(𝑞) to find 𝑊(𝑞), where both 𝑍(𝑝) and 

𝑆(𝑞) are known. Once residuals are generated based on (3), the response of residuals can then help 

isolate particular faults. There are three common schemes for residual response construction to 

isolate faults: diagonal, directional, and structured residual [39]. 

Diagonal Residual. In the diagonal scheme, each residual only responds to one specific fault and 

thus, 𝑍(𝑝) will be a diagonal matrix. This scheme works well if 𝑘 ≤ 𝑚, that the targeted number 

of fault detection is no larger than the number of measured outputs, and is perfect for simultaneous 

multi-fault detection, but is not applicable if 𝑘 > 𝑚.  

Directional Residual. A directional set of residual constructs residuals for particular faults 

responding to specific directions within a residual space. The directions are on a one-by-one basis 

to each fault. Then, based on the direction, the faults can be isolated [40].  

Structured Residual. Based on the sensitivity between each residual and fault, a binary 

classification is constructed, which is “1” or “0”. A signature table can then be constructed as Table 

1 shows. Different sets of residuals have different patterns that are sensitive to different sensor 

faults, and thus, faults can be isolated by referring to the signature table. 
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Table 3 Structured residual table example [39]. 

Residual Fault 1 Fault 2 Fault 3 

𝑟3 1 0 1 

𝑟5 0 1 1 

𝑟6 1 1 0 

   

Inspired by parity relation in general FDI, the authors in [31] applied a similar algorithm to 

sensor FDI in power systems. The system and senor FDI equation are as (5) [31]: 

 N 0
𝑌(𝑡)Q = R 𝐴 𝐹3	0

𝐶 0			𝐹5
V W
𝑥(𝑡)
𝑓Z
[\[

𝑓Z[]^
_ + N𝐸3𝐸5

Q [𝑓[\[aaaaaa 𝑓[]^aaaaaa]b (5) 

Where Y(t) is the sensor measurements, A is formed by the system parameters corresponding to 

x(t), C is the measurement matrix, x(t) is the system variables, which in this case, is the current 

and voltage vectors. E is the known influence matrix; 𝑓[\[  is the system fault vectors and 𝑓[]^  is 

the sensor fault.  

F is the construction matrix that is built to make the residuals sensitive to certain sensor faults but 

robust to other faults. (6) shows an example of construction matrix.  

 𝐹3 = [0, … 0]b, 𝐹5 = [1, 0, … 0]b (6) 

The residual can then be constructed as (7) where W is the constructed residual generator matrix 

corresponding to that in (3): 

 𝑟c^\>ZdZec> = 𝑊 × N𝐸3𝐸5
Q [𝑓[\[aaaaaa 𝑓[]^aaaaaa]b (7) 
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Based on the residual sensitivity to certain faults, a signature table of the structured residuals can 

be generated accordingly as a reference to isolate faults.  

2.2. Observer-based Approach 

In parallel with parity space approach, another residual generation approach was first introduced 

by Luenburger in 1979 in [41], as Luenburger Observer. It generates residuals based on the 

estimation errors between the measured and expected outputs. Usually, to isolate faults, a 

structured set of residuals is utilized [42]. For system modeling part, both linear and non-linear 

models can be used with Luenburger Observer. More specifically for power system application, 

the state space model is widely adopted because of its simplicity and accuracy. The general 

procedures are introduced in the following.   

For a system that is fully observable, linear and time-invariant, its model can then be expressed in 

(8) and (9). 

 �̇�(𝑡) = 𝐴𝑥(𝑡) + 𝐵𝑢(𝑡) (8) 

 𝑦(𝑡) = 𝐶𝑥(𝑡) (9) 

For an identify observer 𝑥i(𝑡) that is corresponding to 𝑥(𝑡), the following structure can be achieved 

as (10), where L is the observer gain matrix.  

 𝑥i̇(𝑡) = 𝐴𝑥i(𝑡) + 𝐵𝑢(𝑡) + 𝐿[𝑦i(𝑡) − 𝐶𝑥(𝑡)] (10) 

Then the observer error is defined as (11). 

 �̇�(𝑡) = 𝑥i̇(𝑡) − �̇�(𝑡) = [𝐴 − 𝐿𝐶][𝑥i(𝑡) − 𝑥(𝑡)] (11) 

As long as the observer gain matrix L is chosen carefully such that all the eigenvalues of [𝐴 − 𝐿𝐶] 

are in the half-left plane, the estimation will be stable, and the error will converge to zero under no 

fault condition. Once residuals are achieved, they can be constructed into certain banks to isolate 

different faults.  
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There have been some researchers who applied this approach to different sensor faults in various 

systems, but not much in power system application according to literature. In [43], the authors 

applied Luenburger-observer based sensor FDI into a doubly fed induction generator for the stator 

and rotor sensors. They first constructed a state space model of the induction generator and then 

utilized two observers for stator and rotor currents respectively. Four residuals were generated to 

isolate the two faults.  In [44], the same method was adopted in a single-phase PWM rectifier to 

detect and isolate input voltage and output current sensor faults. They also adopted state space 

model for the rectifier and constructed the Luenburger observer based on the model. A structured 

bank of four residuals was used to isolate the corresponding sensor faults.  

 

2.3. Kalman Filter 

Kalman filter itself is primarily for optimal prediction of linear system output based on previous 

measurements [45]. Kalman Filter for sensor FDI is specialized in eliminating noises in 

measurements of outputs and inputs for the linear systems in the time domain.  The basic idea is 

similar to observer-based approach. Based on the system model, which usually is state space model, 

a Kalman gain, K, can be applied to the estimation error by simply substituting L with K in 

equation (10). Based on this, residuals can be constructed. However, here, the residual is the 

difference between the measurement from sensors at time step k and the prediction of output at the 

same time step based on time (k-1)’s measurement.   

There has not been much research effort in applying this method to the power system for sensor 

FDI according to literature. The reason the author of this report supports is due to the potential 

significant iteration number to find residuals it will introduce in the large-scale system application. 

Most of the research in literature is on the hardware side. In [46], the authors applied Kalman filter 

for blade movement sensor FDI in wind turbines. In [47], the authors adopted Kalman filter in the 

application of position sensor, DC-link voltage sensor and current sensor FDI in an interior 

permanent-magnet synchronous motor drive. They all utilized state space model for linearized 

system modeling and applied Kalman filter for the residual generation.  
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CHAPTER THREE 

OPTIMAL LOCATION OF COMPUTATIONAL AGENTS 

Computational Intelligence (CI) plays a critical role in smart grid application. By collecting 

essential data from the grid monitoring system, it can extract beneficial information that is 

significantly helpful to different aspects of smart grid. For instance, CI of sensor FDI can improve 

the grid resiliency by detecting and isolating sensor faults through related sensor data [6]. CI of 

load shedding in distributed/centralized control node can help determine power cut or rerouting 

automatically or semi-automatically [48]. CI of energy management and demand response in either 

transmission or distribution can help improve response time, efficiency and resiliency of smart 

grid [48].     

CI is usually implemented in a centralized fashion, where all local information is transmitted either 

to the centralized Supervisory Control And Data Acquisition (SCADA) system or the centralized 

control system. For large system application, it may require powerful computation facilities to 

process a large amount of information in real-time, and thus, the remedial responses of CI to 

failures, disturbances, and demand changes might be delayed because of communication and/or 

computation latency [49]. This brings the need to consider distributed CI. Instead of transmitting 

and processing all information of the targeted system to a centralized communication and control 

center, distributed CI can gather and process information locally at a much lower cost [50]. It 

balances the cost of computation and communication and can achieve fast responses.    

In our case, sensor FDI is considered a subset of CI. It utilizes algorithms to detect and isolate 

sensor faults based on the computational result of different sensor readings in the corresponding 

power system. The algorithms are capable of both centralized and distributed computing. They can 

be integrated into the current SCADA within the monitoring system and control systems either 

locally in distributed version or remotely in centralized version. To perform their functions, sensor 

FDI along with other intelligent algorithms will need a hardware platform to implement, and this 

is where computational agents (CAs) come in place.   

CA embedded with intelligent algorithms is capable of computing and operating flexibly in a 

variety of circumstances [51]. In sensor FDI application, CA can collect data from different sensors 
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and process the FDI algorithm to detect and isolate faulty sensors. CA could either be a powerful 

computational facility that handles all communication and computation from all sensors in the 

corresponding system, or a group of less powerful CAs that work together interactively in a 

distributed fashion in which one of the CAs is only responsible for part of the system. In application 

to large-scale power systems, it will be crucial to determining the optimal locations of CAs in both 

centralized and distributed versions to minimize both the computation and communication cost.   

In this chapter, a proposed algorithm to determine the optimal location of CAs inside a given power 

system is explained in detail. Later on, this algorithm is further examined based on three different 

systems, IEEE 14, 30, and 118 bus systems respectively, to validate its performance and 

scalability. For simplicity, the IEEE 14 bus system serves as an example system to introduce the 

algorithm. Figure 4 shows the IEEE 14 bus system schematic with sensors at each bus and CAs 

on top. Data is acquired at each sensor and transmitted to CAs through communication links. Data 

acquisition can happen either at the sensors or the Cas, which is not explicitly shown in the figure 

for simplicity. Sensors considered here are a general group of standard sensors in power system 

monitoring, such as current and voltage transformer (CT/VT), Phasor Measurement Unit (PMU), 

and temperature sensor. Multiple sensors can also be located at the same bus. Even though IEEE 

14 bus is one of the transmission level models shown here as an example model, this algorithm is 

designed to fit all general power systems that have monitoring and computational facilities.   

In the development of this algorithm, there are some assumptions predefined.  

Assumption I: sensors are placed at each bus within the system. Typically, in this chapter, IEEE 

14 bus system is considered as the example system if not specified.  

Assumption II: all distributed computational agents (if not specified as the centralized version) 

are interconnected and can pass essential information to each other.  

Assumption III: CAs are placed within the system, more specifically, at or near the bus nodes for 

simplicity.   

Assumption IV: Each sensor transmits the same amount of information at each bus. 
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Figure 4. IEEE 14-Bus system with sensors at each bus and CAs on top. 
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3.1 Definitions 

Minimum Total Distance: 

Minimum Total Distance (MTD) is defined as the minimum total distance from the sensor (𝑖, 𝑗) 

between different buses 𝑖 and 𝑗 to certain CA sets. It can be used to determine the optimal set as 

the one that has the MTD between different CA location sets. To measure the distance between 

buses, the reactance in between is considered as a representation. The larger the reactance between 

two buses is, the longer the distance is. Within different combination sets of CA locations, the one 

set that gives the MTD between all of the covered buses (where sensors are implemented) should 

be considered as the optimal set in terms of minimum distance.  

 𝑀𝑇𝐷pqr = s 𝐷Ztu

Z,uv8

Z,uv3,Zwu

 (12) 

 

Because some buses are not connected directly, it is hard to determine the actual distances between 

these buses. To illustrate this phenomenon’s impact on the minimum total distance calculation, a 

concept of depth of connection is proposed.  

Depth of Connection: 

The Depth of Connection (DOC) is defined based on how buses are connected to each other in a 

power system. If two buses, bus 𝑖 and 𝑗 are connected directly, then the DOC is zero. If bus 𝑗 and 

𝑘  are indirectly connected through bus 𝑖 , then the DOC is one. If bus 𝑗  and 𝑚  are connected 

indirectly through bus 𝑖 and 𝑛, then the DOC is two, and so forth. The mathematical expression is 

as (13), where 𝑛Z,u8  is the number of indirect connection at the 𝑚𝑡ℎ  possible the connection 

between bus 𝑖 and 𝑗. 

 𝐷𝑂𝐶Ztu = min(𝑛Z,u8) 
(13) 
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Communication Cost: 

Communication cost depends on bandwidth/transfer rate, distances, communication method, and 

infrastructure [52-54]. In power system applications, the bandwidth and distance usually don’t 

vary a lot among different communication method because all sensors are located within the 

system topology and won’t change significantly between different methods. So, in this case, they 

are considered as two constants.  

There are three primary communication methods in power system application, Power Line 

Communication (PLC), optical fiber, and wireless communication. PLC utilizes the existing power 

line as the communication medium to save on infrastructure cost. However, due to its technical 

difficulties, it is only widely adopted at low and medium voltages with relatively low bandwidth 

[5, 24]. The optical fiber has high bandwidth and is robust to severe environments but requires 

high-cost infrastructure for long distance communication [55]. Wireless communication is a good 

choice regarding bandwidth and infrastructure cost but is limited by communication distance and 

harsh environment [28]. Cellular as a wireless communication method may overcome the distance 

limitation but has high bandwidth cost. How to choose the most suitable method depends on a 

case-by-case analysis of the trade-off between the communication requirements and infrastructure 

cost. For simplicity in a general analysis case, communication requirements are assumed satisfied 

at the same level among all methods considered, regarding latency, bandwidth, quality, and 

environmental adaptation. Since power system is usually geographically large at both transmission 

and distribution level, distance is a significant factor in wireless and optical fiber communication 

cost but not in PLC.  However, it is tough to quantize the infrastructure cost in all three 

communication methods because it varies based on different conditions of the systems and hence 

is omitted in the consideration. This leaves the distance and bandwidth to be the factors in 

determining communication cost. To compare the total cost under different conditions, both the 

communication and computation costs are represented by power consumption to have a common 

ground.  

In wired communication methods, including both PLC and optical fiber, the relation between 

power consumption and the transfer rate is approximately proportional according to [56, 57], 

which means minimizing the data transfer rate will lead to minimal power consumption. This in 
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turn indicates that minimizing the number of the communication links, in either centralized or 

distributed version, will lead to minimal communication cost. 

In wireless communication, the power consumption is related to transfer rate and the distance [58, 

59]. In [59], the authors also proved that in a multi-hop routing scenario, the most efficient way to 

construct the network will be having the wireless node transmitting at the most extended 

corresponding range. This finding will be helpful in our case if multiple wireless transmission 

nodes are needed to establish a communication link between sensors and computational agents. 

To simplify the analysis here, it is assumed that the range of wireless transmission is satisfied. In 

[58], the authors proposed that the power consumption can be defined as (14). 

 
𝐸b(𝑑) = 	𝑘(𝐸]>]e +	𝜀c8� × 𝑑5) 

𝐸� = 	𝑘 × 𝐸]>]e  
(14) 

Where 𝑘 is the number of bit transmitted, 𝑑 is the distance between transmitter and receiver in 

meter, 𝐸]>]e  is the per-bit power consumption of either transmitter or receiver circuitry, which is 

set to be 50	𝑛𝐽/𝑏𝑖𝑡, and  𝜀c8� is the transmit amplifier power consumption, which is set to be 

100	𝑝𝐽/𝑏𝑖𝑡/𝑚5.  

Then the power consumption of transmitter and receiver will be as (15). 

 𝐸bt�(𝑑) = 𝐸� + 𝐸b(𝑑) 
(15) 

This model will be implemented later in calculating the total communication cost. 

Communication direction is only one way from the transmitter to receiver but two ways between 

receivers. The receivers, in this case, are represented by the Computational Agents (CAs) and the 

transmitters are represented by the sensors. The sensed data transmitted is assumed to have already 

been pre-processed locally at the sensors to eliminate possible noises. Then the communication 

cost is consist of two parts: cost between sensors and CAs, 𝐶[te  and cost between CAs, 𝐶ete , as 

depicted in (16).  

 𝐶e�88 = 𝐶[te + 𝐶ete  (16) 
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𝐶[te is defined as (17), which is the sum of power consumption of total communication links from 

sensors to CAs. 𝑁pq is the total number of CAs within the system and 𝑁[ is the total number of 

communication links sensors to CAs at each CA. 𝐵e is the constant transfer rate in 𝑏𝑖𝑡/𝑠 that a 

sensor is sending to the corresponding CA. 𝑑[te is the distance from sensor to corresponding CA. 

 𝐶[te = 	ss(𝐵e × 𝐸bt�(𝑑[te))
��

Zv3

���

Zv3

 (17) 

Correspondingly, 𝐶ete  is defined as (18), which is the sum of power consumption of total 

communication links between CAs. 𝑁pp  is the number of CA groups that have communication 

links from each other. 𝑑ete is the distance between CAs.  

 𝐶ete = 	s𝐵���� × 𝐸bt�(𝑑ete)
���

Zv3

 (18) 

 𝑠. 𝑡.		𝐵���� = 𝐵e × s 𝑙𝑖𝑛𝑘Ztu

Z	∈	��

u∈	��

 (19) 

𝐵����  is the bandwidth between receivers as defined in (19). It is the product of 𝐵e  and total 

number of communication links established between transmitter 𝑖 and receiver 𝑗. 𝑝d and 𝑝� are the 

transmitter set and receiver set in a given network respectively. The receivers have the ability to 

transmit the received data from sensors that are directly connected to them to other receivers within 

the system. However, this inner-communication between receivers may not happen until requested 

and it is usually not necessary to transmit all the information received by one receiver to others.  

Because 𝐵e and 𝐵� are constants in this case, the communication cost is actually affected by the 

total distance of communication links from sensors to, and between CAs. The distance between 

transmitter and receiver in any communication methods,  𝐷Ztu, can be calculated based on the bus 

data of the power system, as defined in (20).  	𝑝d, 	𝑝� are the sets of transmitters (sensors) and 

receivers (CAs) respectively. 𝑋Ztu is the reactance between the transmitter 𝑖 and receiver 𝑗 in per-

unit. 𝑋�c[]  is the base reactance in the system. 𝑑�^Zd is the distance per ohm, 𝑑/Ω. The reason to 

use reactance instead of resistance is that, in some cases, resistance is negligible when compared 
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to reactance such that it is often zero in the bus data. Additionally, for wireless communication 

specifically, it’s hard to find the exact direct distances between sensors and CAs in a power system, 

so the distance is set to be the same as other wired communication methods, which is the line 

distance.  

 𝑑[te = 𝐷Ztu = 		𝑋�c[] × 𝑋Ztu × 𝑑�^Zd, 𝑖	 ∈ 	𝑝d, 𝑗	 ∈ 	𝑝�, 𝑖 ≠ 𝑗 (20) 

Similar as 𝐷Ztu, the distance between CAs, 𝐷utA , is also represented by the distance along bus 

connection routes, as defined in (21).  

 𝑑ete = 𝐷utA = 		𝑋�c[] × 𝑋utA × 𝑑�^Zd, 𝑗, 𝑘	 ∈ 	𝑝�, 𝑗 ≠ 𝑘 (21) 

Figure 5 describes an example communication connection in a power system with sensors and 

CAs. There is only one-way communication from sensors to CAs but two-way communication 

between CAs.  

Computation Cost: 

Computation cost depends on how much computation that the algorithms running on CAs demand 

together. Multiple algorithms may also be running in parallel at the same time. Consequently, it is 

hard to quantify total computation requirement of all individual algorithms. Therefore, to simplify 

the calculation, it is assumed that each algorithm demands the same computing power of matrix 

multiplication. As mentioned earlier, both computation and communication cost will be measured 

in terms of power consumption to have a common ground. More specifically, under the assumption 

that the computation power can be satisfied, a more realistic method to determine the computation 

cost will be performance per watt because the cost of powering the hardware will have a more 

significant proportion in the total cost than the cost of the hardware itself [60].  The performance 

per watt is usually measured in terms of flops per watt in both CPU and GPU [61, 62]. 



 

25 
 

 

Figure 5 The example communication connection between sensors and CAs 

So, the total computation cost in terms of performance per watt is defined as (22). 𝑁c>�c  is the 

number of algorithms running in parallel in each CA. 𝑛   is the number of cores/GPU that is 

computing in parallel. 𝑛�Zd6 is the computation cost of a 𝑛�Zd by 𝑛�Zd matrix multiplication. 𝑛pq is 

the amount of CA adopted in the system. 𝑃�c[]  is the base flops per watt. If the CA is not 

computing in parallel, both 𝑁c>�c  and 𝑛 will be one.  

 𝐶e�8� = s
(𝑛�Zd6)
𝑃�c[]

���

Zv3

×
𝑁c>�c
𝑛  (22) 

𝑛�Zd is also determined by 𝐵e, the constant transfer rate between transmitters and receivers, and 

𝑛>Z^A , the amount of communication link established per receiver/CA, as depicted in (23).  
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 𝑛�Zd = 	𝐵e ×	𝑛>Z^A  (23) 

   

3.2 Methodology 

The methodology is based on two different versions, centralized and distributed communication 

and computation. The objective of both versions is to achieve the minimum total cost to minimize 

the cost function 𝐽, as stated in (24). But besides this, there are some differences in applying the 

methodology to these two different cases. For the centralized version in a given power system, the 

optimal location of the CA would be the place that has the minimum communication cost since 

the computation cost is the same among each location in the system under the Assumption IV. For 

the distributed version, several rules were proposed to speed up the iteration in addition to finding 

the minimum total cost precisely.  

 𝐽 = 𝐶e�8� + 𝐶e�88 (24) 

 

3.2.1 Centralized Computation with Only One CA  

The optimal location of the CA that is responsible for the centralized computation and 

communication is determined as the location of the shortest distance to all other nodes/buses within 

the system. In our case, a power system can be treated as a weighed graph. The buses will be 

treated as the nodes/vertices in the graph, and the power lines in between are as the edges. Thus, 

after abstracting the system as a graph, multiple shortest path algorithms that are available in graph 

theory can then be applied to power systems to fulfill different interests. Here, the Dijkstra’s 

algorithm is in favor because of the complexity and simplicity of implementation [63]. The 

flowchart of centralized computation with only one CA is depicted in Figure 6.  



 

27 
 

 

Figure 6 Flowchart of centralized computation with one CA 

3.2.2 Distributed Computation with Multiple CAs  

For distributed version, there will be a trade-off between the computation cost and the 

communication cost based on different locations of multiple CAs. In this case, when one CA is 

located, the sensors that this agent covers are no longer in the interest of other CAs given the 

Assumption II that all CAs are interconnected. This problem can be abstracted as the K-minimum 

spanning tree (K-MST) problem, which is finding the k nodes/vertices that are connected as a 

subgraph which has the minimal total Euclidean length to other nodes in the graph. This problem 

has been approved in [64] to be an NP-hard problem and can only be solved with an exact answer 

by brute-force search when K is fixed. Thus, the complexity of the whole procedure is 

𝐶(𝑛	𝑐ℎ𝑜𝑜𝑠𝑒	𝑘) × 𝐶(𝑠ℎ𝑜𝑟𝑡𝑒𝑠𝑡	𝑝𝑎𝑡ℎ	𝑎𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚), where 𝐶(𝑛	𝑐ℎ𝑜𝑜𝑠𝑒	𝑘) is defined as (25). 𝑛 is 

the total number of nodes. 
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 𝐶(𝑛	𝑐ℎ𝑜𝑜𝑠𝑒	𝑘) =
𝑛!

𝑘! (𝑛 − 𝑘)! 
(25) 

An approximate solution is proposed based on the characteristic of power systems. In our case, to 

determine the optimal locations of each CA in the power system, four rules were proposed besides 

the procedure determined in the centralized version.  

Rule I: Determine the location of first CA.   

Where to put the first agent is critical and can affect the whole agent distribution in the targeted 

system significantly. Priority should be given to the bus/location that has the least amount of both 

computation and communication cost and can cover sensors as many as possible.  

Rule II: Level of DOC should be covered.  

The level of DOC a CA should cover is determined by the subtraction of the highest level of DOC 

and the number of CAs in the system, as defined in (26). 

 𝐷𝑂𝐶>]£]> = 𝑀𝑎𝑥¤𝐷𝑂𝐶Z,u¥ − 𝑁pq (26) 

The principle then is that each agent will only cover the buses/nodes that have DOC levels no 

larger than the 𝐷𝑂𝐶>]£]> defined in (26) unless sensors at the buses with higher DOC can only be 

covered by that CA.  

Rule III: Overlapping buses with different CAs.  

When other CAs come in place, there might be overlapping coverage between other buses/nodes. 

Two principles were introduced to solve this problem.   

• III.1: No buses with higher DOC level should be involved. When overlapping happens, 

the bus with the lowest DOC will be considered preferable.  

• III.2: for buses at the same DOC level, if computation burden does not exceed the 

maximum allowance or it does not prioritize against communication burden, the one 

location with the least communication cost should be the more suitable one.  
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Rule IV: Eliminate candidate buses.   

All sensors at different buses that are already covered by the selected buses/location of the CAs 

will lose their candidacy to location selection.  

Rule V: Not covered buses.   

As a final check, if some sensors were still not covered by any CA, then they should be connected 

to the CAs that have the least cost to cover them. The flowchart of distributed computation with 

multiple CAs is depicted in Figure 7.  

Because distance has the most significant impact on the total cost, the increasing of CA numbers 

deployed in the system will decrease the distance among sensors and CAs and lead to a lower cost. 

However, once Rule II is satisfied, increasing CA numbers further will not have a meaningful 

computation purpose but only mean to create redundancy, if redundancy is required in the system. 

This concludes that the maximum number of CAs should be no larger than the maximum DOC 

level as depicted in (26). 

3.3 Results in Different Test Cases 

This method was applied to three different systems to validate its scalability and applicability. 

They are IEEE 14, 30, 118 Bus system respectively. The bus data is extracted from MATPOWER 

[65] via MATLAB. To convert the reactance back to the actual distance in meters, the base 

reactance per meter is set to be 0.5	Ω/𝑘𝑚.There are two different test cases: centralized version 

with only one CA and distributed version with multiple CAs. For simplicity, the number of 

algorithms running at each CA is set to one. The constant bandwidth, 𝐵e, between transmitter and 

receiver is set to 32 𝑏𝑖𝑡/𝑠 for one float point. It is also assumed that one single CA can meet both 

the computation and communication requirements in this case.   



 

30 
 

 

Figure 7 Flowchart of distributed computation with multiple CAs 
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3.3.1 Test Case I: Centralized Version with Only One CA  

In this scenario, only one CA is deployed for the entire power system, and thus, there is no 

interconnection between other CAs. The computation and communication cost then can be 

computed based on the simplified equations as stated below in (27) ~ (29). Since there is only one 

CA, the computation cost of any potential location will be the same and will not be considered in 

this case. This leaves the problem to find the optimal location that has the minimum 

communication cost according to (27) and (28). The cost function is also simplified as (30). The 

goal is to find the one location that has the minimum cost 𝐽e�88_d][d3. Moreover, since 𝐵e is a 

constant, if substitute (28) into (27), this problem can be further simplified as finding the location 

that has the Minimum Total Distance (MTD). 

 𝐶e�88_d][d3 = s 𝐷Ztu

Z	∈	��	

u	∈	��

 (27) 

 𝐷Ztu = s 𝑋Ztu

uwA

Z	∈	��u	∈	��

] (28) 

 𝐶e�8� = s
(𝑛�Zd6)
𝑃�c[]

���

Zv3

 (29) 

 𝐽e�88_d][d3 = 𝐶e�88 (30) 

The computed optimal location of three different systems for centralized version is listed in Table 

4. As mentioned earlier, the CA is located at or near the bus node. From the results, the optimal 

location of CA should be at bus 4, 6, and 65 respectively under this scenario.  

Table 4 Optimal location of the centralized version 

Bus System Optimal location at 
Bus No. 

IEEE 14 4 

IEEE 30 6 

IEEE 118 65 
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3.3.2 Test Case II: Distributed Version with Multiple CAs  

In distributed version, it is assumed that each CA are interconnected and can pass information 

received from its covered sensors to its nearest neighbor. The number of CAs and locations to put 

them are determined by minimizing the cost function in (24). As discussed earlier, the 

communication cost outweighs the computation cost, which leads to two different outcomes of the 

two different communication methods: wired and wireless.  

Scenario I: Wired communication: As discussed earlier in Section II, for wired communication, 

because the communication cost is in proportion to the transfer rate, the total cost will be 

minimized by minimizing the total communication links. This indicates that, without considering 

the beauty of distribution, the centralized CA will give the optimal cost if it can fulfill the 

computation requirement. Under this conclusion, the optimal location can be found the same way 

as test case I. However, if the computation burden exceeded the corresponding CA’s capability, 

then the minimum number of CAs will in need to fulfill the computation requirement. Once the 

number is found, it then will follow the similar procedure as it in wireless communication to 

determine the corresponding locations because the cost in wireless communication is also positive 

correlated to transfer rate. Consequently, there is no need to repeat the results here.  

Scenario II: Wireless communication: In this case, the optimal number and location of multiple 

CAs were determined based on the principle and rules introduced before to achieve the minimum 

total cost. The algorithm was implemented in three systems: IEEE 14, 30, and 118 bus systems. 

The result is listed in Table 5.  

From the result, it can be noticed that the number of sensors covered by each CA is not the same. 

It is because the cost varies based on the connection in between. The algorithm will connect the 

sensors to the corresponding CA that has the minimum total cost. As explained earlier, the 

communication cost outweighs the computation cost in wireless communication case and thus, the 

density of connection between sensors and CAs is related to the system topology. This different 

load distribution among CAs will also allow one to choose the different yet optimal CA with 

minimum hardware cost which is optimized when compared with the conventional method where 

the same hardware is placed in the same system. The result is also in consistent with the anticipated 
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results that multiple CAs will indeed lower the total cost since the distance between sensors and 

CAs are optimized such that the total cost is minimized. 

The algorithm takes about 100ms, 3 seconds, and 194 seconds to finish the 14, 30 and 118 bus 

cases respectively on a 2016 MacBook Pro with 2.6Ghz i7 CPU and 16Gb RAM in Python 2. 

3.4 Conclusion and Discussion 

The optimal numbers and locations of Computational Agents have been achieved and can further 

serve as a guide when placing the CAs into the system. Different algorithms can be running in 

parallel due to hardware capability, such as sensor/system fault detection in either transmission or 

distribution level. Apparently, for wired communication, it is best to utilize as less CA as possible 

to minimize the cost, whereas, multiple CAs in wireless communication can achieve better 

performance and cost in distributed version. CAs here can serve as computation device or 

controllers, which require data from sensors to perform the corresponding tasks. Although the 

algorithm can guarantee an optimal solution to either centralized version with only one CA in the 

system or the maximum number of CAs in the distributed version with minimum total cost, it 

cannot guarantee the optimum in between. For instance, in the 30-bus system, the optimal number 

of CAs is five for distributed version. However, if only less than five will be implemented, the 

locations may not be optimal to achieve a global minimum cost due to the nature of the problem 

being NP-hard as explained earlier.  

The scalability is validated by implementing the algorithm into systems with different scales. It 

takes bus connection and reactance between buses as input, then converts the reactance into the 

actual distance to compute the communication cost. This gives the algorithm the flexibility to be 

applied to any kind of system that can be treated or abstracted as a graph as long as the connection 

configuration and distance are known. It was first developed based on power system but is not 

limited to. It may also have a broad application in communication and computation networks to 

help determine the optimal nodes for collecting and computing data for various purposes. 

 

 

 



 

34 
 

Table 5 Optimal location of the distributed version 

Bus System  
Optimal 

location at bus 
No. 

Nearest neighbor Covered sensor locations 

IEEE 14 

4 6 1,2,3,4,5,7 

6 4 6,11,12,13,14 

9 4 8,9,10 

IEEE 30 

3 6 1,3 

6 3 2, 4, 6, 7, 8, 9, 28, 5, 27, 29, 30 

10 22 10, 17, 20, 21, 11, 19 

12 3 12, 13, 14, 15, 16, 18 

22 10 22, 23, 24, 25, 26 

IEEE 118 

17 36 

1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 

13, 14, 15, 16, 17, 18, 19, 20, 21, 

22, 23, 25, 26, 27, 28, 29, 31, 32, 

33, 34, 39, 113, 114, 115, 117 

36 17 35, 36, 40, 41, 42, 43, 44 

48 65 
45, 46, 47, 48, 50, 51, 52, 53, 54, 

55, 56, 57, 58 

60 65 59, 60, 62 

65 60 

76, 77, 78, 79, 80, 82, 83, 94, 95, 

96, 97, 98, 99, 100, 101, 103, 

104, 106 

75 65 24, 70, 71, 72, 73, 74, 75, 118 

80 65 

76, 77, 78, 79, 80, 82, 83, 94, 95, 

96, 97, 98, 99, 100, 101, 103, 

104, 106 

93 80 

84, 85, 86, 87, 88, 89, 90, 91, 92, 

93, 102, 105, 107, 108, 109, 110, 

111, 112 
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CHAPTER FOUR 

SENSOR FAULT DETECTION WITH PARITY SPACE 

Sensors and monitoring devices are the keys to form the next-generation of smart grids. They are 

widely used in the whole power systems from the generation side to the end customers. Utilizing 

real-time sensed data, automated control and protection can improve the safety, reliability, and 

efficiency, together with the smoother integration and higher penetration of renewable energy 

sources in power systems [4]. Research efforts have been dedicated to investigating the control 

and protection of power systems based on the sensed data but not much on the sensor fault 

detection, which is essential to improve system reliability, safety, and efficiency by detecting and 

isolating the faulty sensors and eliminating the erroneous data from their readings. With the help 

of sensor fault detection and isolation, the state estimator can eliminate the imprecise data and 

tolerate temporary measurement losses with minimum effect on the accuracy of the estimated data. 

This will benefit the control and protection systems in the decision and operation.  

In general, there are two main approaches that are adopted in various engineering applications for 

fault detection and isolation: model-free and model-based methodologies. The model-free based 

approaches use the qualitative reasoning that makes use of a priori knowledge of the system [31]. 

This knowledge can be achieved according to experiences, for instance, by classifying the system 

behavior into several categories and then use these predefined categories as a reference for the 

online monitoring. Even though this approach was widely used in several applications, such as 

automotive and spacecraft applications, it may not yield to a precise fault identification or 

diagnosis in power systems, because power system is a large-scale system and it will be difficult 

to categorize all the possible operating conditions. Therefore, model-free based techniques for fault 

detection and isolation are not within the scope of this research. The other approach, model-based 

methods, which use analytical redundancy built from the model instead of using hardware 

redundancy, is quantitative. The analytical redundancy allows generating particular signals, called 

residuals, 𝑟. These residuals are generated via Analytical Redundancy Relations (ARRs) [33-36]. 

A residual represents the difference between the expected and actual system behavior. In ideal 

situations, residuals are equal to zero when no fault occurs. In faulty conditions, a binary sequence 

of 0 or 1 that is called signature, will be used to determine normal or fault condition considering 
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the residual values. The next step is the analysis of the binary signature obtained from residuals. 

Specific residuals are sensitive to specific faults, and others are not. By combining the residuals, 

the relations between faults and residuals can then be revealed and sets of signatures can be 

generated. Last, fault identification analysis can be performed by compared to a set of signatures 

that are known to belong to specific failures [37]. In this chapter, an improved parity-space based 

real-time Sensor Fault Detection and Isolation (SFDI) method is explained in detail and simulation 

results are utilized to verify the algorithm.  

4.1 Methodology 

4.1.1 Parity Space Approach in General  

As introduced in Chapter II, the pioneering work of parity relation in the application of fault 

detection and isolation in linear systems was first introduced in [39]. The authors explained that 

for a given linear system with outputs y(t) = [𝑦3(t), 𝑦5(t), 𝑦6(t),… , 𝑦8(t)	]′ , known inputs 

u(t) = [𝑢3(t), 𝑢5(t), 𝑢6(t),… , 𝑢>(t)	]′  and unknown inputs p(t) =

[𝑝3(t), 𝑝5(t), 𝑝6(t),… , 𝑝A(t)	]′, the system can then be expressed as (31): 

 y(t) = 𝑀(𝑞)𝑈(𝑡) + 𝑆(𝑞)𝑝(𝑡) (31) 

Where 𝑀(𝑞) and 𝑆(𝑞) are the rational transfer function in shift operator q. Only consider the 

additive faults, which is 𝑝(𝑡), the residual generation then can be expressed as (2): 

 r(t) = 𝑊(𝑞)[𝑦(𝑡) − 𝑀(𝑞)𝑈(𝑡)] (32) 

Substitute (2) in (1), one can get (3) as: 

 r(t) = 𝑊(𝑞)𝑆(𝑞)𝑝(𝑡) (33) 

Where r(t) is the residual vector and 𝑊(𝑞)  is the residual generator matrix. For additive faults, 

the desired response of residual can be as (4): 

 r(t) = 𝑍(𝑝)𝑝(𝑡) (34) 
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Since (3) and (4) are equivalent, this leaves 𝑍(𝑝) = 𝑊(𝑞)𝑆(𝑞) to find 𝑊(𝑞), where both 𝑍(𝑝) 

and 𝑆(𝑞) are known. Once residuals are generated based on (3), the response of residuals can then 

help isolate particular faults.  

4.1.2 Parity Space with Sensor Fault Detection and Isolation  

Measurements of power systems are associated with each other within a given system. This 

relation is based on the topology of the system where sensors are implemented. For measurements 

of voltage and current, their relation can be linearized based on the system topology with state 

space modeling and holds to the system model. When sensor faults happen, some of the 

measurements will no longer hold this relation. Based on this observation, residuals can be 

generated through some methods that represent this unbalanced situation. Parity space as a general 

residual generation method can serve this purpose very well as introduced previously.  

Based on parity space method, the general model for a given power grid, regardless of the network 

architecture and the sensors distribution can be defined in (35) [31].  

 N 0
𝑌(𝑡)Q = R 𝐴 𝐹3	0

𝐶 0			𝐹5
V W
𝑥(𝑡)
𝑓Z
[\[

𝑓Z[]^
_ + N𝐸3𝐸5

Q [𝑓[\[aaaaaa 𝑓[]^aaaaaa]b (35) 

Where 𝑌(𝑡) = [𝑦3(𝑡), 𝑦5(𝑡),… , 𝑦8(𝑡)]b is the measurements from m sensors; A is formed by the 

system parameters corresponding to x(t) such that 𝐴 × 𝑥(𝑡) = 0; C is the a diagonal matrix 

corresponding to measurement; x(t) is the system variables, which in this case, is the current and 

voltage vectors; E is the known influence matrix; 𝑓[\[  is the system fault vectors and 𝑓[]^  is the 

sensor fault, which residuals are robust to ; 𝑓[\[aaaaaa and 𝑓[]^aaaaaa are the fault sensitive vectors. F is the 

construction matrix that built to make the residuals become sensitive at certain sensor fault but 

robust to other faults as (36) shows.  

 𝐹3 = [0, … 0]b, 𝐹5 = [1, 0, … 0]b (36) 

By constructing a matrix W, such that 𝑊 R 𝐴 𝐹3	0
𝐶 0			𝐹5

V = 0, the analytical residuals, 𝑟c^\>ZdZec> , can 

then be expressed as (37) and the actual measurement residuals, 𝑟ced�c>, can be calculated as (38). 



 

38 
 

 𝑟c^\>ZdZec> = 𝑊 × N𝐸3𝐸5
Q [𝑓[\[aaaaaa 𝑓[]^aaaaaa]b (37) 

 𝑟ced�c> = 𝑊 × 𝑌(𝑡) (38) 

When sensor faults happen, residuals that are sensitive to specific faults will not be holding zeros. 

Depending on the positions of none-zeros and zeros elements, a certain pattern can be found, as a 

referred signature table here, to isolate specific faults. Table 6 depicts an example signature table. 

𝑆Ztu denotes the sensor position from bus 𝑖 to bus 𝑗 in the system. 𝑟3 ~ 𝑟6 represent three residuals 

that are constructed in this example. Based on their sensitivities, sensor faults at different locations 

can be detected. As discussed earlier in Chapter II, there are many methods to generate residuals 

based on the desired sensitivity. Here, the table shows the constructed method through the different 

combination of residuals to distinguish different faults. This method will have less residuals 

generated when compared with other methods to minimize the computation burden of the hardware.  

Table 6 Example signature table 

              Residuals 

Sensor Faults 
𝑟3 𝑟5 𝑟6 

𝑆3t5 1 1 0 

𝑆§t¨ 1 0 1 

𝑆©t33 0 1 1 

 

The effectiveness of this method is based on the full observability requirement such that the sensed 

voltage and current data can satisfied by the KCL and KVL, which was proved in [31].  

4.2 Simulation Setup of Study Case 

To verify the algorithm, the IEEE 14 Bus system was studied. The system variable matrix 𝑥(𝑡) is 

as (39), which has three parts: the generation and load currents, the line currents, and the bus 

voltages. 𝐼«,Z represents current variables of Generator 𝑖; 𝐼Z,u represents current variables flowing 
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from bus 𝑖 to bus 𝑗; 𝐼¬,Z represents current variables flowing to loads from bus 𝑖, 𝐼p,Z  represents 

current variables flowing to bus 𝑖 from compensator and 𝑉Z stands for the voltage at bus 𝑖. 

 𝑥(𝑡) = [𝐼«,Z , 𝐼p,Z, 𝐼¬,Z , 𝐼Z,u , 𝑉Z]b (39) 

The A matrix is built upon Kirchhoff’s Current and Voltage Laws (KCL, KVL) corresponding to 

𝑥(𝑡) such that 𝐴 × 𝑥(𝑡) = 0 is satisfied, as (40) depcits. C is a diagonal matrix corresponding to 

𝑥(𝑡), where the diagonal elements are one.  

 𝐴 = [𝐴®p¬ 𝐴®¯¬]b (40) 

The system model is constructed in MATLAB/Simulink to simulate the system behavior 

monitored. Current and voltage sensors were implemented into each bus on both ends. Figure 8 

depicts the IEEE 14-Bus system, where blue circles indicate current sensors, and red circles 

indicate voltage sensors.  The sensors, denoted by 𝑆Ztu , were placed at each bus Li,j (with i,j 

i=1,…,14; i≠j ).  

 

Figure 8 IEEE 14-Bus system with sensors [6] 
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Simulation parameters are listed in Table 7. Both the sampling time and time step are 1 ms. The 

simulation is run at real-time in MATLAB Simulink. The running time can vary from 1 second to 

infinity. The simulation setup was kept consistent across different test cases to have the same 

ground. 

Table 7 Simulation parameters 

Sampling rate Simulation mode Time step Running duration 

1kHz Real − time fixed	at	1e − 3 1	second	to	infinity 

 

4.2.1 Test Case I: Centralized Communication and Computation  

This test case simulated the sensor FDI in the centralized version where all sensors are sending 

their readings to one centralized platform that is implemented with the algorithm. As discussed 

before, when sensor faults happened, the residuals generated will no longer stay zero. Three sensor 

faults were initiated at different time intervals as depicted in Table 8. 

Table 8 Fault test conditions 

Fault at sensor Fault time duration 

𝑆3t5 0.1~0.3𝑠 

𝑆©t33 0.4~0.6𝑠 

𝑆§t¨ 0.7~0.9𝑠 

Nine residuals were simulated to detect and isolate sensor faults in the sensors accordingly. Three 

residuals as a pair were generated for each sensor fault detection. Total of nine residuals of three 

groups are listed in Table 9, based on the three different test scenarios introduced in Table 8. Group 

1~3 of residuals are for sensor failure detection and isolation in three faults at bus 1-2, bus 6-11, 

and bus 4-7 respectively, where 𝑟Z represents the residuals. 
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Table 9 Example residuals generation 

Group 1 Group 2 Group 3 

𝑟3 𝑟§ 𝑟  

𝑟5 𝑟½ 𝑟¾ 

𝑟6 𝑟© 𝑟¿ 

Accordingly, a signature table to detect and isolate faults is given in Table 10. This signature table 

will serve as a lookup table to determine the faults based on the desired sensitivity. The number of 

residual is designed to be redundant just to indicate the capability of the residual generation. Each 

group is only responsible for one desired fault detection even though residuals inside which may 

be sensitive not only to the corresponding fault. 

Table 10 Signature table of centralized test case  

              Residuals 

Sensor Faults 

𝐺𝑟𝑜𝑢𝑝	1 𝐺𝑟𝑜𝑢𝑝	2 𝐺𝑟𝑜𝑢𝑝	3 

𝑟3 𝑟5 𝑟6 𝑟§ 𝑟½ 𝑟© 𝑟  𝑟¾ 𝑟¿ 

𝑆3t5 1 1 0 1 0 1 0 0 0 

𝑆§t¨ 0 0 0 1 1 0 1 0 1 

𝑆©t33 0 1 1 0 0 0 1 1 0 

 

The residuals showing here is just to indicate that the residual generation is not unique. Based on 

the different desired sensitivity, multiple residuals can be generated and form a group of 

residuals to isolate the faulty sensors. The example shown here do have redundancy in which not 

all residuals are necessary. In the test case II introduced below, a different residual generation 

pattern is shown to depict the flexibility of residual generation.  
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4.2.2 Test Case II: Distributed Communication and Computation  

In this test case, the fundamental principle is the same as the centralized version but with different 

residual structures to distinguish from each other. Another significant difference is, only a part of 

the sensors is sending information to each of the distributed platforms. Once receiving the data, 

each platform can then resend them to other platforms in need. 

In this setup, the sensor fault condition remains the same as the test case I for consistency. A pair 

of three residuals was generated based on the desired sensitivity for each sensor fault detection by 

deploying the constructed residual method. Accordingly, a signature table to detect and isolate 

faults is given in Table 11. Residual 𝑟3 is sensitive to all the three faults, 𝑟5 is sensitive to sensor 

fault at 𝑆§t¨ and 𝑆©t33, but not to 𝑆3t5 and 𝑟6 is sensitive to sensor fault at 𝑆3t5 and 𝑆©t33, but not 

to 𝑆§t¨.   From the constructed signature table, it can be concluded that each residual has a unique 

reaction, signature, to all the faults of interests, and based on this desired pattern of sensitivity, 

different faults can be isolated.  

Table 11 Signature table of distributed version 

              Residuals 
Sensor Faults 

𝑟3 𝑟5 𝑟6 

𝑆3t5 1 0 1 

𝑆§t¨ 1 1 0 

𝑆©t33 1 1 1 

 

When constructing the residual of certain sensitivity, the evaluation matrix, E, is constructed such 

that only the elements in the diagonal that is corresponding to the desired sensitive faults are set to 

one. Then according to (37), the calculated matrix W can then be multiplied to measurement 

matrix, 𝑌(𝑡), to generate the desired residual. By this way, the residual is generated each time to 

the corresponding W. Thus, the constructed residual, will have the minimal computation cost 

among other residual generation methods. 
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4.3 Experiment Setup of Test Cases 

To verify the algorithm performance in the real-world application, two different experiments were 

set up base on the centralized and distributed cases. The setups were divided into two different 

parts: power system simulation and fault detection algorithm implementation. The power system 

was simulated in real-time in MATLAB Simulink in two different platforms, a computer and the 

OPAL-RT simulator respectively. The sensed current/voltage data then were transferred to 

National Instrument Real Time (NI-RT) device, MyRIO, where the detection algorithm was 

embedded. Together, the setup forms a hardware-in-loop experiment that can best emulate the 

real-world situation under the current lab condition. 

4.3.1 Experiment Setup of Test Case I: Centralized Version  

For the centralized version, the IEEE 14-Bus system was simulated in MATLAB/Simulink in real-

time, and the sensed data were sent to the NI-RT MyRIO through Ethernet via TCP/IP protocol, 

as depicted in Figure 9. In this centralized case, all the data are transferred to the single RIO. All 

of the device is connected in the local network. 

 

Figure 9 Experiment setup of centralized version 

Detailed hardware implementation configuration is shown in Figure 10. There are three parts, the 

real-time simulation, the embedded algorithm, and the human interface. The real-time system 

simulation is running in MATLAB on a computer while the Sensor FDI algorithm is embedded in 

the NI-RT device, MyRIO. The data processed in the MyRIO are then transferred back to a desktop 

computer where NI LabView is used as the Graphic User Interface (GUI). The MyRIO here serves 

as a computational agent that receive data from sensors in the system and process certain algorithm 

based on the data received.  
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Figure 10 Hardware configuration of centralized version 

4.3.2 Experiment Setup of Test Case II: Distributed Version  

For distributed version, the IEEE 14-Bus system was constructed in MATLAB/Simulink but 

simulated in real-time in OPAL-RT, and the sensed data were sent to the NI-RT MyRIOs. The 

processed data is then sent back from RIOs to the human interface on the computer via LabView. 

Each RIO only receive partial data of the whole system directly, but exchange data received to 

each other so that every Rio has all the information needed. Two Rios were deployed in this manner 

to show case this hardware-in-loop environment. The system setup is shown in Figure 11.  

The actual positions of the two RIOs are optimized through the optimal location of CAs algorithm 

explained in Chapter III. They are at bus 4 and 13 respectively with corresponding covered sensors. 

The detailed coverage arrangement is list in Table 12. The RIO at bus 4 is covering the sensors at 

bus 1, 2, 3, 4, 5, 6, 7, 8, and 9. The RIO at bus 13 is covering the sensors at bus 10,11,12,13, and 

14. The two RIOs are also exchanging the necessary data in the meantime. 
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Figure 11 Hardware configuration of distributed version 

To synchronize the exchanged data received from the other RIO with the original data received 

from OPAL, a buffer of eight datasets with time stamp was used inside both RIOs. This will 

guarantee that all data are processed within the same sampling period to have accurate results. 

Table 12 Optimal locations of CA with coverage in distributed version 

Bus System  
Optimal 

location at bus 
No. 

Nearest neighbor Covered sensor locations 

IEEE 14 
4 13 1,2,3,4,5,6,7,8,9 

13 4 10,11,12,13,14 

 

4.4 Simulation and Experiment Results 

Based on the two test cases, simulation and experiment were set up accordingly. Results have 

validated the algorithm’s capability in either centralized or distributed version. 

4.4.1 Results of Test Case I: Centralized Version  

Figure 12 depicts the simulation results of Group 1 residuals. From 0.1~0.3𝑠, sensor 𝑆3t5 was at 

fault, thus residual 𝑟3 and 𝑟5 didn’t stay close to zero anymore while 𝑟6, which is not designed to 

be sensitive to sensor 𝑆3t5 fault, stayed zero. This result can be referred to the signature table in 

Table 10 to indicate that sensor 𝑆3t5 is at fault.  
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Figure 12 Residuals 𝑟3~𝑟6 in Group 1 for sensor 𝑆3t5 

Figure 13 depicts the simulation results of Group 2 residuals. From 0.7~0.9𝑠, sensor 𝑆§t¨ was at 

fault, thus residual 𝑟§ and 𝑟½ didn’t stay close to zero anymore while 𝑟©, which is not designed to 

be sensitive to sensor 𝑆§t¨ fault, stayed zero. This result can be referred to the signature table in 

Table 10 to indicate that sensor 𝑆§t¨ is at fault. 
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Figure 13 Residuals 𝑟§~𝑟© in Group 2 for sensor 𝑆§t¨ 

Figure 14 depicts the simulation results of Group 3 residuals. From 0.4~0.6𝑠, sensor 𝑆©t33 was 

at fault, thus residual 𝑟  and 𝑟¾ didn’t stay close to zero anymore while 𝑟¿, which is not designed 

to be sensitive to sensor 𝑆©t33 fault, stayed zero. This result can be referred to the signature table 

in Table 10 to indicate that sensor 𝑆©t33 is at fault. 
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Figure 14 Residuals 𝑟 ~𝑟¿ in Group 2 for sensor 𝑆©t33 

The experiment results are shown in Figure 15 ~ Figure 17. As can be observed, both simulation 

and experiment results match to each other. Figure 15 is corresponding to the simulation result in  

Figure 12. Figure 16 is corresponding to Figure 13 and Figure 17 is corresponding to Figure 14. 

Based on the signature table as depicted in Table 10, each sensor fault can be detected and isolated 

accordingly. 

Figure 15 depicts the experiment results of Group 1 residuals. Similarly, sensor 𝑆3t5 was at fault 

from 0.1~0.3𝑠, thus residual 𝑟3 and 𝑟5 didn’t stay close to zero anymore while 𝑟6, which is not 
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designed to be sensitive to sensor 𝑆3t5 fault, stayed zero. This result is similar to the corresponding 

simulation result, and can be referred to the signature table in Table 10 to indicate that sensor 𝑆3t5 

is at fault. 

 
Figure 15 Experiment results of group 1 residuals 

Figure 16 depicts the experiment results of Group 2 residuals. Sensor 𝑆§t¨  was at fault from 

0.7~0.9𝑠,, thus residual 𝑟§ and 𝑟½ didn’t stay close to zero anymore while 𝑟©, which is not designed 

to be sensitive to sensor 𝑆§t¨ fault, stayed zero. This result is also similar to the corresponding 

simulation result and can be referred to the signature table in Table 10 to indicate that sensor 𝑆§t¨ 

is at fault. 
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Figure 16 Experiment results of group 2 residuals 

Figure 17 depicts the experiment results of Group 3 residuals. Sensor 𝑆©t33  was at fault from 

0.4~0.6𝑠, thus residual 𝑟  and 𝑟¾ didn’t stay close to zero anymore while 𝑟¿, which is not designed 

to be sensitive to sensor 𝑆©t33  fault, stayed zero. This result is similar to the corresponding 

simulation result and can be referred to the signature table in Table 10 to indicate that sensor 𝑆©t33 

is at fault. 
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Figure 17 Experiment results of group 3 residuals 

4.4.2 Results of Test Case II: Distributed Version  

Figure 18 depicts the simulation results of the residuals in distributed version corresponding to the 

sensitivity signature table in Table 11. From 0.1	~	0.3 second, sensor 𝑆3t5 is at fault because both 

𝑟3 and 𝑟6 are high but 𝑟5 is low. From 0.4	~	0.6 second, sensor 𝑆©t33 is at fault because all of 𝑟3, 

𝑟5, and 𝑟6 are high. From 0.7	~	0.9 second, sensor 𝑆§t¨ is at fault because both 𝑟3 and 𝑟5 are high 

but 𝑟6 is low.  
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Figure 18 Residuals 𝑟3~𝑟6 simulation results of distributed version 

The corresponding experiment result is shown in Figure 19. From Figure 19, it can be noticed that 

the shape of the residuals is not the exact same as the one in the simulation results. This is caused 

by data loss due to hardware limitation. As mentioned earlier, when one RIO received data from 

both OPAL-RT and the other RIO, it will process the sensor FDI algorithm only if the time stamp 

is the same among the two different data groups. When data loss happens due to communication 

limitation, the mismatch of the time stamp in the package will stop the algorithm running until 

such mismatch is overcome. This means, the algorithm is not running exactly at the desired 

sampling rate but as if the rate was increased, and such, waveform distortion will happen.  
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Figure 19 Experiment result of residual 𝑟3~𝑟6 of distributed version 

A similar situation is emulated in simulation when the time step has been increased to cause 

waveform distortion, as shown in Figure 20. This situation could also happen in the real-world 

when data loss happened because of communication loss and/or computation delay. This indicates 

that improve the hardware communciation capabilities will improve the performance of the 

algorithm.  
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Figure 20 Simulated data loss of the distributed version 

To overcome this data loss situation, a Mean Square Error (MSE) filter was applied to residuals to 

filter out the potential data loss and noises as shown in Figure 21. This method calculated the MSE 

based on the current and past data. A certain threshold based on the real-world noises and data loss 

condition may be added to detect the fault more robustly. This procedure will lead to a more 

reliable detection in the real system. 
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Figure 21 MSE of residual 𝑟3~𝑟6 of distributed version 

4.5 Discussion and Conclusion 

The results indicated that both simulation and hardware implementation were successful. This 

model-based Sensor FDI is able to detect the desired sensor faults in both centralized and 

distributed versions. 

The HIL setup validates that embedded algorithm in NI MyRIO can process the sensed data 

received from MATLAB simulation and output the residual results in real-time in either 

centralized or distributed version. According to the sensitivity of residuals to corresponding sensor 



 

56 
 

failures, the algorithm can then determine which sensor is in fault. This information can be further 

passed down to either SCADA system or controller in the next stage to inform the unreliable data 

have been fed into the system.  

One limitation is though, as a model-based algorithm, its accuracy is mostly based on the system 

model accuracy. The parameters in a power system may change over different operation conditions 

and/or a long time period. Noises occurring during data transmission may also bring the 

unbalanced situation of residuals to trigger false detection. All these conditions will need to be 

considered in the system model to achieve high accuracy. Furthermore, if the topology of the 

system changed, the algorithm will need to switch to the corresponding model, which means, 

practically, multiple models may be needed in the first place. To overcome these limitations, 

another angle is to use model-free methods including machine learning without relying on system 

models. However, all the benefits do require big and historical data of the real system to begin 

with. Due to time limitation, this direction was not further explored but may be worth a look in the 

future work.   
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CHAPTER FIVE 

CONCLUSION AND FUTURE WORK 

5.1 Conclusion 

This dissertation was at first to report a proposed sensor fault detection and isolation algorithm in 

both centralized and distributed version with the hardware implementation. When developing the 

hardware implementation, a key question was raised about the locations of the hardware. With this 

motivation, the optimal locations of computational agents algorithm were then proposed. This 

algorithm takes both computation and communication cost into consideration to find the optimal 

locations that will yield the lowest total cost. The result then served as a guide for the 

implementation of the sensor FDI algorithm. Even though it was initially proposed to fulfill the 

raised location problem for sensor FDI, but it was developed in a form that fits the general purpose 

of embedding computational intelligence. Regardless of the specific intelligence, it will give the 

optimal location to embed the intelligence in the hardware platform where requires data from the 

sensors in the corresponding system. The scalability of the algorithm is validated by implementing 

it into three different sizes of IEEE standard systems, from the 14-bus to 118-bus, but not limited 

to. The algorithm is capable of computing the optimal locations of any system as long as the 

connection and distance are known.  

The proposed centralized and distributed sensor FDI algorithm with hardware implementation 

provided a high layer of resiliency monitoring. It examines the sensor healthy at the system level 

instead of the conventional device level by utilizing the correlation between their readings based 

on the system model. It gives extra intelligence to either the SCADA system or controllers in the 

next stage about the sensed data healthy to allow them to make decisions accordingly, which in 

turn will increase the system resiliency. The algorithm itself is also a representation of 

computational intelligence in Smart Grid and serves as an example application of the proposed 

optimal locations of computational agents algorithm. Even though this algorithm requires the 

system model to begin with, it suits the targeted power system application because power system 

parameters are already known in most cases, and the corresponding model can be built accordingly.   
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5.2 Recommended Future Work 

The next step to continue this work is to achieve more realistic sensed data for sensor FDI. There 

are different reading resolutions in various measurement device, including CT, VT, and PMU. The 

sensed data in simulation is in float format of 32 bits. In the real-world, the sensors may only have 

16bit or even 8bit resolution. Considering the voltage and current are usually in kV or kA units, 

the precision of data reading might affect the output results. Besides the resolution, noises during 

signal transmission after the sensors would also affect the residual behavior. To study this affect, 

realistic data that comes directly from the sensors will give a precise representation of the data in 

real-world such that proper signal processing methods may be applied to eliminate the noises. 

However, this may beyond the scope of the sensor FDI research but is more related to signal 

processing area.  

Besides the proposed work introduced earlier, a new angle to tackle the sensor fault detection is to 

utilize machine learning techniques. Machine learning is suitable to sensor fault detection because 

sensor FDI is part of anomaly detection that is based on the data received from monitoring devices. 

Among these anomalies are system fault, bad data injection, and other faults. Moreover, it does 

not rely on the system model which get rid of the limitation of model-based methods. There are 

many different machine learning techniques nowadays but more specifically, supervised machine 

learning will have the advantage in accuracy in sensor FDI case. With labeled training dataset 

associated with sensor faults, the machine learning model can learn from the pattern and make the 

accurate prediction. Moreover, simultaneous detection of multiple faults is also the nature of 

Sensor FDI, including distinguishing faults at different sensors and different fault types. Thus, 

multi-label classification will be a good fit. Additionally, since power systems are usually at large 

scale, deep neural network will be a high starting point. A preliminary demonstration of applying 

deep neural network with multi-label classification with the same fault scenarios of the centralized 

IEEE 14-Bus system for sensor FDI has been conducted to illustrate the effectiveness of involving 

machine learning in this topic. Without further tuning, the model has achieved more than 99% 

accuracy. However, one limitation of machine learning techniques is that it is data hungry. It needs 

big and historical data to begin with. Moreover, for supervised machine learning, it also requires 

accurate labels of the data to distinguish between healthy or faulty sensor readings. If label is not 
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feasible, unsupervised machine learning may come in place, but it may not yield a high accuracy 

as supervised ones do.  
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