
Follow this and additional works at DigiNole: FSU's Digital Repository. For more information, please contact lib-support@fsu.edu

2018

Following the Breadcrumbs:
Timestamp Pattern Identification for
Cloud Forensics
Shuyuan Mary Ho, Dayu Kao and Wen-Ying Wu

This article was accepted for publication in Digital Investigation. The publisher's version of record is available at
https://doi.org/10.1016/j.diin.2017.12.001.



 

1 

FOLLOWING THE BREADCRUMBS: TIMESTAMP PATTERN 

IDENTIFICATION FOR CLOUD FORENSICS 

Shuyuan Mary Ho 
Florida State University 
School of Information 
Tallahassee, Florida 

smho@fsu.edu 

Dayu Kao 
Central Police University 

Department of Information 
Management 

Taoyuan City, Taiwan 
camel@mail.cpu.edu.tw 

Wen-Ying Wu 
Central Police University 

Department of Information 
Management 

Taoyuan City, Taiwan 
im821209@mail.cpu.edu.tw 

ABSTRACT  

This study explores the challenges of digital forensics investigation in file access, transfer and operations, 

and identifies file operational and behavioral patterns based on timestamps—in both the standalone as well 
as interactions between Windows NTFS and Ubuntu Ext4 filesystems. File-based metadata is observed, and 

timestamps across different cloud access behavioral patterns are compared and validated. As critical 

metadata information cannot be easily observed, a rigorous iterative approach was implemented to extract 

hidden, critical file attributes and timestamps. Direct observation and cross-sectional analysis were adopted 
to analyze timestamps, and to differentiate between patterns based on different types of cloud access 

operations. Fundamental observation rules and characteristics of file interaction in the cloud environment 

are derived as behavioral patterns for cloud operations. This study contributes to cloud forensics 
investigation of data breach incidents where the crime clues, characteristics and evidence of the incidents 

are collected, identified and analyzed. The results demonstrate the effectiveness of pattern identification for 

digital forensics across various types of cloud access operations. 
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1. INTRODUCTION 

Cloud technology has become an indispensable 

channel that facilitates computer-mediated 
communication in modern society. Unfortunately, 

data in the cloud storage can be accessed and 

shared without proper authorization from the data-
owner. The law enforcement community has faced 

difficulties during digital crime investigation in 

identifying the complex and dynamic operations in 
cloud storage regardless of the different service 

types, which can include infrastructure as a service 

(IaaS), software as a service (SaaS), or platform as 

a service (PaaS). 

The National Institute of Standards and Technology 

(NIST) has identified a few significant challenges 

in cloud and digital forensics [1]. These challenges 
include the diversity and complexity of the cloud 

architecture, as well as data integrity and recovery 

during data collection, obfuscation strategies and 

malware. The identity and roles of data owners vs. 
administrators is also of concern, along with the 

legal and ethical issues regarding laws and 

jurisdictions, standards, training and qualifications 

of forensic investigators as well as cloud providers. 

In particular, the NISTIR-8006 report pointed out 

the digital forensic challenge of analyzing 
important characteristics of timestamps [1]. 

Lopez, Moon et al. [2] further classified 9 types of 

computing/ digital forensics, including mobile 
forensics, network forensics, enterprise forensics, 

systems forensics, proactive forensics, cyber 

forensics, web forensics, data forensics, and email 
forensics. Among these varieties of forensics, a 

wide range of challenges occurring in the cloud 

computing environment were identified across legal 

and administrative issues (e.g., lack of standards, 
lack of international cooperation) as well as 

challenges identified in the technology domains 

(encryption, anti-forensics tools, lack of control of 
the cloud environment, large data volume, log 

visualization, virtualization, geographical locations, 

and metadata changes) [2, p. 3]. The complexity of 

the cloud environment challenges forensics 
practitioners who must apply both new and tailored 

methods during cloud investigations. 
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Casey [3] suggested that forensic examiners (or, 

investigators) are required to scrutinize digital 
evidence in the magnetic data of physical medium, 

and translate this data into a form that humans can 

interpret. If good judgment and decisions are not 

applied during an investigation process, digital 
evidence may be unintentionally altered or 

destroyed [4]. Traces of digital evidence, such as 

timestamps on a device (whether client machine or 
a server machine) can be unintentionally left behind 

by a user during access or an operation, and this 

evidence can be captured and processed to figure 
out what happened during a digital crime. But the 

evidence itself is often quite fragile. If these digital 

“breadcrumbs” are mishandled in any way, it could 

cause permanent information loss [5]. Information 
loss occurred due to errors in forensic operations, 

or incomplete data may be detrimental to any 

digital forensic investigation. More specifically, the 
timestamps of file metadata may differ from those 

of various operations and circumstances. File 

metadata timestamps can lend significant insight if 
grouped into clusters in a filesystem. We thus 

attempt to study this issue of timestamp analysis in 

file metadata, and hope to identify corresponding 

and useful countermeasures. 

In this study, we take an iterative approach to 

observing and discussing changes in the timestamps 

of file metadata. More specifically, Windows NTFS 
and Linux forensics research is reviewed in Section 

2. Research design and key experiment component 

timestamps are discussed in Section 3, where our 

iterative approach to observe and collect timestamp 
data is discussed. Section 4 describes the 

generalizable observation rules regarding basic 

cloud access as part of our research finding. 
Research limitations, conclusion and future work 

are discussed in Section 5. 

2. LITERATURE REVIEW 

Digital evidence is commonly defined as “any data 

stored or transmitted using a computer that supports 

or refutes a theory of how an offense occurred.  

Evidence can also include data that may address 
critical elements of the offense such as intent or 

alibi” [3, p. 7, 6]. The identification of an 

offenders’ intent or alibi requires close 
examination, analysis with reference to digital 

evidence. Such a close examination of digital 

evidence requires specific investigative techniques 

and methods. Thus, digital forensics refers to an 

examination of “a characteristic of evidence that 
satisfies its suitability for admission as fact, and its 

ability to persuade based upon proof (or high 

statistical confidence)” [3, p. 14]. Law Enforcement 

Agencies (LEAs) can then use such evidence with 
confidence to uncover the truth within court cases. 

Buchholz and Eugene [7] raised the importance of 

filesystem metadata in digital forensics, discussed 
the types of information and system log files 

desirable for investigations, and suggested 

principles for obtaining this evidence so that it is 
not lost or destroyed in transit or analysis. Metadata 

evidence such as timestamps and datestamps are 

important, but accessing this data can be quite 

complex [8]. Boyd and Forster [8] outlined a 
checklist for understanding date and time evidence, 

including structures, formats, time translation, 

registry information, and browser information (e.g., 
temporary Internet files in cache and cookies) for 

examiners to follow so as to avoid making incorrect 

conclusions. 

Consequently, temporal analysis is a critical 

component in understanding filesystems so as to 

map behavioral characteristics of the users to their 

related files [9]. Casey [3] illustrated a few cases 
where timestamps were examined for 

reconstructing the sequence of events (pp. 355, 544, 

778). As a type of metadata, timestamps can be 
used to reconstruct events and operations pursuant 

to certain files and folders. In general, timestamps 

reveal acts of file modification, access, and creation 

(i.e., MAC time), which can carry significant value 
in a digital investigation. 

However, timestamps can also be easily forged 

with file time changing tools, or altered inherently 
by batch operations such as automated tool 

scanning, or previewing activities [10, 11]. As there 

are many different sources for time, the correlation 
of time sources becomes increasingly challenging. 

Unless time sources can be synchronized, 

investigators cannot solely rely on one type of 

timestamp for a particular file to provide evidence 
for a particular event occurred at the corresponding 

MAC times [12]. Chow, Law et al. [9] studied 

behavioral characteristics of MAC times on an 
NTFS filesystem, so that the validation basis for 

temporal analysis in event reconstruction models 

can be formulated. A set of rules were hypothesized 
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with respect to common operations by end users, 

such as access, copy, modify, delete, and download. 
These experiments help LEAs reconstruct online 

crime scenes [9, pp. 3-5]. Bang, Yoo et al. [13] 

further categorized these timestamps with MACE 

(modify, access, create, and entry modified) values. 

Regardless of the different types of categorization 

systems used for documenting time information, 

different filesystems offer different timestamp 
behaviors and recording methods. Bang, Yoo et al. 

[13] compared time information formats and details 

between FAT and NTFS filesystems, such as 
$STANDARD_INFORMATION property ($SI) 

and $FILE_NAME property ($FN). This research 

analyzed the changes in time information of files 

and folders for different operations across FAT and 
NTFS filesystems to reconstruct user operation. 

Bang, Yoo et al. [10] further analyzed the changes 

in timestamp attributes of files or folders resulting 
from user manipulations under different Windows 

operation systems in order to deduce user behaviors 

through a procedure. The Linux kernel, however, 
only retains the last modification, last inode 

change, and last access times. Such recording 

behaviors of Linux filesystems do not allow for a 

successful recreation of timeline of events [14]. 

Moreover, it is often quite difficult to know 

precisely whether timestamps have been changed 

during the investigative process of examining 
timestamps. Cho [11] analyzed the $LogFile, which 

is a record with 0x07/0x07 opcode in the data part 

of Redo/Undo attribute. These timestamps contain 

past-and-present timestamp data to uncover 
timestamp forgery in NTFS systems. Furthermore, 

Cho [11] studied the difference within timestamp 

patterns, and proposed a set of rules for detecting 
timestamp forgery; that is, timestamp forgery can 

be detected by comparing changes in timestamp 

patterns made by the file time change tool, as 
compared to normal file operations. Das, Kumar et 

al. [14] also proposed augmenting the core of 

pathname lookup operation in the Linux kernel for 

accurate and authentic preservation of file 
timestamps for system wide critical files. 

2.1 Windows Filesystems 

There are several types of Windows filesystems: 
FAT (File Allocation Table), NTFS (New 

Technology Filesystem), exFAT (Extended File 

Allocation Table), and ReFS (Resilient Filesystem) 

[15]. Some patent-protected filesystems have also 
been designed for specific applications, and 

generally, a hacker could also create their own to 

hide their ‘secret’ data. 

2.1.1. Filesystem Attributes. The underlying 
assumption is that attributes of file metadata could 

be viewed and changed by any authorized systems 

users. The file metadata has associated information 
for file/directory data with two states [5]: 1) Set or 

Cleared (similar to On or Off) [16]. 2) The file 

metadata (e.g., timestamps) is used by the operating 
system and software applications as a way to record 

filesystem behavior. Timestamps contain essential 

file attribute data (e.g., created, browsed, modified, 

accessed, changed and saved) in order to 
understand users’ behavior and operations. 

2.1.2. Filesystem Metadata. Filesystems also 

provide a mechanism to store use data in a 
hierarchy of files and directories [17]. A filesystem 

is a collection of file metadata and file attributes. 

The metadata contains the data that describes a file. 
It contains information, such as file location, file 

size, file permissions, times and dates of last access 

[17]. File metadata is updated whenever a file is 

created, accessed, modified, obtained, deleted or 
dropped. As a result, characterizing filesystem 

behavior becomes difficult because it is difficult to 

obtain data for analysis based on the dynamic traces 
of continuous access patterns. 

2.1.3. Time Information. The NTFS filesystem 

has a master file table (MFT) that records the 

physical address on disk of file activities, as well as 
file attributes, such as file size, and timestamp. The 

MFT is a relational database with rows of file 

records, and columns of file attributes. The entry 
for every file on an NTFS volume is stored as 

$MFT. NTFS views each file (or folder) with file 

elements (e.g., name, and security information) as a 
set of file attributes. These attributes (e.g., 

filename, and timestamp) are always called resident 

attributes. These timestamp attributes include 

Standard Information 
($STANDARD_INFORMATION attribute, $SI) 

and File or Directory Name ($FILE_NAME 

attribute, $FN) in $MFT [18, 19]. 

When systems users utilize explorer.exe to view the 

file metadata, the timestamp information is 

recorded in $SI. It is thus very easy for systems 
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users to change the data in $SI because Microsoft 

provide Windows APIs such as function 
NTSetInformationFile to modify the content in $SI. 

Compared with $SI, Microsoft does not provide 

any API about $FN, thus the timestamps in $FN are 

more difficult to change [19]. 

2.2 Ubuntu Linux Filesystems 

Linux was built on a world of the open source 

projects. As a result, there are more types of Linux 
filesystems e.g., EXT2, EXT3, UFS, and EXT4 

[20]. Minix was the original filesystem when Linux 

was created. The original EXT filesystem 
(Extended) was created to overcome the size 

limitation of Minix, with different metadata 

structures following the Unix filesystems (UFS). 

EXT2 allows for more disk space between 
metadata structures, and EXT3 adds journal 

function, and writes file data and its metadata to a 

specified area on the disk to prevent data loss. 
EXT3 allows for more effective file process. EXT4 

improves performance, reliability and capacity of 

file process. Ext4 has maximum file size of 16GB 
to 16TB, and thus can record more detailed 

information with timestamps allowing the time 

recordings down to nanoseconds. 

2.2.1. Filesystem Attributes. In Linux, all files 
are indexed with an inode number. The inode is a 

key component of the metadata in EXT files 

systems. An inode is a 256-byte block on the disk 
and stores data about the file. This includes the file 

size; the user IDs of the file's user and group 

owners; the file mode (i.e., the access permissions); 

and three timestamps specifying the time and date 
including the file was last accessed, last modified, 

and when in the inode was last modified. The inode 

also contains data that points to the location of the 
file's data on the hard drive [21]. 

Attributes of Ext4 filesystems are mostly stored in 

the inode table. Regular file attributes include 
permissions or records of creation or modification 

times. Ext4 also stores extended attribute values 

that do not fit in the inode, or in the single attribute 

block attached to an inode. These extended 
attributes could also include the character encoding 

of a plain-text file, a checksum, a hash value or a 

digital certificate [21]. 

2.2.2. Filesystem Metadata. Ext4 records 

metadata such as device ID, inode number, mode of 

protection, user ID of owner, group ID of owner, 

device type, file size, block size, number of blocks, 
and timestamp information. 

2.2.3. Time Information. Four timestamps are 

recorded in the lower 128 bytes of the inode 

structure such as change time (c-time), access time 
(a-time), data modification time (m-time), and 

deletion time (d-time). There is also a fifth 

timestamp to record inode creation time (cr-time). 
The regular stat() system command will report 

neither cr-time nor d-time; however, debugfs utility 

in e2fsprogs package will report these information. 

Table 1 illustrates and synchronizes the 

terminology used by NTFS and EXT4 filesystems. 

Table 1. Conversion of terminology 

 MFT in NTFS Inode in Ext4 

Create time c-time cr-time 

Access time a-time a-time 

Modify time m-time m-time 

Entry-modify time em-time n/a 

Change time n/a c-time 

Delete time n/a d-time 

 

3. OUR EXPERIMENT 

Our objective is to identify significant operational 

events in file transfers across Microsoft NTFS and 
Ubuntu Ext4 filesystems in standalone operational 

modes, as well as interaction modes in the cloud 

environment (e.g., IaaS, PaaS, and SaaS). The 
challenge of these experiments lies in the hidden 

timestamps not easily visible and extracted using 

regular command lines in Linux and File Explore in 

Windows. These hidden timestamps contain more 
critical information about the file operations, which 

require rigorous procedures to extract. 

3.1 Experiment Design 

We designed our experiments in three stages 

(Figure 1). In stage one, we observed timestamps 

under different cloud-based standalone filesystems. 
Detailed information of file operations (e.g., copy, 

edit, rename, etc.) was recorded on before-and-after 

file timestamps using forensic tools. We further 

compared timestamps collected between cloud-
based standalone Windows NTFS, and the cloud-

based standalone Ubuntu Ext4. The stage one 

experiment provides fundamental knowledge and 
basic understanding regarding how different file 

operations could change timestamps in different 
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filesystems in cloud-based environment. In stage 

two, we connected both private cloud-based 
filesystems to the public cloud, OneDrive, as the 

server. We experimented file transfer (i.e., file 

downloads/uploads) between private and public 

cloud, and collected timestamps from both client 
machines. We also compared differences and 

similarities in collected timestamps between NTFS 

and Ext4 that are connected to OneDrive. This 
operation simulates general public’s usual 

operation during daily life. In stage three, file 

transfer operations were conducted between NTFS 

in Windows 7 (client) virtual machine, and Ext4 in 

Ubuntu (server) virtual machine in a private cloud 
environment, through Hyper-V Management. 

Timestamps were collected from both virtual 

machines. This is a simulation of an enclosed 

network environment such as a private 
organization, or a government agency, that is 

sensitive to the mission of information protection, 

confidentiality and integrity. We experimented with 
how timestamps work differently when files are 

being transferred internally within a private cloud. 

 
Figure 1. Our Research Design

 

3.2 Research Environment 

Our research environment was created at iSensor 

Laboratory
1
 at Florida State University School of 

                                                        
1 iSensor Laboratory: https://isensorlab.com 
2 Private cloud service was provided by FSU College of 

Communication & Information https://labs.cci.fsu.edu 

Information. Different types of cloud services 
(e.g., IaaS and PaaS) were provided by the FSU 

College of Communication and Information IT 

Support
2
. We created test files and observed their 

                                                        
2 Private cloud service was provided by FSU College of 

Communication & Information https://labs.cci.fsu.edu 
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different attributes on file metadata, timestamp, 

and other related issues. To reiterate, the 
experiment design is divided into three stages: (1) 

file operations on cloud-based standalone 

Windows (NTFS) and Ubuntu (Ext4), (2) file 

transfer between private and public cloud (i.e., 
OneDrive), and (3) file transfer within private 

cloud (i.e., Hyper-V Management). The public 

cloud provided by OneDrive is a type of software 
as a service (SaaS) where application layer of the 

software is accessed and managed by the research 

experiments. The private cloud provided by 
Hyper-V Management system is both a type of 

infrastructure as a service (IaaS) and platform as 

a service (PaaS) where the hardware is 

maintained by the College, but the operating 
systems layer is accessed and managed by the 

research experiments [22]. 

In the first stage with standalone systems, the file 
operations consist of file creation, compression, 

decompression, access, modification, copy, 

rename, and preview. The research environment 
for the stage one experiments is illustrated below. 

• NTFS filesystem 

o OS: Windows 7 

o Browser: Google Chrome 59.0.3071.115 

m 
o Forensic toolkit: AccessData FTK 

Imager 4.1.1.1 

o Test file: text file (.txt) 

• Ext4 filesystem 

o OS: Linux Ubuntu 14.0 and Linux GUI 

o Browser: Google Chrome 

o Command library: ChangeFS 2.0.0 Linux 

Utility Source 
o Test file: text file (.txt) 

• Private cloud: Microsoft Hyper-V 

Management 

o Private cloud services: IaaS and PaaS 

In the second stage where file transfer happens 

over the public cloud, we experimented with file 

uploads and downloads between the cloud and 
the local computer. The research environment for 

the stage two experiments is illustrated below. 

• NTFS filesystem 

o OS: Windows 7 

o Browser: Google Chrome 59.0.3071.115 
m 

o Forensic toolkit: AccessData FTK 

Imager 4.1.1.1 

o Test file: text file (.txt) 

• Ext4 filesystem 

o OS: Ubuntu 14.0 and Linux GUI 

o Browser: Google Chrome 60.0.3112.113 

(64-bit) 

o Command library: ChangeFS 2.0.0 Linux 
Utility Source 

o Test file: text file (.txt) 

• Public cloud: Microsoft OneDrive 

o Public cloud Service: SaaS 
In the third stage where file transfer happens over 

the private cloud (Hyper-V Management), we 

experimented with the file uploads and 
downloads between the Windows 7 and the 

Ubuntu. The research environment for the stage 

three experiments is illustrated below. 

• NTFS filesystem 

o OS: Windows 7 
o Browser: Google Chrome 60.0.3112.113 

(64-bit) 

o Forensic toolkit: AccessData FTK 
Imager 4.1.1.1 

o Test file: text file (.txt) 

• Ext4 filesystem 

o OS: Ubuntu 14.0 and Linux GUI 
o Browser: Google Chrome 60.0.3112.113 

(64-bit) 

o Command library: ChangeFS 2.0.0 Linux 

Utility Source 
o Test file: text file (.txt) 

• Private cloud: Microsoft Hyper-V 

Management 

o Private cloud Services: IaaS and PaaS 
It is important to note that the differences 

between file types (e.g., a .txt file vs. a .docx 

file), filesystems, and operating systems would 
change how timestamps are recorded. The study 

uses a .txt file as a test file when exploring and 

observing attributes on file metadata and 

timestamps in both NTFS and Ext4 file systems. 
Our experiment results may be considerably 

constrained by the design and implementation of 

the cloud services, file types, filesystems, and 
operating systems. 

3.3 Investigation Procedures 

We adopt iterative processes to explore 

timestamps in both NTFS and Ext4 filesystems: 
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baseline collection of timestamps, comparison 

investigation, and observation (Table 2). 

1) Baseline Collection: we first explore the 

timestamps as the baseline data, and then 

gather system file’s metadata attributes (e.g., 

file size, last access time, last modification 
time, file name, and directory structure) to 

identify their status as preliminary 

preparation. 
2) Comparison Investigation: Based on the 

collected metadata attributes, we investigate 

and compare file creation, file compression, 

file decompression, file access (read, but no 
modification), file modification, file move, 

file uploads to/ and downloads from/ local 

machine as well as the cloud. 

3) Observation of Inheritable Attributes: We 
observe timestamps across both NTFS and 

Ext4 filesystems in the above-mentioned file 

operations, and identify patterns in the 
changes of timestamps. 

Table 2. Inheritable attribute observation of timestamp 

               Stage 
 
Phase  

Standalone Systems in the Private Cloud Communication and File Transfer 
between Private and Public Cloud 

Communication and File Transfer 
within the Private Cloud 

Timestamp 

Examination 

File Operation Timestamp 

Examination 

Cloud Operation Timestamp 

Examination 

Cloud 

Operations 

1 Baseline 
Collection 

NTFS: Identify 
$SI and $FN via 
FTK Imager. 

Ext4: Use 
command 
“debugfs” to 

find inode 
information. 

Include file 
Creation, 
Compression, 

Decompression, 
Access, Copy, 
Modify, Move, 

Rename and 
Preview. 

Collect file 
timestamps in 
client system 

(Windows) during 
uploads and 
downloads with a 

public cloud server 
(OneDrive). 

Include uploads 
and downloads by 
browser interface 

and synchronize 
folder. 

Collect file 
timestamps on 
both sides of a 

private cloud 
server (Hyper-
V): transferring 

and being 
transferred. 

Communicate 
and transfer 
files in a 

private cloud. 

2 Comparison 
Investigation 

NTFS: $SI and 
$FN found in 
File Create, 

Modify, Access, 
and Entry-
Modify time in 

MFT table. 
Ext4: File 
Create, Modify, 

Access, Change 
and Delete time 
found in inode 
table. 

Compare 
timestamps under 
same file operations 

mentioned above 
between NTFS and 
Ext4. 

Explore time 
deviation between 
a local client 

(NTFS) and a 
cloud server (One 
Drive). Upload 

time download 
time do not update 
all timestamps. 

Compare 
timestamps 
between NTFS 

communication 
with the cloud, and 
Ext4 

communication 
with a cloud. 

Explore time 
deviation 
between a cloud 

client (NTFS) 
and a cloud 
server (Ext4). 

Compare file 
timestamps 
between both 

sides. 

3 Observation 
of Inheritable 

Attributes 

Different filesystems have different 
ways to record timestamps 

Different filesystems have different 
influences on inheritable attributes of 

timestamps. 

Transfer of a file will change file’s 
original timestamps 

 

3.4 Iterative Investigation Steps 

Our experiment data was collected during 

September to December 2017. Table 3 illustrates 

the specific file operations conducted in this 

iterative investigation of NTFS as well as Ext4 
filesystems. 

Table 3. Specificity of File operations 

File 

operations 

NTFS Ext4 

Create Right click, add, new text file touch 11.txt, echo “Hello!” > 12.txt, cat >13.txt 

Compress Right click, compress (.7z, .zip) tar cvf 111.tar 11.txt, gzip 12.txt 

Decompress Right click, decompress (.7z, .zip) tar xvf 111.tar, gzip –d 12.txt.gz 

Access Open (no modify), close GUI (left click), cat 13.txt 

Modify Open, edit, save, close GUI (Open, edit, save, close), nano 72.txt 

Move Move from one location to another (the same disk) mv 6.txt /home/admin/Downloads/ 

Rename Right click, rename rename ‘s/5/5new/’ 5.txt 
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Copy Right click, copy, right click, paste cp 4.txt 4n.txt, cp 42.txt /home, cp 43.txt /home/43new.txt 

Preview Turn on Windows Explorer preview panel, select 
the file with a left click (no open), preview 

Select the file with a left click, press the Spacebar 

 

3.4.1 Stage 1. Standalone Systems 

Operations in Private Cloud. We collected and 

observed file timestamps before and after normal 
file operations within a standalone system—both 

NTFS and Ext4. 

• Step 1. Set up two virtual machines (one 

Windows 7, and the other Ubuntu 14.04) in 

Hyper-V Management. 

• Step 2. Download the digital forensic tool, 

AccessDataFTK Imager 4.1.1.1 in Windows 

7 environment using NTFS filesystem. Time 

relative metadata are stored in MFT table 
with both $SI and $FN information in NTFS. 

There are four types of timestamps, including 

Create, Modify, Access and Entry-Modify. 
The first three timestamps in $SI can be 

easily read form file properties, and at the 

same time they can be easily forged by tools. 

With tools such as FTK Imager [23], more 
file timestamps in details can be identified, 

including the MAC time and Entry-Modify 

time in $FN and Entry-Modify time in $SI. 

• Step 3. Process normal file operations in 

NTFS. Nine (9) normal file operations (i.e., 

file creation, compression, decompression, 

access, modification, move, rename, copy 
and preview) were simulated. 

• Step 4. Exam and record complete 

timestamps captured in MFT table. We 

recorded baseline timestamps, and then 

updated timestamps. 

• Step 5. Download GUI and “debugfs” in 

Ubuntu in Ext4. In the Ext4 filesystem, time 

relative metadata are stored in inode. The 

normal command line in Linux can only 
show the file change time, modify time, and 

access time. The “debugfs” also revealed the 

create time and delete time in the inode table. 

• Step 6. Process normal commands for file 

operations in Ext4. 

• Step 7. Examine and record complete 

timestamps in Ext4. 

• Step 8. Compare timestamps under different 

file operations. 

• Step 9. Compare timestamps between NTFS 

and Ext4. 

3.4.2 Stage 2(a). File Transfer in NTFS with 

Public Cloud. We set up the environment, 

recorded baseline timestamps, conducted cloud 
operations (i.e., upload/download files), and 

collected timestamps of the test files. 

• Step 1. Download the digital forensic tool, 

AccessFTK Imager, in Windows 7 using 

NTFS filesystem. 

• Step 2. Sign in to OneDrive test account. 

• Step 3. Record the baseline timestamps of the 

test file (i.e., a text file) using the forensic 

tool, AccessFTK Imager. 

• Step 4. Upload/ Download the test file to/ 

from OneDrive by using browse interface 
(Chrome 59.0.3071.115m)/ synchronize 

folders. 

• Step 5. Collect timestamps of the test file in 

OneDrive and in the NTFS filesystem. 

3.4.3 Stage 2(b). File Transfer in Ext4 with 

Public Cloud. We set up the environment, 

recorded baseline timestamps, conducted cloud 

operations (i.e., upload/download files), and 
collected timestamps of the test files. 

• Step 1. Set up Ubuntu 14.04 in Hyper-V 

Manager. 

• Step 2. Download command library 

“debugfs”, GUI, and Chrome 60.0.3112.113 
(64-bit) in Ubuntu. 

• Step 3. Install OneDrive desktop client 

(xybu92) daemon on Ext4. 

• Step 4. Sign in to OneDrive test account. 

• Step 5. Record the baseline timestamps of the 

test file (i.e., a text file) by using command 
“debugfs”. 

• Step 6. Upload/ Download the test file to/ 

from OneDrive by using browser interface 

(Chrome 60.0.3112.113)/ synchronize 

folders. 

• Step 7. Collect timestamps of the test file in 

OneDrive and in the Ext4 filesystem. 

3.4.4 Stage 2(c). Comparison of Experiment 

Observations. We compared timestamps before-
and-after of test file transfers between NTFS and 
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OneDrive, as well as file transfers between Ext4 

and OneDrive. 

3.4.5 Stage 3(a). File Transfer within Private 

Cloud. We set up the environment, recorded 

baseline timestamps, conducted cloud operations 

(i.e., upload/download files), and collected 
timestamps of the test files. 

• Step 1. Set up Windows 7 VM in Hyper-V 

Manager. 

• Step 2. Set up Ubuntu 14.04 in Hyper-V 

Manager. 

• Step 3. Set up “pscp” and download the 

digital forensic tool, AccessFTK Imager, in 

Windows 7 VM and in a NTFS filesystem. 

• Step 4. Download command library 

“debugfs” in Ubuntu 14.04. 

• Step 5. Create a test file (i.e., a text file) in 

Windows 7. 

• Step 6. Record the baseline timestamps of the 

test file (i.e., a text file) by using command 

“debugfs”. 

• Step 7. Transfer test files from Windows 7 

with NTFS filesystem to Ubuntu 14.04 with 
Ext4 filesystem in private cloud by using 

command “pscp”. 

• Step 8. Collect timestamps of the test file 

both in Ubuntu with Ext4 filesystem and in 
the Windows 7 VM with NTFS filesystem. 

3.4.6 Stage 3(b). File Transfer within 

Private Cloud. We set up the environment, 

recorded baseline timestamps, conducted cloud 

operations (i.e., upload/download files), and 
collected timestamps of the test files. 

• Step 1. Set up Windows 7 VM in Hyper-V 

Manager. 

• Step 2. Set up Ubuntu 14.04 in Hyper-V 

Manager. 

• Step 3. Set up “pscp” and download the 

digital forensic tool, AccessFTK Imager, in 
Windows 7 VM and in a NTFS filesystem. 

• Step 4. Download command library 

“debugfs” in Ubuntu 14.04. 

• Step 5. Create a test file (i.e., a text file) in 

Ubuntu 14.04. 

• Step 6. Record the baseline timestamps of the 

test file (i.e., a text file) by using command 

“debugfs”. 

• Step 7. Transfer the test file from Ubuntu 

14.04 to Windows 7 VM by using command 
“pscp.” 

• Step 8. Collect timestamps of the test file 

both in Ubuntu with Ext4 filesystem, and in 

the Windows 7 VM with NTFS filesystem. 

3.4.7 Stage 3(c). Comparison of Experiment 

Observations. We compared timestamps before-

and-after of test file transfers between NTFS and 

Ext4 in Hyper-V Management private cloud 
environment. 

Table 4. Stage 1 comparison matrix of file operations on standalone NTFS vs. Ext4 filesystems in the private cloud (Hyper-

V Management) 

File Operation Timestamp 

Create time 
c-time in NTFS 

/ cr-time in 
Ext4 

Modify time 
m-time in 
NTFS and 

Ext4 

Access time 
a-time in 

NTFS and 
Ext4 

Entry Modify / 
Change time 

em-time in NTFS/ 
c-time in Ext4 

To Create NTFS $SI File creation 
time 

File creation 
time 

File creation 
time 

File creation time 

$FN File creation 
time 

File creation 
time 

File creation 
time 

File creation time 

Ext4 touch inode File creation 
time 

File creation 
time 

File creation 
time 

File creation time 

echo File creation 
time 

File creation 
time 

File creation 
time 

File creation time 

cat File creation 
time 

File creation 
time 

File creation 
time 

File creation time 

To 
Compress 

NTFS $SI*(.7z) File 
compression 
time 

File 
compression 
time 

File 
compression 
time 

File compression 
time 

$FN*(.7z) File 
compression 
time 

File 
compression 
time 

File 
compression 
time 

File compression 
time 
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$SI*(.zip) File 
compression 
time 

File 
compression 
time 

File 
compression 
time 

File compression 
time 

$FN*(.zip) File 
compression 
time 

File 
compression 
time 

File 
compression 
time 

File compression 
time 

Ext4 tar inode File 
compression 
time 

File 
compression 
time 

File 
compression 
time 

File compression 
time 

gzip File 

compression 
time 

No change No change File compression 

time 

To 
Decompress 

NTFS $SI*(.7z) File 
decompression 
time 

File latest m-
time before 
compression 

File 
decompression 
time 

File decompression 
time 

$FN*(.7z) File 
decompression 

time 

File 
decompression 

time 

File 
decompression 

time 

File decompression 
time 

$SI*(.zip) File latest c-
time before 
compression 

File latest m-
time before 
compression 

File latest a-
time before 
compression 

File decompression 
time 

$FN*(.zip) File 
decompression 
time 

File 
decompression 
time 

File 
decompression 
time 

File decompression 
time 

Ext4 tar inode File 
decompression 
time 

File latest m-
time before 
compression 

File 
decompression 
time 

File decompression 
time 

gzip File 
decompression 
time 

No change No change File decompression 
time 

To Access NTFS $SI No change No change No change File access time 

$FN No change No change No change No change 

Ext4 GUI inode No change No change No change No change 

cat No change No change No change No change 

To Modify NTFS $SI No change File 
modification 

time 

No change File modification 
time 

$FN No change No change No change No change 

Ext4 GUI inode File 
modification 
time 

File 
modification 
time 

File 
modification 
time 

File modification 
time 

nano No change File 

modification 
time 

File 

modification 
time 

File modification 

time 

To 
Move*same 

disk 

NTFS $SI No change No change No change File move time 

$FN No change No change No change No change 

Ext4 mv inode No change No change No change File move time 

To Rename NTFS $SI No change No change No change File rename time 

$FN No change No change No change No change 

Ext4 rename inode No change No change File rename 
time 

File rename time 

To Copy NTFS $SI*copied File copy time No change File copy time File copy time 

$FN*copied File copy time File copy time File copy time File copy time 

$SI*original No change No change No change No change 

$FN*original No change No change No change No change 

Ext4 cp*Same 

directory 
inode*copied File copy time File copy time File copy time File copy time 

inode*original No change No change No change No change 

cp*Another 

directory 

inode*copied File copy time File copy time File copy time File copy time 

inode*original No change No change No change No change 

cp*Another inode*copied File copy time File copy time File copy time File copy time 
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directory and 

new name 
inode*original No change No change No change No change 

To Preview NTFS $SI No change No change No change No change 

$FN No change No change No change No change 

Ext4 inode No change No change No change No change 

*: represents different conditions (e.g., zip vs. 7z of the compression/decompression), operational directories (e.g., same vs. another directory), and observables (e.g., 

copied vs. original files) across different file formats and experimental techniques. 

Table 5. Stage 2 comparison matrix of file transfer between cloud-based standalone NTFS filesystem and the public cloud 

(OneDrive) 

File Operation Timestamp 

Create time 
c-time 

Modify time 
m-time 

Access time 
a-time 

Entry Modify 
em-time 

To Upload/Download 
a file to the public 
cloud (OneDrive) by 
using the web interface 

Uploaded to the 
cloud 

 File upload time No change x x 

Downloaded 

from the cloud 

$SI File download 

time 

File download 

time 

File download 

time 

File download 

time 

$FN File download 
time 

File download 
time 

File download 
time 

File download 
time 

To Synchronize a file 
to/from the public 
cloud (OneDrive) 
from/to local drive by 

copying it to the 
cloud’s 
synchronization folder 

Uploaded to the 
cloud 

$SI File upload time No change File upload 
time 

File upload 
time 

$FN File upload time File upload 

time 

File upload 

time 

File upload 

time 

Downloaded 
from the cloud 

$SI No change No change No change File download 
time 

$FN No change No change No change No change 

x: no information 

Table 6. Stage 2 comparison matrix of file transfer between cloud-based standalone Ext4 filesystem and the public cloud 

(OneDrive) 

File Operation Timestamp 

Create time 
cr-time 

Modify time 
m-time 

Access time 
a-time 

Change time 
c-time 

To Upload/Download 
a file to the public 

cloud (OneDrive) by 
using the Linux GUI 
web interface 

Uploaded to the 
cloud 

 File upload time No change x x 

Downloaded 
from the cloud 

inode File download 
time 

File download 
time 

File download 
time 

File download 
time 

To Synchronize a file 
to/from the public 
cloud (OneDrive) 
from/to local drive by 
copying it to the 

cloud’s 
synchronization folder 

Uploaded to the 
cloud 

inode No change File upload 
time 

File upload 
time 
 

File upload 
time 

Downloaded 

from the  loud 

inode No change No change No change File download 

time 
 

x: no information 

Table 7. Stage 3 comparison matrix of file transfer between NTFS in Windows VM and Ext4 in Linux (Ubuntu) VM in the 

private cloud (Hyper-V Management) 

File Operation Timestamp 

Create time 
c-time in NTFS 

/ cr-time in 
Ext4 

Modify time 
m-time in 
NTFS and 

Ext4 

Access time 
a-time in 

NTFS and 
Ext4 

Entry Modify / 
Change time 
em-time in 

NTFS/ c-time in 
Ext4 

To Send a file from 
Windows VM to 
Linux (Ubuntu) VM 

in the cloud 

Collected from Windows 
VM 

$SI No change No change No change No change 

$FN No change No change No change No change 

Collected from Linux 
(Ubuntu) VM 

inode File upload 
time 

File upload 
time 

File upload 
time 

File upload time 

To Send a file from 
Linux (Ubuntu) VM 

Collected from Windows 
VM 

$SI File upload 
time 

File upload 
time 

File upload 
time 

File upload time 
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to Windows VM in 
the cloud 

$FN File upload 
time 

File upload 
time 

File upload 
time 

File upload time 

Collected from Linux 

(Ubuntu) VM 

inode No change No change No change No change 

 

4. OBSERVATION RULES 

The following phenomena are our observations 

through the analysis of MAC times as illustrated in 

Table 1. These observation rules are the results of 
comparing and analyzing timestamp data. These 

rules provide descriptions of timestamp patterns in 

how NTFS and Ext4 record differently when they 
operate in a standalone private cloud server (i.e., 

Hyper-V Management System), and when NTFS 

and Ext4 communicate with a public cloud server 
(i.e., OneDrive), as compared to when they 

communicate with each other in a private cloud 

server (i.e., Hyper-V Management System). These 

observation rules shed insights on how timestamp 
details recorded in different filesystems can 

disclose stories of a normal operation or a 

malicious operation. 

4.1 Preliminary Observation 

Preliminary observations and baseline data were 

collected to identify how differences between file 

types (e.g., a .txt file vs. a .docx file), settings of 
filesystems (e.g., NTFS in physical standalone 

system vs. NTFS in cloud-based standalone 

system), and operating systems (e.g., Windows 7 
vs. Windows 8.1) change the way timestamps are 

recorded. We discovered that the timestamps of file 

operations were slightly different between 
Windows 8.1 and Windows 7, but timestamps of 

file operations were the same between physical 

standalone Windows and cloud-based standalone 

Windows (i.e., virtual machines in Hyper-V 
Management). Data of the preliminary observations 

were documented and reported in the Data Table in 

the appendix section. 

4.2 Direct Observation of Timestamps based 

on File Operations 

The following ten (10) observation rules were 
derived based on direct observation of timestamps 

behavior following specific file operations (i.e., 

Table 4, Table 5, Table 6, and Table 7). 

Observation 1 (Stage 1): File Created 

We observed that at the time when a file is created, 

all timestamps reflect the create time in both NTFS 

(as c-time) and Ext4 (as cr-time) filesystems. 

Rule 1(a): Create time (c-time) = Modify time (m-
time) = Access time (a-time) = NTFS-MFT Entry-

Modify time (em-time) in NTFS. 

Rule 1(b): Create time (cr-time) = Modify time (m-
time) = Access time (a-time) = Change time (c-

time) in Ext4. 

Observation 2 (Stage 1): File Compressed 

We observed that when a file is compressed, the 

compression operation will change or create a 

different timestamp in both NTFS as well as Ext4 

filesystems; however, the timestamps will vary 
depending on different compression algorithms and 

operations. 

Rule 2(a): When a file is compressed into a new 
file, the filesystem regards this compressed file as a 

new file with a new timestamp, e.g., .zip files and 

.7z files in NTFS, and tar in Ext4. 

Rule 2(b): when a file is compressed, the change 
time (c-time) and create time (cr-time) of the 

original file, e.g., gzip in Ext4, will be changed. 

Observation 3 (Stage 1): File Decompressed 

We observed that when a file is decompressed, both 

the file decompressed timestamp and the file latest 

timestamp before file compression are recorded 
depending on different decompression algorithms 

and operations. 

Rule 3(a): When a compressed file is decompressed 

in NTFS, the m-time in $SI (using .7z) will be the 
latest m-time before compression, but the c-time, 

m-time, and a-time in $SI (using .zip) will be the 

latest timestamp before compression. 

Rule 3(b): When a compressed file is decompressed 

in Ext4, the m-time (using .tar) will be the latest m-

time before compression. The c-time and cr-time 
(using .gzip) will be file decompression time, but 

the m-time and a-time remain unchanged. 

Observation 4 (Stage 1): File Accessed 
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We observed that different filesystems operate 

differently when a file is accessed, read, but not 
modified. 

Rule 4(a): When a file is accessed and read, but not 

modified on NTFS, the Entry-Modified time (em-

time) of $SI will be updated. 

Rule 4(b): The timestamp is not changed if a file is 

accessed and read, but not modified on Ext4. 

Observation 5 (Stage 1): File Modified 

We observed that when a file is modified, 

timestamps are recorded differently on both NTFS 

and Ext4. 

Rule 5(a): When a file is modified, the Modify time 

(m-time) and Entry-Modify time (em-time) on 

NTFS is changed, but the Access time (a-time) is 

not changed on NTFS. 

Rule 5(b): When a file is modified, the Modify time 

(m-time), Access time (a-time), and Change time 

(c-time) on Ext4 are all changed. 

Rule 5(c): When a file is modified using Linux 

GUI, a temporary file is created with old inode 

indexed ID and timestamp. However, the inode 
table is updated with a new timestamp for the 

modified file. 

Observation 6 (Stage 1): File Copied 

We observed that when a file is copied, the 
timestamp of the original file is not changed, but 

the newly copied file is regarded differently across 

different filesystems. 

Rule 6: When a file is copied, the timestamp of the 

original file is not changed in both NTFS and Ext4. 

However, the newly copied file is regarded as a 

new file with a new timestamp in Ext4, while the 
timestamps (i.e., m-time) of the newly copied file 

remains unchanged in NTFS. 

Observation 7 (Stage 1): File Thumbnail 

Previewed 

Rule 7: The timestamp is not changed if a file is 

previewed in both NTFS and Ext4. 

Observation 8 (Stage 2): File Upload/Download 

to Public Cloud (OneDrive) using the Web 

Interface 

We observed that a file has different inheritable 
patterns of timestamps during uploads and 

downloads of file operations between the public 

cloud (OneDrive) and the standalone computer in 
the private cloud (Hyper-V Management). 

Rule 8(a): When a file is uploaded to the public 

cloud, modify time (m-time) is not updated, but 

create time (c-time in NTFS, cr-time in Ext4) is 
updated as of the upload time. No information 

about access time (a-time) and change time (c-

time)/ entry-modify time (em-time) were found in 
the web interface for either NTFS or Ext4. 

Rule 8(b): When a file is downloaded from the 

public cloud, this file is regarded as a new file in 
the system, with all timestamps regarded as 

download times in both NTFS and Ext4. 

Observation 9 (Stage 2): File Upload/Download 

to Public Cloud (OneDrive) using 

Synchronization Folder 

We observed that a file has different inheritable 

patterns of timestamps during upload and download 
file operations on the public cloud (OneDrive) 

using synchronization folders located in NTFS and 

Ext4 in the private cloud (Hyper-V management). 

Rule 9(a): When a file is uploaded to the public 

cloud, nearly all timestamps are changed. However, 

there is no change in modify time (m-time) in $SI 

in NTFS, and there is no change in create time (cr-
time) in Ext4. 

Rule 9(b): When a file is downloaded from the 

public cloud, entry-modify time (em-time) in NTFS 
and change time (c-time) in Ext4 are updated as 

download time. 

Observation 10 (Stage 3): File Transfer in the 

Private Cloud (Hyper-V Management) 

Rule 10: When a file is transferred from one system 

to another system, timestamps in the source system 

are not updated, but the file in destination system 
would be regarded as a new file with transfer time 

in both NTFS and Ext4. 

4.3 Cross-Sectional Analysis of Timestamps 

between Standalone Filesystems 

We compared different standalone file operations 

between NTFS and Ext4 filesystems (mainly, Table 

4), and conducted cross-sectional analysis on 
timestamps collected during the same time period 

to derive the following five (5) observation rules. 

Regarding NTFS filesystems, we specifically 
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observed both $SI and $FN attributes, and 

documented time change if either $SI or $FN 
attribute is updated. 

Observation 11: Updates of Create Time 

We compared the file’s create time (c-time in 

NTFS and cr-time in Ext4), and derived that the 
create time is updated when a file is created, 

compressed, decompressed, moved, copied, 

uploaded and downloaded. 

Rule 11(a): Create time is updated by the 

operations e.g., create, compress, decompress, 

move, copy, upload, and download in both NTFS 
(as c-time) and Ext4 (as cr-time). 

Rule 11(b): Create time is not updated by a modify 

operation in NTFS, but is updated by a modify 

operation in Ext4 using Linux GUI. 

Observation 12: Updates of Access Time 

We compared file access time, and observed that it 

is updated when a file is created, compressed, 
decompressed, modified, moved, copied, uploaded, 

and downloaded. 

Rule 12(a): Access time (a-time) is updated when a 
file is created, compressed, decompressed, 

modified, moved, copied, uploaded, and 

downloaded in NTFS. 

Rule 12(b): Access time (a-time) is updated 
whenever a file is created, compressed, 

decompressed, modified, copied, uploaded, and 

downloaded in Ext4. When a file is moved within 
the same disk in Ext4 filesystem, access time (a-

time) is not updated, but the change time (c-time) is 

updated. 

Observation 13: Updates of Modify Time 

We compared the file’s modify time (m-time), and 

observed that the modify time is updated whenever 

a file is created, compressed, decompressed, 
modified, copied, uploaded and downloaded. 

Rule 13(a): Modify time (m-time) is updated when 

a file is created, compressed, decompressed, 
modified, copied, uploaded, or downloaded in 

NTFS. 

Rule 13(b): Modify time (m-time) is updated when 

a file is created, compressed, decompressed, 
modified, copied, uploaded, and downloaded in 

Ext4. When a file is moved within the same disk in 

Ext4 filesystem, modify time is not updated, but the 

change time (c-time) is updated. 

Observation 14: Updates of Entry-Modify/ 

Change Time 

We compared the entry-modify time (em-time) in 

NTFS and change time (c-time) in Ext4 (Table 4), 
and observed that em-time in NTFS and c-time in 

Ext4 are updated whenever a file is created, 

compressed, decompressed, modified, moved, 
copied, renamed, uploaded and downloaded. 

Rule 14(a): Entry-modify time (em-time) is updated 

whenever file is created, compressed, 
decompressed, modified, moved, copied, renamed, 

uploaded, and downloaded in NTFS. 

Rule 14(b): Change time (c-time) is updated 

whenever a file is created, compressed, 
decompressed, modified, copied, renamed 

uploaded, and downloaded in Ext4. 

Observation 15: Detection of Disingenuous File 

We compared cross-sectional data of the file’s 

create time, access time, modify time and entry-

modify time, and observed the following rule: 

Rule 15: When a file’s Create time (c-time in 

NTFS, and cr-time in Ext4) is recorded to be later 

than the Modify time (m-time) or Entry-Modify 

time (em-time), it indicates that the file was copied, 
uploaded, or downloaded to the cloud from another 

location. 

5. CONCLUSION 

Cloud computing has gradually transformed the 

exchange and storage of digital data, making 

modern communication affordable and easy. 

However, the diversity of cloud services continues 
to challenge cloud forensics [1], and the 

authenticity of digital evidence. This study set up 

experiments in both standalone as well as cloud 
environments, and reinforced the importance of 

timestamps, as a type of file metadata revealing 

traces of digital evidence, which cannot be 
overlooked. 

5.1 Contributions 

The study has a threefold contribution—conceptual, 

methodological, and practical—to digital forensics 
research as well as the practitioner community. 

First, Bang, Yoo et al. [10], [13] analyzed file time 
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attributes in NTFS filesystems. The present study 

conceptually expands Bang, Yoo et al’s. [10, 13] 
research by extending the file attributes and 

timestamps comparison between NTFS and Ext4 

filesystems. Moreover, our study identifies the fact 

that timestamps behave differently under similar 
file operations—due to different characteristics of 

filesystems (NTFS vs. Ext4). Although different 

filesystems have different ways to record 
timestamps, the same filesystems (either NTFS or 

Ext4) behave the same (in terms of recording 

timestamps) on a physically standalone machine as 
compared to a virtual machine in the virtualization 

space (e.g., Hyper-V management). 

Second, the methodological design of the research 

experiments is novel in terms of exploring basic file 
operations in the cloud-based environments. We set 

up experiments for cloud services, and we were 

able to mimic the three stages of cloud-based file 
operations; Stage one of the study was designed to 

understand the fundamental and direct file access 

and operations of standalone NTFS and Ext4 
filesystems within the infrastructure as a service 

(IaaS) and the platform as a service (PaaS) 

environments (i.e., hosted by Hyper-V 

Management). Stage two of the study was designed 
to understand file transfer operations between a 

filesystem in the private cloud with the software as 

a service (SaaS) environment, where the 
application layer of the software was set up and 

accessible from filesystems set up in the private 

cloud. Stage three of the study was designed to 

understand file operations within the infrastructure 
as a service (IaaS) and the platform as a service 

(PaaS) environments where operating systems of 

the software were accessed and managed. 

Third, the study contributes to our practical 

knowledge in hidden timestamp records of the Ext4 

and NTFS filesystems, and compares the 
differences between timestamps across cloud-based 

standalone filesystems, interaction between 

standalone filesystems in the private cloud and the 

public cloud, and interaction between virtual 
machines within a private cloud. The findings of 

our experiments contribute to a set of fundamental 

observation rules for the digital forensics 
practitioner community, while proposing a practical 

and effective approach to explore and identify 

behavioral patterns of file access operations across 
two filesystems in the cloud. 

5.2 Limitations and Future Works 

Our dataset was collected only from the most two 
popular filesystems, NTFS and Ext4. These 

analyses do not represent file operations in other 

types of filesystems. We also observed that 

timestamps in Linux environment could be easily 
forged through commands (e.g., touch). The 

inode information allows the investigators to obtain 
only the most recent timestamp updates; however, 

the number of times (since the file was created) the 

file operations such as # being accessed (a-time) 

and modified (m-time) were not recorded by 
Ubuntu Ext4 filesystem. Thus, in order to obtain 

verifiable observation results from the Linux 

environment, it is critical to preserve digital 
evidence by verifying and validating the integrity 

of timestamps before analyzing them. It requires 

more research to dig out critical information hidden 

deep in the filesystems, and to understand how 
timestamps behave and operate within multiple 

Linux-based environments. 

This study is limited in adopting OneDrive as the 
public cloud and Hyper-V management as the 

private cloud environment. Cloud systems other 

than OneDrive or Hyper-V are not compared in the 
study. Future works should explore other popular 

cloud systems (e.g., Amazon Web Services Cloud, 

Microsfot Azure Cloud, IBM Cloud, or Accenture) 

with proprietary filesystems; however, access to the 
vendor’s cloud systems should also be considered. 

The study adopts the AccessFTK Imager as its 

digital investigation tool. The study did not 
compare investigative results with those from other 

tools (e.g., Autopsy and EnCase). 

With extensive investigation as designed for this 
study, the grand challenge of timestamp 

identification still remains. For example, how do 

we validate timestamps when they can be easily 

forged? How do we maintain confidentiality (i.e., 
privacy) of the file when these files are accessed 

and viewed (a-time), but the timestamps are not 

changed? Our future work will include exploration 
into methodologies to trace time forgery, and to 

uncover more hidden metadata information. 
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