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ABSTRACT
Genderis a salient featuref identity thatis rarely questioedin our physical encounteré/e are
usuallynot confused about a personOs gdndenerallyitOs male or femalbloweveras the
adoption ofcomputermediatedcommunicationncreases, our social reliance on these
technologiedias made gendeasily disguise online And yet, the phenomenon @ender
deceptiorhasnot beenfully investigatedThis studyadopts gpathanalysisto examine
interconnectedognitive factors that impachline users@bility to deceivél and detect
deceptioiN regardirg gender An asynchronousnline gamavas developed tsimulae
situations wherenaleswere incentivized tcommunicatdike femalesand femalesvere
incentivized tacommunicatdike males.Twelve hypothesesvere testedising path analysis
which resulted inour realzationthatan actorCtsue gendercanaffectthe motivation to deceive;
malestend to havénigher selfefficacybeliefsin gender deceptiomndfemalestend to havea
higher success rate in detectoggnderdeceptionOur research suggestat he gender othe
messageedpientcould bea significant factom uncoveringgender deception.
KEYWORDS
Human computer interactiongmpuer-mediateddeceptionhumaninformation behavior,
genderdeception, online gaen
INTRODUCTION

Online users must frequentinake judgments or decisiobhased ortomputermediated
interaction It is common folindividuals to receiveemaik with hypertext links or a popup
messagefrom awebsite or be asked to confirm or cancel some electronic procedure. Many

online userseceive phishing emailequestingpersonal or sensitive informatioor seeking a



respons€Wright & Marett, 2010. Phishing emaifsmayalsoinduceactiors such asnswering
inquiries about social, finamal, or business relationships confirmingsocial media friend
requestsresulting inonline gender frau@@Brady & George, 201)3Repeatedlyonlineuses must
determine whther the source a@fmessage is credible and legitimétllig oss & Rieh, 2008
Liu, 2004 Rieh, 2002 in order tomaintainprivacy and safet{l. opez & Sebe, 201Jwymanet
al., 2019.

A rise inthe threat of deceptive communications &asompanied thicreasedeliance
of individuals and orgnizations ortomputermediated communicatiol©(MC?) systemsin a
New York Timemterview, Bruce Schneier, an Americaryptographerstates thatrustis Othe
glue that binds our societieaddeceptive communicatiors the digital agdave destroyed
thistrust(Sengupta, 2012, p.1Becauseirtual spacdacks traditional faceto-face EtF) visual
cuesof deception, it has become easierdaline userso misrepresent not only the content of
their messagesut their identitiesAs technologychangeshe way we interact socially, it
becomes ever mow#fficult to discern whether an email from our bankushenticandhow
much we can trust authoritiestivour online privacy. This threaf deceptiorhas been shown
to besubstantiain various domainand manifests in many waysich aphishing and Ospear
phishingO attack®Vright & Marett, 2010, deception in electronic commergéiao & Benbasat,
2010, deception at workplacgla Cunhaet al, 2015, deception in group support systems
(Georgeet al, 2008, deceptionn professional virtual communitigdoinson & DietzUhler,
2002, deceptive opinions in online revieBusilieret al, 2015 Ott et al, 2012, deceptio in

911 calls(Burns & Moffitt, 2014, decepton insocial media relationshigslancocket al, 2007

! Phishing emails are sent out as -@eenany asynchronous online communication, which isatatrast the
synchronous online chat communication.
2 CMC broadly includes both synchronous (e.g., chad)asynchronous (e.g., texting, email, etc.) comwation.



Hancocket al, 201Q Zhouet al, 2009, deceptive opinions and revie{Btt et al, 2012 2013
Ottet al, 2011, deception in storelling (Rubin, 2010, andfake newqConroyet al, 2015.
Theconsequences of successful deception range from harmless inconvenience to significant
costs.Suchdeceptiorcan pose aajorthreat whent drivesonlinetransaction fraugTwymanet
al., 20149, identity theft, theft otredentials, theft ahtellectual propertyor threats against
national security.

Onesalientdimension of online deceptionuser€misrepresentation aheir gender(Ho
& Hollister, 2013. OneOseander which has beetraditionally consideredinary due talistinct
biological differenceatbirth, has a tendency to ls®cially reconstructe(Bussey & Bandura,
1999. Bussey and Bandura (19989uggestdthatgenderroles areconstantlybeing
reconstructed by a broad network of peers and societal influences. Geaddgenderole
developmenareconstantly mixed with experience and motivatiBropleOs salevelopment
can redefine their gender ident(.g., recogrion or realization of beingay), which eventually
contributes to social change.g., legalization of gay marriag&egardlessf these social
impacts usersO online ideig# arecontinuallybeingconstructed by number of factors,
includingtheir redefined gender raegheir motivatiors, selfefficacy,social interactions with
friends and colleagueas well agpersonal desires and goalfie binary view of gender creates
fundamental representation problefedino (1997, for instancepbserved inconsistencies in
online chattersfnguage angresentation of their gender, and suggesitatigendecan be
OperformedO in an online environmenatherwords,gendercan bemade more reaindnatural
in virtual, imaginative communicatiosenderthrough linguisticscan besocially
Oconstructe@and mline actos mayfalsify therepresentation of gender increase the

probability of gainingrust



Gender camepreseng uniquefeatureof onlinedeception in that it can involve fairly
nuanced clues and circumstances that one may not normally cohsm@mchronous online
communication, individualmay attempt to misrepresehgir gender, and repient of online
messagingnay lack the ability tadentify the gender ofheir communicatos. Regardlessf the
reasons peoplmay attempt todeceiveothersabout their gendeempirical results show that
18% of males and 11% of femalesvelied about their gend€kVhitty, 2002, p. 348at some
pointwhenengagingn textbased communicatiosenderdeceptiorcan be highlhydisturbing to
both males and females who have been decéiseperet al, 2009. Previous researdias
foundgende-relatedinfluencesin the waysmales and femalesommunicat8l in both FtF and
online communicatiofHerring, 200QHerring & Martinson, 2004Savickiet al, 1999 Whitty,
2002. Yet, little is understood abotite role ofgenderdeceptionn the complexity otomputer
mediateddeceptionAs gender misrepresentation or gender decetastbecome amajor
contributingfactor in identityfraud, ar researclntends toexplore, describe, and explain
differentcognitivefactors thatacilitate gender deception icomputermediated communication
Our overarching research questiothigs setis follows:How are thecognitivefactors ofgender
deceptiormodeledn asynchroous online communicatién

That saidpnline users caadapt in ways that extenuate or diminish certain facets of their
identities (including their gender) in certain social situations dependisgaial goals,
conversationalopics,context,or cultural situationgHerring, 19952000. In other words,
depending on the context and toptds possible fomalesto adjust theirommunication toward
femalestyles andfemalescanemploycommunicatiorstyle morelike male utteranceis order
to disguisdheir true gendeiThis paper outline our investigationo first reviewdeception in FtF

interactionas well as online communicatievhenfacilitated bycomputermedicated



technologiesTwelve research hypothe§ésxaminingmotivation andself-efficacy of both
message senders and receiteas impact the outcome of decepfibare discussed within the
framework of gender deception. We then disaussresearh desigrand consideration®r an
experimentdeployedn the form ofan online game that mimics online usersO asynchronous
interactiors. We addresslata collection and analydis testour hypotheses. Contribution,
limitations, and future research aresdussed thereafter to conclude traper
REVELANT BACKGROUND

Before we discuss our theoretical framework and hypothesewjlireview the research
on FtF andcomputermediateddeception.
Key DeceptionResearch

Deceptive practices afeequentlyused to mislead message recipierand cartakethe
form of fabrication, denial, omission, or exaggerafighesu & Miller, 1994 Deceptive
communication cuesuch as the movements of eyes and tpa be observed in FtF
interactiong Ekman, 200R But in general, imans are poatetecbrs ofdeceptionEkman &
O'Sulivan, 199). Research demonstrates tkta probability ofthe general public deteicig lies
ranges from 50% to 58%ranket al, 20094. However the problenof detections more
complexthan we think Some studies have pointedt thatmessage receivesse likely to be
consciously aware dhe potentialfor deceptionand raise doubtshen being deceived
(Andersonret al, 1999 DePaulo, 1994 DePaulo (199¥%stresedthat people cagenerally
distinguishtruth from lies butthattheir ability todo sooftenvariesbasedon thecommunication
topic andcontext ParticipantsO confidenaas well agognitive and déctivefactorsinfluence
the accuray of their perceptios in the context of bothonest and dishonesbmmunicatios

(Buller & Burgoon, 1996Hurd & Noller, 1988. Furthermorg Andersonet al. (1999 claimed



thatlinguistic cues(e.g, verbal cuesare referenced more frequentlytire context ofruthful
communicatios, whereasionverbal cues are often referencethim context otleceptive
communicatios.

Burgoon and Buller (1994roposed thaheinteractiors between participantss the
base of interpersonal deception theory (ID3 ) factorthat complicates the deception
phenomenoim whichthe interpersonal nature of decept{vs., truthful) behaviors requires that
deception be an iterativand interactivgorocessBuller and Burgoon (1996urtherexplaired
the strategigprocess of deceptive communication basetheir observatios of deceivesO
message conterfEor instance, a deceiving communicatorOs words and statements tend to be
vague and uncelitabecause deceivermaynot havesufficientdetailed information. In making
afabricatedstatement, the deceivinds to beconsciouslydisassociateffom the act of
deception. The deceiveeeks tanfluence the receiverOs behavior, which in turn affects the
strategyfor how deceptive messagaredelivered. In testing IDTBuller et al. (1996 foundthat
there was more variability than stabilitytime deceptive strategies and behaviors employed.
Althoughsome tests of this theohaverelied on leakage cue®(g.,visual and tactile cues),
othershaveuncoveedthe presence aferbalcues that may also be useful in detecting deception
(Zhouet al, 2006 Zhou, Twitchell et al, 2003. And Buller et al. (1996 maintainedhat
conplex cognitive factors can cauaéeceiver to leak the trutha verbal or nonverbal cuges
despitecovertintent.

Deceptioncan be initiated for profit (e.g., identify fraud) or for convenience (e.g., Butler
lie) (Hancocket al, 2009. To better understarttow motivationaffects deceptive activity
Gneezy (200poffered a perspective on deception from the standpoint of consexpjenthe

balance between harm and rewdfieé categorizétthetacticsusedfor deceptionnto fourlevels



of consequencesl) lies that benefit both deceiver and deceived.( white li¢, (2) liesthat
benefitthe deceived person, possibly at éxpense of the deceivéB) lies that harnthe
deceivedout notthe deceiverand (4) lies withpotential reward for the deceiver increases as the
benefit for the deceived decreasBaeezy (200bfound that as the cost to the deceived
increases, the deceiver issemotivatedo lie. This findingwasfurther confirmedy Dreber and
Johannesson(@908, p. 198experimen of gender differencein deceptiorregardingeconomis
settings that 55% of men versus 38% of wonpen (.032) lied to secure a highemward Men
tend to lie about their socieconomic statu/NVhitty, 2002, and monetary benefiDreber &
Johannesson, 200Brat & Gneezy, 201)1lthan womenMotivation to deceive is not only found
in cost/ reward calculation, but in other aspettsognition,such as to falsely represent the self
image(DePaulo, 1992DePaulcet al, 1996. Tomaet al. (2008 for examplereported in their
online dating study thahales lie more about their height, and females lie more about their
weight. Femalseemploy higher levels of deception in misrepresenting themselves in photographs
than do malegLo et al, 2013, but nales also tend to exaggerate their positive characteristics in
computermediateccommunicatior(Guadagnet al, 20129. Both gendes strategically represent
or even exaggerate their satiage online tdacilitateromantic reldonships.
Computer-Mediated Deception

Online actoranay usecomputermediated technologidgse support their social presence
to enhance communication qualifowak, 2003, andto have a positive impact on trust within
decisionmaking groupgLowry et al, 2010. Computermediaed ceceptiontypically occurs
whenanonlineactorsendsext messagésn an effort to create faldzeliefs(Buller & Burgoon,

1996 Buller et al, 1996 Zhou, Burgoonet al, 2003. However, he ability to detectomputer

% Our assumption is that spoken words in the F2F conication are equivalent to teeased communication.



mediateddeceptions generlly constrained by lacksf groundtruth verification(or, a truthful
baseline historyto which potential deceptive communicatsman be comparedlthough
deceptive communication cues in FtF interacti@g., eyes rolling and lips moving etarg not
present irtextbasednlineenvironmentsresearch supports that certhinguistic cuesmay
indicatedeceptive intenfe.g.,theuseof selfreference, negation, exslwity, cognitive
mechanismaffective,or social proceggHancocket al, 2009 Hancocket al, 2010Q.

Onlineactos mayalsoconstruct their identity through conveying relevant informaition
an online profilepr by usingvisual avatarandbr textual referencefkesearcthasfound that
people are motivated by Opfig engage in decept onlineenvironment{Caspi & Gorsky,

20006. Peoplesnjoy the sense of exciteméhat accompanies engagimgonline deceptiosuch
asaButlerlie (Hancocket al, 2009, or griefing® strategie§Rubin & Camm, 2018 In online

dating profilesdeception cafrequentlybe identifiedin datersO photographs and communicative
cues(Guadagneet al, 2012 Hancocket al, 2007 Hancocket al, 201Q Tomaet al, 2009.

Despite the fact that users can be suspicious of the authentiaitiatérOs visual self
presentatiomn photographgHancocket al, 20®; Tomaet al, 2009, they still participate in

online datinglHancocket al, 2007 Lo et al, 2013 Toma & Hancock, 2013,0romaet al, 200§.

Whitty et al. (2012 further differentiated the significance of deception based on various
modes of communicatioeception occurring in everyday life testd be spontaneous
(DePaulcet al, 1996 Whitty et al, 20139. In order to avoid discomfort, deceivers tendhoose
text-based social media where the cues of dailymeéentation are not availalfldancocket
al., 20094. Onthe other hand, the media richness theorists believe that deceivers prefer to use

media that can give out conflicting cues. The richer the media is, the easier it is foreilverdec

* An act of play intended to cause grief to game players.
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to disguise their deceptive intgaft et al, 1987 Trevinoet al, 199Q Trevinoet al, 1987%.
Hancocket al. (2004 furtherproposedafeaturebased model, and suggested that deception

tends to occur inasynchronous, nenecordable, and distributed (i.e., notlooated)

environment facilitated by computarediated technologieblo, Hancock, Booth, Liuet al.

(2016; (2015 simulated online deception in a synchronous communication mode, and proposed
that languageaction cues &n effectively identify spontaneous deceptido, Liu, et al.(2016
moreover suggestdedata machine learning approacbuldautomate théetection of

interpersonal deception in synchronous communication mode. Furthekhootdancock,

Booth, Burmesteret al.(2016; (2015 identified cognitive and affectbased languagaction

cues to detect deceptive intent in compuediated group communication.

Nonetheless, the above deception research did not consigdrethemenon ajender
deception and gender fraaddepicted bythe case of Manti Te{of., Brady & George2013.
ThepopularAmerican football player wake victim of a longtermonline gender fraud
regardinga woman who never existeBeOo told the world that his Ogirlfriend,O Kekua (
fictitious namé, had diedn a car accident, but it was later disedghat there was no Kakua and
the communications were, in fact, from a male who perpetuated aTmgeceiver adopted the
communication styles and the cognitive aspects of the opposite gender to tlexether
conversationgpartner.This catfish sbry is an extreme casehere gender is the object of
deceptionand an activity commonly found in online dating communications

Beyond the undesirable consequences of gender deception in the context of online dating,
more serious threséxistwhen gendemisrepresentatiois used to gain trust for the purposes of
social engineeringdentity theft,or phishing attackéTsikerdekis & Zeadally, 2034Eckel and

Grossman (2008ound supportthat both men and women trust women more thag domen.
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Based on this logic, if message sendeosd represent themselves as feméatey would
increase the perception of their trustworthin@$g caseof the ONigerian Scaj@where
deceptive phishing emai(sffering large sums of money after an initial transfer of fund=se
sentpurporting to be from the wife or widow of an African legdean example of gender
deceptionWhile money can ba motivational triggefor deception, there is a tendency
displayedn howadeceiver manipulates perceptiongainder subject of interesgnd
communication mediur{in this case, email as an asynchraoaline communication)
Moreover,a message receiverbdlity to detect gender deceptiorcisicial but consequently
influenced by the deceiversO motivation andefitfacy in imitating the opposite gender.
Unfortunately, there has been a lack of empl researchegarding ognitive factors that
influencea deceiverOs ability to deceive as well as a message receiverOs abilitygerdisect
deception These factors affecting computeiediated deceptiom terms of gender manipulation
for deceptiorhaveyet to befully explored.
THEORY AND HYPOTHESE S

Deceptions established as tlieependable variabla our frameworkwhichis
hypotheticallydetecablein socialcommunicationOur researcimode| based on these
theoretical considerations, is illustratedrigurel. This modeidentifies severakritical factors
asindependenfpredictor) variables thahay afect thesuccess of gender deception and
successful detection of gender decept®ander is depicted as independent variallbsch
includes: (1)06)Gendebrefering to themessage send@s gendef2) Of)Gendebreferringto
the detectorOs gendand(3) O(pGendebreferring to the perceived gender of theessage
sendeby the detectofThis modelalsoincludesactor€cognitivefactors such as sekfficacy

and motivation as independent variables to predict the act of decdpiibe.specificO(3Self

12



EfficacyO refers to thmessage send@s seléfficacy and O(d)SekfficacyO to the detectorOs

selt-efficacy.

Deceptlon

H9

(s)Gender / ’ i
Hu \

H8 (d)Gender
\ (p)Gender
Motivation

H7 /
H1

\\/ o H10

(s)Self-Efficacy f¢ H6 (d)Self-Efficacy
Actor A (speaker/ Actor B (receiver/
deceiver) detector)

Figure 1. Proposed Model of Gender DeceptionAsynchronous Online Communication

Motivation and Self-Efficacy of Deception

DeceiversO motivations may relate to their level of confidence, -@fféedicy, which is
their ability to deceive. Simply stated, sefficacy constitutes an individualOs beliefs about his
or her capability to perform a certain tg8andura, 197,71986 200§. One may be motivated to
accomplish an anticipated oatoe but still lack confidence in oneQs abilitgdso That is,
lacking confidencén oneOs ability to deceimey make one less likely emgage in deception
Bandura (197ystated that these perceived outcomeyg atd as motivators for further action and
that Oselfmotivation involves standards against which to evaluate performanceO (p1die3).
specifically, elf-reflection and evaluatioim terms ofoneQs abijitto deceive can produce a
standardr baselinef performance that influences whether a deceit will be a success.

DePauloet al. (1988 proposedhe motivational impairment effe@WIE), in which

13



highly motivated liars tend to be less successful in deceiving o#grscially when others can
observe their nonverbal deceptive cudss study also found thatomen tend to show more
MIE than mepandthosemore attractive speakers are less susceptilthetMIE than less
attractive speakerBecauseheir study was conductedlith video recording, thedegree of
speakerséitractiveness mayaveinfluencel the observersO judgment. HowevBurgoon and
Floyd (2000 conduceda studyon both verbal and nonverbal styles, empiricayptumg the
deceiverOs performance and the observerOs accurarguaathat motivation provides limited
support to the MIE hypothese&S&imilarly, Hancocket al. (2010 discoveedthathighly
motivated deceivers were more successful in theeptgonswithin textbasednline
environmentsThus, we assume thatotivationcan bea predictive factorbutmaynotbea
strong predictoof self-efficacy belie§ andtheability to deceivein the context ohsynchronous
online communicationWe hypothesize that

H1. Thehigher the motivation ahessage sendets deceive, the higher tineself-
efficacybeliefs.

H2. Thehigher the motivation ahessage sendets deceivethe highertheir self
efficacy to deteadthers@nline gender deception.

H3. Thehigher the motivation ahessage sendeis deceive, the easier it is for them to
deceive others about their true gender.

Bandura (197ysuggestedhat the perceived outcomes of actions or behavioysserxe
as motivatorsHowever, he notethat there is a necessary difference between outcome
expectatbns and efficacy expectatiori&ficacy expectations refer thebeliefs thatan
individual can actually perform the action or behavior needed to atisbriipedesired
outcome Outcome expectations refer to an individubiéiefthata particular behavior will have
a particular resuliBandura, 197)/ Althoughself-efficacy can influence behavioral outcasni

is not the soleleterminant of behavipand does natloneproduce the desired performance.

14



Self-efficacyis a cognitiveexpectatiorgenerated from four sourcesinformation first, sel
instructed performance, orgenal mastery experiences; secarbtherOperformancewhich
can influencen individualOgerceptim of his or herown performance; third, verbal persuasion
from others; andourth, selfemotional arousgBandura, 197)f These information sources
influence three interfated dimensions of sed#ffficacy. magnitudeof thetask (ortask difficulty),
strength of conviction in the beliedndlevel oftaskspecificconfidencgBandura, 197)/

Regardlessf the magnitude athetask, selfefficacy beliefs are critical tthe successor
theattempts at succeéBandura, 197,71986 2006 of the gendedeceptionAs wefurther
considetthe correlation amonsggelf-efficacy of the detectofi.e., message recipient) relation to
the success of the gender attributiandself-efficacy of themessage sendgr relation to the
success of the gender imitatjave hypothesize that

H4. The higher the selfficacy belief of detectorsthe easier it is fothemto identify
online gender deception.

H5. The higher the selfficacy belief®f message senderthe highetthar chance of
succeedingn online gendedeception

Considering the generalizability dimension of safficacy, confidence in o@behavior
(or, aset of skill3 may bepositivelyassociated with confidence in other behav{&asndura,
1977. Bandura (200pfurther stated thatultivated, higher seléfficacyin one area or skill may
betransferable to other areas andlskAccordingly, high selfefficacy beliefs regarding the
attribution ofcorrectgender(or, more specificallythe detection of gender deceptiampy be
positively associated withigh self-efficacy beliefgegardinggender imitation andr deception.
Thus, we hypothesize that:

H6. The higher oneOs sefficacy in attributing correct gender, the higreereOselt
efficacy in gendedeception

15



Gender-basedCommunication, Motivation and Efficacy

Theextensive research on theychological, sociahnd biological differences between
males and femals (conductednostly in the context of Western cultures) supports the position
that, in general, males and females exhibit significant differences in their use ofgangua
Holmes (1988 (1995 arguedthat women tend to be more polite, give more compliments,
reference their emotiomaore oftenuse more tentative langua@&d ask more questions,
whereas men tend t@lmore opinionatedefer (or defer) more often to faqtdulacet al,

2001 Mulacet al, 1986, and use more direct forms of spe¢btulac et al, 2001 Mulac A. et

al., 1988. Similar linguistic patternshave beetiound in electronic discoursspecifically in
written text (Herring, 199%. Herring (199% found many linguistic features that serve as clues to
oneOs gender in FtF environments can also serve as@sin online communications:
verbosity, assertiveness, use of profamptliteness (and rudeness), typesepiresentations of
smiling and laughter, and degrekinteractive engagemerthomson and Muracley (200)

found that participants could accurately identify a conversational partnerOs gender based on
genderedinked linguistic features and styles.

The extent to which people use gentigked languagén cueleanasynchronous online
communicatior{e.g., email, blog, or text)as beerharacterized as lacking social presence
(Nowak, 2003. Herring (1995 conducted atudy of men and womenOs conversation
academic electroaibulletin boardsindfoundinterestingdifferences in terms of participation
levels (mernwere moreactive andassertivg and linguistic styléwomen emoté more) Herring
(1995 charactezed nen asheingmore forceful in their assertionsoreself-promoting,
presumptuous, rhetorical, authoritatie@dconfrontationgland exhibiing more humor and

sarcasm. Women, by contrasgremore tenuouand apologetiin their assertions, nda nore

16



justifications, askdmore questionsyeremore personal and supportive of others, andaend
toward language that maintains rappbibdwak (2003 reported that women tendedexhibit
more social presence than men do in Cé@ironmentAnd, Lee (2007 found that males in
particular conformed to masculine gender norms sh@gtypicalmen tended to resist social
influence more thastereotypicalvomen.

Extant research also showed thal@s demonstrate increased levels of general self
efficacy in mathematic problesplving (Pajares & Kranzler, 199%ajares & Miller, 199%and
are also more likely to exhibit higher levels of specific-sfficacy inmultiple contexts such as
reading, learningPajares, 2002003 and technology usgiuffmanet al, 2013. In an
elementary school information search studyrgeet al. (2002 found gender differences in boys
and girls@ollaborative Web search activitiggenerally, boysend to use fewer keyordswhen
conducing asearch and query online. Boggent less time on single webpages, diiggerlinks
more frequently, and are more active than gintsigo etal. (2006 alsofoundstatistical
significance ingender differencen terms of theiinformation search behavior. Based on
evaluatingusesQinteraction withthe search task assignments using eye tracking technologies in
the experimentsnalestend tosearch furthedownon theabstractesults lists of the returned
guery resultsand represented more linear path in their eye movements whereas females tend to
have repeated viewings on the abstracts anddnm®nstrated momegression patterns.

In geneal, males tend talisplayhigher positive seléfficacyin task assignments online,
and gender differences can typically play a role in the motivation to completeTtaskswe
mustinvestigategenderlined cognitive factorso understanttow self-efficacy and motivation
influencegender deceptiorspecifically in the next hypothesise examine gender differense

based orself-efficacy in deception
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H7. Males havemorepositive seHlefficacy beliefs in gender deceptitbran femals.

Likewise,to determinavhether malsor females aremore motivated to deceiye
irrespectiveof context or topicswe furtherhypothesize that:

H8. Males and femalediffer significantly in their motivation to deceive

Gendemay influencenot onlyamessage send@snotivation to deceive but alshe
success rate diemessage send@sleceptionln a study osmall task grougommunication in
asynchronousnlineenvironmentsSavickiet al. (19963; (19960 foundthatin contrasto all-
male groupsall-female groups weresslikely to argue more satisfied with the group decision
making process, and more expressive in asynchronous eolmaunication environmenthis
behavior is linked with higlgroup developmerdommunication styl¢HCS), in contrast to the
opposite behavior seen ati-male orin mixed-gender groups;alledlow group development
communication stylel(CS) (Savickiet al, 1999. Savickiet al. (1999 usedthis paradigm to
study peopleOs ability deceive anattribute genderandfoundthat accuracy in gender
attribution is highefaround 71%Wwhen the message senders are malendnahtheir language
isin the typicdall-male group styleM-LCS). The attribution accuracy is lower (around 55%)
when the message senders are female and their language is in the typical female group style (F
HCS).

However something interesting happens whiesearch participds exhibitreverse
gender stereotypesich asvhen participants communicaBeontragendered@®essages cases
of F-LCS and MHCS. Messages amonsideredontragenderedvhen they demonstratke
opposite of previously identified langudiyender relatinships(Savickiet al, 1999. In these
instances, accuracy in gender attribution foHK2S is much lower (around 40%ut accuracy
for F-LCS is higher (around 66%). If we think of conggandereccommunicatio as a kind of

Opretend@ Operformedgender categofy in whichmales usdanguagehatis more
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stereotypically female and vice velsthengender is socially reconstructed and camged to
form a virtual reality(Rodino, 1997. This isa scenario similar to what we explore in this
researchthe extent to whicklecepton succeds when malesuccessfulllcommunicatdike
females and femaleonmunicatelike males.To understand how caatgendered messages
affectthe succedal outcome of deception, we hypo#iiee that:

H9. Male message sendeare more likelythan femalenessage sendeto succeed in
deceiving others about their genderanline communication.

Gender-basedimpersonation and Attribution

How good are people at pretending to be the opposite geddaifig and Martinson
(2009 suggested that even when individuals are intentionally trying to deceive others about their
gender, their use of words and sentences significantly relate to thdiferg@nder(p. 428)
Herring and Martinson (2094oundthat ina Turing gameparticipantsassessed one anotherOs
genderon the basis aftereotypical content in thaitterances (the action of speaking the words)
rather than their use of gendered discourse styles (i.e., the overall flow of the debate or
communication)Theyinvestigatechow online users determine the veracity of stated identity
from a message source and, moreover, how they imitate deadeneasured by peopleOs ability
to attribute gender accuratelheir results showed thaagicipantsO judgments were wrong
about haltthe time with no better accuracy thaandom chancéNowak (2003 also found that
people tended to make wrong attribution about other participantsO biological Bedites.
(1997 speculated thaincethe use of language ohatsis more malleable than it situations
the poor accuracy of gender attribution might be caused by the fagetigdrcan besocially
reconstructed. Somehatplayers present gender with stable representatidmereas others may
give contradictory performances, break out of binary gender categories;@edteeand

redefine their gender attributéRodino, 1997.
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Moreover, nen and women tend to adopt different communication skills depending on
self-efficacyfactors.Bussey and Bandura (19841992 reportedthat gendedoesinfluence
respondentsO judgmeasswell aobserversO cognitive competentiesnaking judgmentsAs
peopleattributethe behavioof others, theiattributiors areoften guided by preconceptiodae
to gender differencefor exampleBussey and Bandura (199@und that boys tend to pay
more attention to gendstereotypeshan girls. Othecontextuafactorssuch aghesocial
structural arrangements social networkef human interactions also play critical r®ie how
gender is attributedPreviousresearcldemonstratethatmalestypically havehigher sel
efficacy beliefs in mathematical problesolving, reading and writing skill2002 2003 1995
1994, and wehavehypothesizd that males haveore positiveself-efficacy beliefdan the
ability to deceive regardingender (H7) To further understand how gender affects-gedficacy
in attributingonline gender deceptiowe furtherhypothesize that:

H10.Males demonstratkigher selefficacy beliefshan females attributing online
gender.

While we may assert themportance of seléfficacy in gender attribution, the analysis by
Savickiet al. (1999 notablyshowedno significant differences between male and female judges.
Males were not more confident in their judgments (or attributiogenflerbasedmessages)
than females, aniddividuals®eliefsin the accuracy dheirjudgments did not correspond to
accuracy in gender attributiobikewise,Lee (2007 reported in atudy of gendered language
thatyieldedresultssuggesting thgteople are nagkilled at detecting gender stereotypes online.

In LeeO§2007) experimentshe set u@n online game ttacilitate the study oflispositional and
situational factorshat relate to these of gendelinked language. This study fod that
individualswho do not exchange descriptive personal profiles (e.g., age, hoblyredactnces

were more likely to attributeorrectgender from theicommunicatorslihguistic cues.
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Beliefs perceptionsand preferencesftenvary between gende Croson and Gneezy
(2009 reportedthatmales tend to be motrustful than femalesbut thatmalesalsotend to take
morerisks and be more confiderand theipreferencesend to becontextspecific Interestingly,
Eckel and Wilson (2004oundthatgender influences trust decisiofisust is not a problem of
risk, but a problem of judgmerin atrust gamemalestencedto bemore trusting thafemales
when given only textal information about a game partner. Howewather contextual factors
(e.g., attractiveness and ethnicity) also influence trust decisions. For extenpées were more
trusting tharmaleswhen participants were given a photo of the parWWéren a participant was
uncertain about a situation, he or she would inference all possible source of information to
determine whether their game participant is trustwomttowakO£2003 study of gender
attributionin participants who engaden a desersurvivalexerciseacross networked computers
foundthat the majority of participantsereeither wrong or unsure (69%pout thegenderof
their partnerandthose who werensure(confederatgwere more likely to assign credibilitg
their partnele.qg., respondents were askeltetherOthe confederate was knowledgeable on the
topic, professional, cooperative, and influentiiowak, 2003, pp. 91 & 94Evenwhen
womendemonstrated highability in developng social presencen social medighan men
Nowak (2003 found that attribution of credibijtand immediacy involvement were not
significantly differenffor men or women. Based oNowakO£2003 discovery weinvestigate
whetheranobserverQge., detectorOs anessage recipient@endethas areffectonthe success
outcome of deceptigmndthushypothesize that:

H11.Females hava higher success ratthan malesn detectingonlinegender
deception.

In a study of gendepreferential language during informal electronic exchanges,

Thomson and Murachver (200fbundthatper 100 wordsfemale language wasgnificantly
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more likely than maléanguageo contain emotiorpersonal information, modals, hedges, and
intensive verbsOther differences were observed: Female language contained apologies-and self
effacing comments, whereas madefendid not;moreoverfemales asked more questipns
whereasnales stated more apons.However, vhienThomson and Murachver (2004sked
respondents to judge the gendethaf author ofthese messages in the second experintesy,
found, much likeSavickiet al. (1999, thatthe gender of thgudgeshadno effect on accuracy.
Sixty percent of judges attributgendersuccessfullyfor 14 out of 16 messagéBhomson &
Murachver, 2001 In a third experimenfThomson and Murachver (2004slkedrespondents to
evaluate the gender of an autlaiting aboutgendefneutral topicdy using a rating scale. The
female version offtese messagesntainedadditional references to emotion, an apology, and an
intensiveadverb (e.g., OreallyO); the male versimmainecho apologies or intensivaverbs

butdid contain insuk andlongersentencegThomson & Murachver, 2001These findings

show thafprecorteptions ofktereotypicafjendespreferential language do play a significant role
in how pe@le attribute gender.g@ple do judge communicato®giender based on gender
preferential language, suelsthe use omore apologieby femalesandof moreinsultsby

males Becausamale language styles are easier to recognize than féangleage stylest may

be easier fofemale deceiver® imitatea male than vice vers@herefore we hypothesize that:

H12. Detectos that perceivenessage sendergéhderasmaleare less likely to attribute
correct gender.

Based on the review ambovediscussion, we have identifieglf-efficacy, motivation,
andgende as majorcontributingpredictorfactorsin an online communicatorGability to
deceive andto the success rate of his or lieceptionThese factorsmay also influenca
detectorOs ability tscoverdeceptionOur research hypotheseserefurther studied and tested

in controlled experimentfiroughanasynchronousnline game
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METHOD OLOGY

We desigredanasynchronousnline game fothe purpose ofontrolled experiments
whereparticipantsare assignetlothgenderolesat different timess they progressithrough
thestudy This online game was designed to misicialinteractionsn oneto-many
asynchronous communicatierhile preserving each participantOs privatye communication
initiator was the message sendehereashe messageecipientwas called theeceiver (or
detector).The influence operipherafactors, such aaffect and time were not measurable due to
the asynchronous, randomized, and anonymous nafttine design and the difficulties of
determining sentiment via textual communicatibhe researctwasspecificallydesignedo
study participantsO attribution of language andtheir cognitive perception ajender from
online messagda the context bdeception ParticipantsO language wsasnotthe subject of
this investigation

Our studdrameworkwasdesigned to illuminatBow a deceptive communicat@r
deceiver)interact with a potentialy deceivedoarticipantin aoneto-many asynchronous online
communicatiorenvironmentlt wasalsodesigned taletermingo what extehpeopleonlineare
capable of deceivinmessageecipients about their gendandwhether people are capable of
attributing gender when people arethful or not truthful, and whether the level of knowledge
about a topigénfluencesefficacy ingender imitation andeceptiorattribution.Within this
framework,asynchronousocial interactiongsvereenabledoy computermediatedechnologies.
Research Dsign

To create the contextualiich data structure needed to pursue our research aims, we

®> Oneto-many refers to a game setting where one playewéngnultiple chances to evaluate online
communications from multiple players.
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invited users ofdiverse existingocial medigDsocietiesO to a new sociotechmjaaie portal
calledthe Virtual Funhous&(seeFigure2), which wasstagedon asocial medialatform(i.e.,

Facebookandcontairedcontrolled scenarios orderto simulak social interactions

oA

& C M O https://apps.facebook.com/isensor/?code=AQDHIUz2wCixrKNeyPwi... T3 =
@ Fsu College of Corn: [l Pearson Custom Lib FSU Office of Comm: () FSU iSchool: Travel »

n iSensor Research Q

’ iISensar
THE FLORIDA STATE UNIVERSITY

iSensor uses Online Games as a medium to conduct research

The following games are available for you to play!!

Guess Who?

3 | 1ecChat(22)
Figure 2. Virtual Funhouse Game Portal

Virtual Funhousas a livelaboratory for conductingociotechnicatesearch in a game
environmentDuring structured garaglaying, we assess social actorsO cognitive constructs e.g.,
motivation, seHefficacy, and perceivedegder based on their written language (i.e.,

asynchronous messages as usersQ information behavior) in various online interactive scenarios

® Virtual Funhousds hosted ahttp://isensoranalytics.com/here users (players) are authieated through their
Facebook accounts, with data collected and stareally at the Florida Stateriversity.
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Through this portal, wexaminehow online actorsissess andttribute each other@sguage
(i.e.,informationbehavior expressed in text communicatiomhengender is not explicit or
apparent.

In our study, participants were invited to endorse andtatgments based on their
personal opinionslThe Guess Wh® game was designed to allow for random invitation of
partiapants who entered the game through a Facebook péftit.participantgave their
consenttheyprovided demographic information such as their ge(alselared on the Facebook
profile), which was consideregroundtruth data in the context of the sampling frarGame
playerswere asked for their nans&and contact detailsndwere told thisinformationwas for the

purposes of remunerationable1 shows the three phases of the study.

Table 1. Study Design

Study Phase Steps forStudy Respondens

Phase 1 I Choosédour topics and rate their own levels of domain knowledge
(truth-telling) I Provide statements @tories about those topics

Phase 2 I Attribute gender othe author of tw@nonymous statements

(attribution/detection) ! Rate their own knowledgend selefficacy of given topics
I Provide reasons for their attribution (gender assignment)

Phase 3 I Imitatethe opposite gendeip(ovide statements as if they were the
(imitation/deception) OPPOSITE gendgr

Exit game I Provideself-efficacyand motivation ratings.
I Re-enter the game at Phase 2 to attribute a new stat@ments and
create nevgenderdeceptivestatementgoptional).

This online game mechanisrasdesigned to include three phases, and the game could
be played multiple times. The first phase was the baseline phase (P1 in Figure 3). In this phase,
we asked players to choose two topics and wrote their truth-telling statements based on the
selectedWe provided 62 topics, ranging from categories of current events to random topics

(e.g., biking, laws, ways to waste time). Our goal was to provide categorical topics thaswere
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(culturally) gender neutral as possible. Game players were then asked to write about these topics
in a few sentenc&eitherto explainwhat theyknew about a particular topic ¢o tell a story

about a particular topic.

No @ P1: Baseline

Yes
\ 4
Demographics P2: Detection [€=========x i
- 'No
1
1
v v
. Option
P3: Deception [=--
Welcome p to Exit

Figure 3. Game Design Schematics

The second phase (P2Rigure3d) alsocollectedbaseline dataf theplayersO natural
state of attribution (detection phase). After players attributed gender based on the randomly
displayed statements (by default randommdédbe RANL) function inthe MySQL database),
the result of gender attribution (where 0 refers to successful gender deception/failed gender
attribution, and 1 refers to successful gender attribution/failed gender decegatgon)
immediately shown to the players. To ensure that players were not suspicious about the gender of
respondents who wrote the statements they were attributing, the section in which players were
asked to provide two statements about the same topics as if they were the oppositeagender w
shown last. In this phase, players were shown two statements written by other participants in the
study, but players were not told under what circumstances (P1 baseline truth-telling or P3
deception) the statement was written. Two of these statements were randomly ddayetfate

default RAND() function in the MySQL database to randomly display the questions from the
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dataset collected from the previous section. In this phase, respondents were asked to attribute
gender to the statemearand provide theiconfidence rating based on thetitribution to those
statements.

The third phase of the garsartedthe participantOs training for gender dece§i@®in
Figure3; measures illustrated WppendixA) by asking them to imitate the opposite gender;
maleswere asked tgive a statement usingf@maletong and femalesvereasked to give a
statement using a male tore this phase, we asiplayers to provide one s&hent for eaclf
thetwo topics they selected Phase butto write thesestatements with the purpose of imitating
the opposite genden this statement, players were asked to wher statement basexh the
topic.

Although tis online game could @ayed multiple timeby each playerased on the
systemsO design, playdis notevaluate their own statement, nor did t@gerve the same
statement twiceAfter completion, playera/ere given the choic® either replayor exitthe
game However, wereated the data from these participants whentered into the study as a
treatment group ifrigure3 and entered into the detection phase (F2gare3). If the players
chose to replathe game, they were shown two statements written by other participskes to
attribute gendeto the statemest and asked to provide their confidence rating based on their
attribution ofthe statements. In our database, we matkege playeras thedeceptiortraining
dataset becauseaphwere influenced by the RBiasan whichtheyOdeentold to imitate the
opposite gender. Theplayers atered the deception phase (RFigure3; measurepresented
in AppendixA) wherethey selected two topi@about whichto write statement8efore exiting
the game, players were aslatestions about the strategies they used when pretending to be the

opposite gendethefactors contributing to their successful gender attributtugiy efficacy
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ratingfor writing the deceptive statements, ahdirlevel of motivation
Participants

Datawerecollecedduringthespringof 2013. Theappropriate institutional human
subjectcommittee approved the stddyll participantsgavefull informed consentParticipants
were recruited throughtFFcampus activitiesandalsoFaceboolkbased on their availabiliyom
severalUS-based universitiewith anincentive ofthechance to win an iPashuffle. Participants
weregiven options to select and deposit their statements based on 64Amueadix B) The
total number of participants was 13hd theyconsisted 064 females (48%) and 70males
(522%). The participantglirectly assigned these gender categorizatimm Facebook, which
was verifiable with their biological gendétor all gender variablethe male groupvascoded as
010 anthefemale group as @AIn our samplethere was no tragender representation.
Therefore, the mean efich ofthese variables indicates the proportion of male¢he variable.
The 134 unique patrticipants generated 413 recordsi( 3)that wereusable for statistical
analysis Of the 413ecords, 50.6% of thmessage sendewere femaland 49.4% were male.
Femalesccounted fod4.3% andnalesfor 55.7%o0f the detectorsThe average age of the
overall samplevas22.6 years (mode and median ages21) within a range of b8 years The
average age/as23.2 yeargor femaleparticipantsand 22.1 years for male participants.
ANALYSIS AND RESULTS
Gender and Topics

We ran a chsquare test for the dependency between the actual gender of the message

sender and thehoice oftopics The chisquare (%) result is significant!€ = 409.33df = 58,p <

" Florida StateUniversity Institutional Review Board (IRB) appral/uman subject research with the approval
protocols #2012.8928 and #2013.10760.
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.001) meaning that the participants selected a wide range of topics of interests in their e2sponse
The phi =.996(f < .00]) indicates a strong positive relationship between actual gender of the
sender and 62 topics of interegigditionally, we also ran a clsquare test for the dependency
between the perceived gender of the message sender, and the frequency in choosing the topics.
The chisquare (%) result is significant!¢ = 117.51,df = 58,p < .00]) with high degree of
freedom (df = 58) meaning that the participants selected a wide range of topics of interests in
their responses. The phi = .538<.00]) indicates a strong positive relationship between actual
gender of the sender and 62 topics of interédtlsough there e significant associations
between topic and ti@erceived gender of the sender, (actual) gender of the sender, and task
outcome (successful attributioh the actuagende), the expected count was less than 5 for each
topic in greater than 20% of tleells in all of the chsquare tests.

In the overall sample, the likelihood ratio is 143.9d6<58, p < .001)between topic
and perceived gender of the send&5.595 between topic and gender of the serder $8,p
<.001) and 138.463df = 58, p <.001) between topic and successful gender attributiaheln
first two casesthere was no significance in the directional measure of Sothetgfgesting that
these variables are not necessarily associated in a directional relationship. Cedsiagopi
gendered simply based on cultural/societal norms, which is not something we can control.
However,413patrticipants utilized 59 of our 62 topics across both genders. The exception
occurred in the deceptive state subsample of the topic and genderearidie analysis. Here the
likelihood ratio is 372.421df = 40, p < .001) with SomersO d value€xifo8 forsymmetrical D
.074(p < .05)for gende of the sender dependent, @44 for topic dependefp < .05). These
negative and weak values imply thia¢ participants malgave beerttrying to be deceptive about

their genderSince topical stements presented to the participantaforbutionwere
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randomized, the chanceseasdch participangetting a truthful, deceptive, or a paular topic
should beequal.

Table2 presentshemean M) and standard deviatio®D) of each variable as well as the
Pearson correlatiotoefficients among the variableéss expectedmotivation to deceive was
positively correlated with gender imitation sefficacy(r = .38, p <.01) and negatively

correlated with seléfficacy of correct gender attribution£ ©194, p <.01).

Table 2. Descriptive Statisticand Pearson Correlation Matrixrf = 413)

Measure Mean SD 1 2 3 4 5 6
1. Gender of €nder .49 .50

2. Perceived gender o 51 50 -.14*

sender

3. Gender of eceiver .56 .49 -.006 .058

4. Motivation 479 1.71 -.245* -102* -.04

5. Attribution dficacy 465 1.75 .025 .086* .034 -.194**

6. Imitation dficacy 424 114  .19** 071 -.028 .382**  272*

7. Outcome 43 .49 .025 -.008 -.094* -.063 .027 -.047

* p<.05;* p<.01; Outcome: 0 Successful Gendéttribution; 1 = Successful Gender
Imitation/Deception

Gender attribution efficacy was positively correlated with gender imitation sel&eyfic
(r=.272,p< .01). Gender of the sender was negatively correlated with the motivation to
deceive (= B.245p < .01). FemalesM = 5.21,SD =1.36,n = 209) were significantlyt(=
5.10,df = 365.26 p< .01, equal variances not assumed) more motivated to deceive than males
(M =4.37,SD =1.92,n = 204) in the overall sample. Gender of the communicator was also
correlated with gender imitation efficaay< .19,p < .01); malesNl = 4.46,SD = .99 were
more confidentt(= B3.99df=411,p < .01, equal variances not assumiedheir ability to
imitate gender than femalesl € 4.02,SD= 1.23).

Our findings support studies that show humans are generally ineffectual lie detectors
(Buller & Burgoon, 1996Ekman & O'Sullivan, 1991). In our sample, participants were correct

in attributing gender only 43%6D =.49,n = 413) of the time, 7% less than chance. This result
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is similar to whaterring and Martinson (20Q4ound in their Turing game study but much
lower than thé&s0E68% lie detection rate of the general public as founBraypket al.(2004).
Our findings further suggest that humans aredmttier deception detectors in tédsedonline
environments. In contrast to findings Bomson and Murachver (200bur results show in
Table3 which indicates thdemales were significantly more accurate (48.08%,=.50,n =

183) in attributing gender than males (38.68H,=.48,n = 230) in the overall sample.

Table 3. Mean Differences between Male and Female Participants

Factor Males Females Analysis
M SD n M SD n t df p
Successful Gender © .387 .48 230 0.481 .50 183 1.91 385.8 <.05*
Attribution (38.7%) (48%)
T 44 50 78 .56 .50 60 1.37 136 >.05
D .35 .48 152 43 .49 123 1.40 257.0 >.05
Successful Gender © 559 .49 204 0584 49 209 -51 411 >.05
Imitation (55.9%) (58.4%)
T 47 50 55 S51 50 83 -51 136 >.05
D .59 .49 149 .62 .48 126 -61 273 >.05

Note:O=Overall; T=Truthful, D=Deceptive; = equal variees not assumed

Order Effects

Our study distinguished between the performances of participants playing the game for
the first time from performance on subsequent attempts. It is possible that a learningightve m
be involved where participants had not only submitted truthful and deceptive statements of their
own already, but had also appraised the statements of other participants after the Phase 3. In
order to identify whether a learning curve occurred where a participant could be a better imitator
of the opposite gender by the end round of the game, an order effect was observed in the overall
sample (including male and female participants) between the first and subsequens dgtsmpt
Table 4). Successful gender attribution occurred at a rate of SD% (50,n = 138) in the first

attempt (or truthful state) and at 39.273®(=.48,n = 275) in subsequent attempts at the
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deceptive statélhis drop in rate was significarit£ 2.06,df = 268.33,p < .05 with equal
variances not assumedhversely, the rate of successful gender imitation significghtty2.06,
df = 268.33p < .05 with equal variances not assumedjeased from a ratd 60% SD =.50,n

=138)to 60.73%(SD =.48,n = 275)in the overall sample.

Table4. Differences between Truthful and Deceptive States

Factor Truthful State Deceptive State Analysis

M  SD n M SD n t df p
Motivation of Deception 5.14 1.16 138 461 1.69 275 299 411 <.01
*Males 485 1.84 55 419 192 149 222 202 <.05
Successful Gender .5 (50%) .50 138 393 .48 275 2.06 268.3 <.05
Attribution (39.27%)
Successful Gender .5(50%) .50 138 .607 .48 275 2.06 268.3 <.05
Imitation (60.73%)

Note: = equal variances not assumed

In summary, Table 4 suggests that subsequent attempts through the game may decrease
the participantsO ability to correctly attribute gender and increase their ability tefiligces
imitate the opposite gender. However, this order effectimggnificant when comparing the
rates for male and female participants as separate subsasga€alfle 3).
Path Analysis

A path analysis was conducted irpMs 7 (MuthZn & MuthZn, 1998-2012) to furthest
the research hypotheses based on the proposed theoretical model (see Figure 1). The initial
model had 19 parameters. A parametasadded to the model because it was theoretically
meaningful and significantly improved the fit of data to the model. To compare models, the
following indices were considerethe Akaike information criterion (AIC) (Akaike, 1973), the
Bayesian information criterion (BIC) (Schwarz, 1978), and the chi-square differencé st (
Because the key outcome varialileceptionwas dichotomous (failure or success), a binary

logistic regression function was used to conduct the path analysis. For each outcome Rariable,
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was obtained

Figure 4. Parameter Estimates from the Final Path Analytic Model

The initial modekesulted inAIC = 4900.13 and BIC 4976.58. Adding a regression line
from perceived gender themessage send@s seléfficacy decreased AIC to 4888.99 and BIC
to 4969.45This added parameter significantly improwkd fit of the data to the mod@! 2=
13.36,p < .01). Using perceived gender to predice message send¥s seléfficacywas
theoretically meaningful becaysecording tesocial cognitive theorygenderrole development
is continually beingconstructed by a broad network of peers and societabmfkgBussey &
Bandura, 199P Although perceived gender of theessage sendaran online communication
contextmay affecthemessage send@s seléfficacy in deception, the current research design is
not equipped to explain this relationshigure4 presents thetandardized path coefficients
from therevised model. For the variables predictihg dichotomous outcome variable

deceptionpath coefficients were presented in the logit.ukipositive value, zero, or negative
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value of a logit means the likelihood of deception succasspectivehyhighea, equal to, or
lower than thdikelihood of deception failureSolid lines indicate thahé path coefficients were
significantly different from zero &t of .05 whereaslashed lines indicate that the path
coefficients weranot significantly different fom zero

Selt-Efficacy and M otivation

Among thesix hypotheses related to selfficacy and motivation (HAH6), only H1 and
H6 were supportedis expected,iemessage send@s motivatiorb(= .545,p < .05) and self
efficacy to detect deceptiob € .354,p < .05) positively predicted thmessage send@s self
efficacy to deceive.

The H1 findings correspond to Banduré&sdura, 197)claim that there is a close
relationship between motivation and sefficacy. Additionaly, Bandura suggested that self
efficacy in one area may be related to-gdfiicacy in other areas. Our stuglgowsthat the
higher oneOs safficacy in attributing correct gender, the higher oneOsfielicy in gender
deception (H6)Contraryto theH2 hypothesis, thmessage send@s motivation negatively
predicted his or her seéifficacy to detect deceptiob € £193,p < .05). In addition, detectors
who perceived the gender of theessage sendasmalehadhigher selefficacy p = .330,p <
.05). The percentage of variancetire message send@snotivation, selfefficacy to detect, and
selfefficacy to deceive as indicated Bywas 6%, 4%, and 39%, respectively.

Hancocket al. (2010 suggestdthat motivated liars are more successfulomputer
mediated onlin@nvironmentshan in F2F circumstancedowever, our studdid not support
H3in thatno significant differencevasfound betweenmmotivation levels of gccessful and
unsuccessful gender imitatpesid no significantelationshipwas foundoetween motivation

level and successful gender attributi®his might be caused by the motivational impairment
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effect posited bypePaulcet al. (1988 that the stronger the deceivers are motivated to deceive,
the more they will delibately control their verbal and nonverbal cues, winethucedsuccess in
deceiving othergOur study confirmshefindingsby Burgoon and Floyd (20Q@hatmotivation
is not a good predictaf liarsO deceptive behavitve speculate that the contrastween these
studie® findingsvasdue todifferences in research design. Participants were given a list of
discussion topics as task assignmentdancocket al. (2010, whereagarticipantsn the
present studyere asked tarite intentionallyas the opposite genden a chosen topio the
online communication environment

Previous researdmasindicated that individuals perform poorly when trying to identify
deceptionn interpersonal relationstsgBuller & Burgoon, 1996Ekman & O'Sullivan, 1991
Franket al, 2004. In online environmentthe path coefficient fronself-efficacyto successful
gender deception wassignificant atanalpha level of .05Therefore H4 was not supported.
Similarly, there was no significapath coefficient frongender imitation seléfficacyto
successful gender deceptidr®nce H5 was not supported.

Gender

Among thesix hypotheses related to gende7EH12), only H7, H§ and H1l1lwere
supportedThe positive path coefficient indicated that males have higher mean scores on the
outcome variable than females. The three hypotheses that were supported byate data
discussed irthe followingparagraphs.

(1) Comparedvith females, males tended to report more positiveef@tfacy beliefs in
gender deception. The standardized mean differestweckn the two groups was Hp < .05.1t
seems that males are more confidbah females their ability to deceig others about their

gender in texbasednlineenvironmentsTherefore H7 wassupportedThis finding
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corresponds with findingseen in(Croson & Gneezy, 20Q0®reber & Johannesson, 2008
Feingold, 1991

(2) Comparedvith males, females tended be more positively motivated to deceive.
The standardized mean differen@keen the two groups whs= .490, p < .05.Overall,
althoughmales tenddto be more confident (H7)heywerenot moreeffective at imitating the
opposite gender in practidaterestinglywe found that femalmessage sendewere
significantly more motivatethan malenessage sendstio imitate the opposite gendg#8).
Accordingly, it seems that females who chosedplay the gameere more motivated to imitate
the oppose gender (H8). However, the factors behind this motivation andalelftion need to
be investigated in future research.

(3) Comparedvith males, females were more likely to be successful in gender detection
with b =402, expl) = .669,andp < .05. Thus, HlIlvassupported. However, the six
predictors(message send@s gender, motivation of timessage sendey deceive, seléfficacy
of themessage sendaserceived gender of tmeessage sendatetectorOs gendandself
efficacy of the deteor) explainedonly avery small percentage of variance (2%) in the
deception.

The other three hypotheses (H9, H10, and H12) were not supported by théhdeta.
was no significant difference in successful gender imitation rates between nhfesnales
(H9). Our findings suggest thaieither gender ibetter tharthe other at imitating the opposite
gender in texbasednlineenvironments. Thus, HRasrejectedIn addition, here was no
significant difference in gender attribution efficacy betweetesand femalegH10). In other
words, while males have more positive sefficacy beliefsm gender deception than females,

(H7), males do not demonstrate higher sd#ficacy in identifying gender fraud than females
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(H10). Thus,H10wasnot supported.

Our findings concerning the accuracy of perceived gender seem to singpiantling by
Savickiet al. (1999 that gender attributions based on ferrgdedered language are more
accuratean the context of contrgendered messagétowever, ve found no significant
differences in the likelihood afetectionfailure or succesBetweerdetectors who perceidehe
message sendssismalesand those who perceived theessage sendeasfemalesH12). This
means thathe outcome of gender fraud is not influencegbygpleOs perception of the
deceivers@ender adeingmale or femaleThus, H12wasnot supported. This suggests that the
deceptivepriming at the end of Phase(8eeFigure3) may haveaffectedthe participants@bility
to perceive gendexccurately
Summary of Hypotheses Testing Results

In the hypothesized modédtur variables (includingnessage send8rselefficacy,
motivation,detectorOself-efficacy, and deception success) were outcome variables. The
percentage of variance explained by their prediatanged from very sméllonly 2% for
deceptioiN to largeN 3% for message send@s seléfficacy. It suggests that for those outcome
variableswhereonly small percentageof varianceare explainegdthe predictorencluded in this
model(including gendennessage send@s seléfficacy, and motivation) are not good predictors
for success of deceptioRarticularly for deception (with 2% variance explained), amgout of
the six predictors showed significant patitoefficient(i.e., detectorOs gendekithoughthe
detectorOs gender was a significant path coefficient for successful gender at(fémtites
were better than males), the rate of successful gendbuatin was still below chancé&he

hypotheses of this research model are summarizédule5.
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Table5. Research Findings

Hypotheses Results

Hypotheses Related to Motivation and SelEfficacy

H1. The higher the motivation ofiessage sendeto deceive, the higher  Supported
their selfefficacy beliefs.

H2. The higher the motivation ofiessage sendeto deceive, the higher ~ Not Supported
their selfefficacy to detect othersO online gender deception. (but statistically
significan)

H3. The higher the motivation afiessage sendeto deceive, the easier it Not Supported
is for them to deceive others about their true gender.

H4. The higher the selfficacy beliefs of detectors, the easier it isttem Not Supported
to identify online gender deception.

H5. The higher the selfficacy beliefs ofnessagsendes, the higher their Not Supported
chances of succeeding in online gender deception.

H6. The higher oneQs sefficacy in attributing correct gender, the highe Supported
oneOs sedéffficacy in gender deception.

Hypotheses Related to Gender

H7. Males have more positive sadfficacy beliefs in gender deception thi Supported
females.

H8. Males and females differ significantly in theiotivation to deceive.  Supported

H9. Malemessage sendeare more likely than femateessage sendeto  Not Supported
succed in deceiving others about their gender in online communicatior

H10. Males demonstrate higher sefficacy beliefs than females in Not Supported
attributing online gender.

H11. Females have a higher success rate than malesectingonline Supported
gender deception.

H12. Detectors that perceiveessage sendsd gender as male are less  Not Supported
likely to attribute correct gender.

CONTRIBUTIONS TO RESEARCH AND PRACTICE

This study informs ongoing computer-mediated gender deception research and
illuminates the multifactorial process of online deception. Our work has contextualizetl exta
research findings by evaluating gender deception within the very environmental conditionsN
computer-mediated asynchronous communication systemsNwhere the problem is found to be

most prevalent in the real world (Brady & George, 2013). Context-specific factors (e.qg.,
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asynchronous online communication, random displajismiussion topigandrandom
assignment ofender role playvereincorporatednto our research design to ensure that
findingsaddres our theoretical understanding of this phenomemamal validate the complex
sociatcognitive process of gender influence on-sdlicacy and motivabn of the deceiver in
relationto themessage recipie®s gender and sefficacy in detecting deceptioRrevious
researchhasfound that humans are not reliable detectors of deceffkkman & O'Sullivan,
1991 Franket al, 2004 Whitty, 2003. Our study confirms that female participants were better
than male participantst attributing gender in asynchronaugine environmens. However, his
finding furthersuggests that the concept of gendeoisiplex and multifacetednd warrants
further researdl particularly in the areas gfender identity and deception in online spaces.
Deceivers may tend to adopt cortrendered strategiés hidetheir deceptive motives.
Cognitive factorgsuch as motivatin and seklefficacy)for bothmessage sendeandrecipiens
may not be good predictoo$ deceptionargely due to the interchangeable play of the gender
roles(based on the study desigAfs people are more aware of the gender deception
phenomenon, thelyecome more skepticaboutsteredypical gendedinked language
representation, whictmayinfluencetheability to attribute and identify correct gend&n
increasehe predictive powenf thesecognitive variables, further research should include
behavoral predictors, such asessage sendsperceiveccredibility, competencéor social
presencegonsistency of informatiopresentationlanguage useand message recipientsO
trustfulness andegrees obias

Nonethelesshis study contributes tilne understanding of onlingenderdeceptioroy
examininggender difference as a key control faceenderappears thhave areffecton a

message send@snotivation to deceiveOur study found thahales have higher positive self
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efficacy beliefs in gendateceptionwhereagemales hava higher success rate in detecting
gender deceptiotdowever,no gender differenceas foundassociated witBuccessful
deceptior(i.e., the success of gender deceptibiRewise, theravasno gender difference
associated uh self-efficacy beliefgelated tacorrectlyattributing gendeonline Although
message sendamay be motivated to deceivéheir motivationdoes not make it easier for them
to do so Ther chances foactual success online deceptio@arenot positively correlated with
self-efficacybeliefs.Overall, e higher the motivation aihessage sendeto deceive, thimwer
thebeliefin their ability to detect online gender deceptidikewise the higher thenessage
recipientOself-efficacy belef, the easier it is for them to identify onligenderdeception.

Our sample comprised experienced users of online social media environments, which
represent the context of our investigatidtthoughthe majority of the participants were
undergraduatetgdents andhe samplenay not baepresentative of thgenerapopulationin all
dimensionsincreasedjeneralizabilitywasachievel becaus®ur researciparticipantsvere
randomlyrecruitedanddata fromparticipantsO truthful and deceptive statemeetsrandomly
displayedo participantsvho werein the detector modey usingthe RAND() function in
MySQL. This indicates that the chances of participants getting a truthful, deceptive, or a
particular topic should be equé@lur study also suggestthatno significant differencewere
foundin the likelihood of gender attribution success or failure based on the perceived gender of
themessagsende. Thus, while topicef discussiormay be perceived as gendefedy.,
knitting svs. football) these pemptions did not impadhe success or failuref the deception

Deceptve communicationsan pose aonsiderabléhreat wherthey driveonline
transaction fraud, theft @redentialandintellectual propertyandthreats against national

security Online communicators must frequently determine whether the source of nsssage
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legitimateandwhether the identity of the communicator is validly represemadnline userOs
ability to assess credible informati@illigoss & Rieh, 2008Liu, 2004 Rieh, 2002 is essential
in protecting their information privacy and online saf@typez & Sebe, 20)3A practical
finding of this studyis its identification ofgender as a factor in detectiggnderdeception in
social mediaelationshig, anddeceptve friend requests for sociglinancial or business
relationships. The study also contrigsito the domasof detecting®pear phishingO attacks
where targeted online users are psychologically manipulated by deceivers with various strategies
in the context of asynchronous communication
LIMITATIONS AND FUTURE RESEARCH

As with all laloratoryexperiments, the proposed reseatekigndid not aim tanaximize
predictiors through a complete path model and teukibits certain inherent limitations. tur
laboratory experimentgertaincontrols(i.e., usersO limited interactions were controlled in
asynchronous online environment, interchangeable gender role plays were randomly displayed,
and different phases of deception and detection on randomized topics) were implantraed
expense of conktual realism and generalizability of resuligursuit of precie measurement of
online usersBehaviorsAlthough one may argue that using online games as a research medium
may be overly simplified or artificial, that social cues fem in textonly online environmers,
and that no actudhceto-faceinteractions were drawbacks indistudy, these limitations can
helpclarify onlinedeceptive communicatignn a significant percentage wfcidentssuch as
gendeifraud where a communicator might becggtive in arasynchronousnline transaction.

In contrast tahe synchronoumterpersonatomputermediateddiscussions designed and
conductedy Ho, Hancock, Booth, Livet al.(2016; (2015 2016, our research design

displayedasynchronous, randomizé&die or deceptivdext mesages to participant¥he
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difference in research design nfagveintroducel different resultsFirst, this research design
may decrease the participantsO ability to correctly attribute gerdiarcrease their ability to
successfully imitate the opposgender. However, the order effect was not observbeiag
significant when comparing the rates for male and female participants as separatplashsa
Second, aMcCornack (1992 (1992 suggestedelationshps andhistoricalknowledge
between actors can b@important baseline factor mttributing truthor deception to
communicatios. Our study desigmid not foster longterm relationships between participants.
Participantsn thisasynchronous texttased gamwereunable to interpret or attribute deceptive
or truthful behavior througthe kind ofcues and behaviorsadilyobservable in synchronous
and/a FtF communicationLikewise, rticipantswereunable to build on the knowledge of
previousinteractionswith each other. Thengasno chronologyand trustbuilding activitiesin
participantsO relationshipver time.

Participants were recruited from the universities located in the United States, which
indicates that the samples were drawn from Western, Educated, Industrialized, Rich and
Democratic (WEIRD) populatio(Henrichet al, 201Q. Although the thin slicef the samples
does not represent the general humanity, this study however represents thoesguvenky
communicate using modern computeediated technologieBue torandom recruitment, the
numbersof participants in the study weséightly unequal interms of gender. This unequal
distribution of male and female participanay have been an issue and prodwcéias in the
analysis and finding#\lthoughno playemwasgiven thisinformation the randomness die
research desigaffordsmessage recipnts an equal chance to attribute genderaddition,
participants whdiadnonbinarygendersvere not appropriately represented or facilitated by our

choice of authentication and research design.
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Future researcWill include investigation otognitive factorgelated to thedentification
of trustworthy message sourcas well acommunicatorsvho seek to obfuscate tinedentites
in terms of gendetrust, topic of interesgs well as other characteristi¥ge expecthatour
findings will assist both practitioners and researchers in developing a richer understanding of the
phenomenon of deceptive online communication and the role of germanputermediated
deception, including identitiraud We plan to conduatontent analysis of sttegiesand
language ustor gender imitatiorasprovided byrespondentswith linguistic analysisof the
actual text they empl@gdto imitate the opposite gendsw as tacomparghemwith grammatical
concepts and gendénked language featurgeespectiely. Future research designs may use
synchronousnlineenvironments telarify the influence of time and relationship historyamts
of deception.

CONCLUSION

The dangesof deceptive communicatisinavegrown over the pasteveral yearas
more individuals have crossed the digital divid@articipatein a wide rangef online activities
from transactional electronic commerce to digital governraeda wide range ofomputer
mediatedsocial interactions. In this milieu, the criticale of trusedonline communication
requireshatwe understandhe cognitive factorsnvolvedin detecting deceptiofM his study can
inform thefuture construction ofyender deceptioresearch models, includimpmputatioal
deception learning systenThrough these efforts, we hope to establishotmes for a practical
understanding ahe multfactorialaspect®f gender deceptioim online communicatian
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APPENDIX A: MEASUREMENT DETAILS S

P1: Gender Imitation (Truth -Telling BaselinePhasg

Topic (Selected from dropdown menwlease choose a topimd describe what you know about
given topic or tell a story involving that topic.

Topic 1: | Topic 2:

Describe what you know about the topic you seledelba story involving that topic. Pleaseite a
few statements about this topic. (Textbox has a@@acter limit.)

P2: Gender Attribution (DetectionPhasg

Display [Topic 1] statement Outcome selection: Male or Femal

Display [Topic 2] statement Outcome selection: Male or Femal

GenderAttribution SelEfficacy

How confident you were in choosing the gender efrttessageemderfor the topi@

(6)]
(o]
~

Topic 1: (From Phase 2) 1123 |4

Topic 2: (From Phase 2) 1|12|3|4|5|6|7

P3: Gender Imitation (Deception Phasg

For this section, we'd like you to imagine you wageng to fool someone about your gender. Pleas
write a couple of sentences about each of thetfipics you discussed earlier, only this time, pdeas
pretend you are the opposite gender. Again, pleaise 3 to 5 sentences. You could describe what
you know about a given topic or tell a story involving that topit,you must do so as if you are the
opposite gender

Topic (Selected from dropdown menwlease choose a topémd describe what you know about
given topic or tell a story involving that topic.

Topic 1: | Topic 2:

Describe what you know about the topic you seled¢elba story involving that topic. Please write a
few statements about this topic. (Textbox h@8@character limit.)

Gender Imitation Motivation

Finally, on a scale of 1 to 7, where 1 i®t at allmotivated," 4 is &verage' and 7 is &xtremely
motivated," how motivated were you to successfully come across apjbsite gender?

Topic 1: 1|12|3|4|5|6|7
Topic 2: 112|3|4|5|6 |7
Gender Imitation SelEfficacy

How confident you were in successfully imitating thpposite gender for the tofic

Topic 1: 1|12|3|4|5|6|7
Topic 2: 1|12|3|4|5|6|7
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APPENDIX B: 62 TOPICS

Cricket Horror Movies Stamp Comedy Movies Scrapbooking Club
collecting
Spelunking Painting Volleyball The Hunger Games Documentaries Gospel
Literature Music
Recycling Cars Information Camping The Great Gatsby Gangnam
Security Literature style
World of War Video Gaming Hockey Harry Potter Fox News Model
Craft building
Knitting Baseball DubstepMusic  Tubing Decorating Basketball
Canoeing Cooking CNN News Tennis Crime Novels Rally Racing
Shopping online K-Pop-Music MetalMusic Fishing Rock-Music Ballet
RTS (realtime  Samba NASCAR To Kill a Warcraft Accounting
strategy) Mockingbird-
Literature
Romantic Ways to Waste Environment Macarena Facebook Privacy Country
Novels Time Issues Music
Football MMORPGs Olympics Theatre Hunting YouTube
Soccer Hiking
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