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ABSTRACT 

Language as a symbolic medium plays an important role in virtual communications. In a 

primarily linguistic environment such as cyberspace, words are an expressed form of intent and 

actions. This paper intends to investigate the functions of words and actions in identifying 

behavioral anomalies of social actors in order to safeguard the virtual organization. Social 

actors are likened to “sensors” as they observe changes in a focal individual’s behavior during 

computer-mediated communications. Based on social psychology theories and pragmatic views of 

words and actions in online communications, this paper theorizes a dyadic attribution model that 

helps make sense of anomalous behavior in creative online experiments. This model is then tested 

in an experiment. Findings show that observation of the behavioral differences between words 

and actions, based on either external or internal causality, can offer increased ability to detect 

the compromised trustworthiness of observed individuals – possibly leading to early detection of 

insider threat potential. The dyadic attribution model developed in this socio-technical study can 

function to detect behavioral anomalies in cyberspace, and protect the operations of a virtual 

organization. 
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1. INTRODUCTION 

In online communications, people must rely on fairly simple rudimentary evidence (e.g. words 

and actions) in order to decide whether or not to trust another party. While the concept of trust 

has been extensively studied in social psychology (Rotter 1967; 1971; 1980; Holmes et al. 1989a, 

1989b; Hosmer 1995), political science (Hardin 1996, 2002, 2003), management (Mayer et al. 

1995; McAllister 1995; Mayer et al. 1999) and information systems (Benbasat et al. 1999; Gefen 

et al. 2003; Benbasat et al. 2008; Gefen et al. 2008), there has been limited research on how 

trustworthiness can be validated between two parties, and how a person verifies trust with another 

person as part of a trusted virtual collaborative relationship, or in a virtual organization
2
. In fact, 

no research has been done in pursuit of early discovery for when a trust violation occurs in the 

digitized social world. In a recent New York Times article, the American Cryptographer Bruce 

Schneier describes how deceptive communications have destroyed trust across society in the 

digital age (Sengupta 2012). Our ability to discern deceptive behavior in online communications 

becomes critical, especially when violation of trust may harm an organization. Thus, in this paper 

we seek to answer the following research question: 

How does the mechanism work to signal a violation of trust based on communicative 

language of social actors in a virtual organization? 

                                                
2
 A virtual organization refers to a group of individuals whose members and resources may be dispersed 

geographically, but function as a coherent unit through the use of cyber-infrastructure. This group of 
individuals is team-based and goal-oriented, where leaders and subordinates work together to achieve pre-
determined goals. 
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To answer this research question, we propose to study how social actors’ are perceived to 

be trustworthy by others based on their language as symbolic actions toward the violation of trust. 

Social actors’ use of language in social interactions, revealing symbolic clues of behavioral 

trends, can serve as the observational mechanism to signal a downward shift in their 

trustworthiness. 

This study challenges information research in several areas. It seeks to dissect human 

dispositional changes (e.g., trustworthiness) through language patterns and behavioral 

observations in dynamic human-computer interactions. The interactive dynamics manifested in 

social actors’ communication networks includes both intention and actions. In this formulation of 

social interaction, the research problem we are studying is focused on betrayal, a type of violation 

of trust, in an online environment. This study theorizes on situations where the reliability of 

trusted individuals in organizational communication becomes questionable and/or compromised. 

The ability to understand the dynamics of human trustworthiness in relation to their tendency to 

betray will have both theoretical and practical implications in safeguarding organizations. 

Many psychological studies have indicated that humans are more dynamic and complex 

than machines, and only humans can understand higher level human psychological constructs 

such as love, hate, trust, and betrayal (Johnson-Laird 1993). Based on Johnson-Laird’s (1993) 

suggestions of the possibility to computationally model human’s thinking, this study symbolically 

frames humans as being analogous to “sensors” on a computer network, capturing the observables 

of a focal individual’s intent. Although human observations are fallible, a group of humans as a 

sensor network can more reliably capture observations of a focal individual’s information 
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behavior, including their behavioral regularities, patterns, or tendencies derived through language 

and utterances based on the principle of aggregation (Rushton et al. 1983). 

This study develops a dyadic attribution model that connects theories in two distinct 

domains: pragmatic theories and behavioral psychology theories. The dyadic attribution model 

attempts to make sense of behavioral anomalies in virtual organizations, where intra-

organizational social interaction is supported by computer-mediated communication (CMC) 

technologies, including email, chat, and blog. This study aims to understand how pragmatic 

conversations are utilized and established among users in social communications supported by 

these CMC technologies (Flores et al. 1988; Denning et al. 1997; Agerfalk 2010), as well as 

mechanisms for exploring human intelligence to identify betrayal in online environment. It also 

adopts the lens of behavioral psychology theories to generalize the connections between the 

actors’ behavior and their trustworthiness. This study further contributes theoretically to 

information research by proposing a dyadic attribution model based on human-computer 

interactions that can augment conventional signature-based or profile-based anomaly detection 

systems (Debar et al. 1999; Kruegel et al. 2003). 

In the following sections, we first discuss the pragmatic cues in language, and the 

complexity of language as symbolic action through which actors’ confirmatory actions can be 

captured to signal their communicative intent. In this theoretical framework, we differentiate 

trustworthiness as a dispositional construct to understand the fundamental grounds for trust and 

trustworthiness. Further, competence is considered the result of learned behaviors, while integrity 

is viewed as a component of disposition. Then, we discuss the violation of trust in forms of 

deception and betrayal. To understand how human “sensors” observe and operate, we introduce 

Kelley’s (1973; 2003) ANOVA model and Weiner’s (1986, 1992, 2006) attribution theory. 

However, we challenge the use of attribution theory in assessing trustworthiness, and propose 
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new definitions for the three information types in attribution theory in the context of a social 

actor’s online interactions. Since Kelley’s (1973; 2003) causal attribution model is not framed to 

identify behavioral anomalies, we propose the dyadic attribution model in support of the 

inference of trustworthiness based on observed behavior. After we conceptualize the betrayal 

phenomenon and how conversational intent in language can be expressed as online 

communicative actions within an organization, we develop several propositions as components of 

the dyadic attribution model to explain how the model works in identifying lack of or 

compromised trustworthiness: betrayal. We then test these propositions in an experiment 

described in section 6 of this paper. In the research design section, we describe how four virtual 

teams’ interactions were set up as part of an experiment, and how the attributions of anomalous 

behavioral data were collected and analyzed. In research findings section, we discuss the 

empirical evidence in support of our research propositions, and demonstrate how language is 

interpreted as behavioral cues by observers in these online webs of interactions. Finally, we 

conclude this study by discussing its limitations, contributions, and future research ideas. 

2. LANGUAGE AS SYMBOLIC ACTION 

Why a person behaves in a certain way has remained an intrinsic inquiry of many psychological 

theories. Motivation is not easy to discern given regular, patterned, and external behavior. Take 

the case of the so-called traitor Robert Hanssen as an instance of betrayal. It took nearly 15 years 

for the Federal Bureau of Investigation (FBI, 2001) to realize his conspiracy. Since the virtual 

nature of our online relationships have increased, people no longer have full confidence about 

whom they are dealing with in the Internet age (Sengupta 2012). Deception and untruthful 

statements are spread to every corner of the social media, which make online communications a 

vehicle that carries uncertainty, distrust, and confusion. Basic and subtle motives have become 
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more difficult to discern in cloud communications (Zhou et al. 2003a; 2003c). McClelland (1987) 

suggested that those motives could be identified by aggregating a person’s communication 

behavior over time. Heckhausen (1991) further noted that people may compare and contrast a 

person’s communication behavior with that of most others in the same situation. However, Searle 

(1969) believes that the changes in a social actor’s intuitions can be noticed over time through  

the way the actor expresses her/his intents and actions through symbols, words, and pragmatic 

cues. 

2.1 Communicative Intent and Confirmatory Actions 

In the physical world, people observe human behavior through facial expressions, appearance, 

and social interactions with others. However, in online communities, people can only interpret 

behavior through conversation and language (communicated and spoken). Language is often the 

“linguistic medium” of communicative action that carries an actor’s intent implicitly or explicitly 

through speaking (Habermas 1981). 

Austin (1962) stated that speech is a form of action, indicating that language as a window 

can open one’s intimate “feelings,” “thoughts,” or “intentions” (p. 40). It is the actors’ utterance 

(performative or constative) that enables people to understand their actions. Austin (1962) 

defined the performative utterance and stated that “the issuing of the utterance” equals to “the 

performing of an action” (p. 6). For example, ‘I report,’ ‘I argue,’ and ‘I declare,” indicate that an 

actor is about to perform an action. By contrast, a constative utterance refers to a descriptive 

statement (p. 3), such as, “I like apples,” indicates that a person is in favor of a type of fruit. 

Because the channel to understand one’s behavior lies in understanding the words s/he uses, we 

will hypothesize that spoken words can reflect intention to act and to change. This implies that 

spoken words can serve as behavioral cues. If we observe human behavior through language, we 
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may be able to detect changes in motivation and communicative intent of a focal individual in a 

virtual organization, and further discover how they would attribute meaning based on their 

understanding of the rules of human interaction games within the logic of language. Nevertheless, 

there is no assurance on how precisely human intent can be fully expressed in this confined world 

of language. Even when the intent can be interpreted to a certain degree, there is no definite 

pattern of communicative cues in the language that is statistically generalizable. Anomalous 

behavior becomes harder to evaluate without knowing an actor’s true intent. 

Moreover, there is always the problem of understanding another’s communicative intent 

and meaning in the social world. This social world, as a “network of distortions and 

interpretations,” enables people the “will to power,” and to create meaning, and at the same time, 

the “will to illusion,” and “to mask” (Habermas 1987). People tend to misinterpret each other’s 

intent either when others intend to deceive (Habermas 1987) or possibly when the conversing 

parties have not situated themselves in similar rules of game (Searle 1969; Ambrose 1979). 

Intent that is communicated through natural language among social actors formulates a 

complex network of linguistic and syntactic expressions (Ninio 2006). In cyberspace, such a 

complex network may be one of the important channels to bridge the communication gap 

between human and computers (Suchman 1987, 2007). Social actors with intelligence, thoughts, 

logics, and emotions, can work as sensors to capture, assess, and interpret the significance and 

meaning of such a complex linguistic network (Winograd 1986; Flores et al. 1988; Winograd 

1994; Denning et al. 1997). For example, social actors (observers Bn) as communication sensors 

in a language network (Searle 1969, 1979) have an opportunity to observe a focal individual’s 

(actor A’s) behavior over time. Bn can observe changes in A’s behavior and subjectively assess 

her/his trustworthiness. 



   

 8 

 

2.2 Predictive Language Networks 

Since Austin (1962) initiated the concept that performative speech is a form of action, researchers 

have been studying human cognition and information behavior through speech acts and a 

complex language web (Searle 1969, 1979; Habermas 1981; Winograd 1986; Denning et al. 

1997). Language and communication cues can be captured in computer-mediated 

communications. For example, the ability to detect deception in a message depends on whether a 

receiver is motivated to detect (Miller et al. 1993). Zhou, Twitchell et al. (2003c) inspected the 

effect of language cues when detecting deception. Eight linguistic constructs were derived from a 

pool of language cues to assist in lie detection: quantity, complexity, non-immediacy, diversity, 

affect, specificity, expressiveness, and informality. An intended deceiver may try to gain trust and 

creditability to enhance the success of deception, and thus may tend to be wordy with 

meaningless expressions in messages (Zhou et al. 2003a). In information systems research, Flores 

et al. (1988) discussed the concept of interactive systems design, and emphasized that the 

communication of actions within organizations originates with language. Ironically, language as 

an interactive communication channel or linguistic medium was often not considered in 

information systems design prior to Web 2.0 technology. Flores et al. (1988) suggested that if we 

were to incorporate communication patterns (e.g., objects, events or relationships, and language) 

as actions into the design of information systems, people’s social interaction within organizations 

could be made more effective. 

Information systems can be designed with an understanding of communication patterns to 

assist in productivity, but can also be designed to predict communication behavior through 

language. Dervin (1983) considered “verbing” as a human activity that allows perceiving and 

bridging gaps in time and space when seeking information. In other words, human perceptions 
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and motives can be found in the verbs they used that realize their construction of meaning. For 

example, people may interpret several key verbs, such as ‘plan’, ‘analyze’, ‘calculate’, and 

‘submit’, and attribute that an actor might be on the move to submit an assignment. Verbs provide 

communicative cues that disclose intent. 

Several studies, e.g., Zhou, et al. (2003b; 2004; 2006, 2008), Burgoon, et al. (2003), Qin, 

et al. (2004; 2005), Hancock, et al. (2010; 2012), and van Swol, et al. (2012) have demonstrated 

the potential for using linguistic cues in the identification of online deceptive behaviors. For 

example, deceptive messages tend to be longer, less certain, more expressive and yet non-

immediate, with less diversity than truthful messages. However, linguistic markers observed from 

communications in the physical world may not directly translate into online communication. On 

the other hand, Toma and Hancock (2010, 2012) found that liars used fewer - rather than more - 

negative emotion words in their online dating profiles. Compared with truth-tellers, deceivers are 

found to involve themselves more actively – rather than inactively - by shorter pauses in instant 

messaging (Zhou 2005), and by using a larger quantity of words and sentences in an email 

environment (Zhou et al. 2004). Based on these studies, we argue that in a suspicious situation 

where trust is questionable, an observer could deconstruct the focal actor’s disguised behavior to 

raise questions based on her/his own indirect perception of the communication cues, and if 

possible - detect a potential act of deception. 

3. THEORETICAL FOUNDATIONS 

Suppose a virtual team consists of actors who are goal-oriented and working together to achieve 

certain goals. Within this pattern of organizational communication, a norm of social interaction 

among actors is formed. In normal situations, actors trust one another and cooperate to achieve 

pre-determined goals. In the context of this study, a trustee (or, a trustee actor) is someone who 
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holds a critical position and has authorized access to intelligence or assets in an organization. 

Trustors (or, observing actors) depict a group of peers and subordinates who work closely with 

the trustee and are part of this trustee’s social network. In this specific social network is the 

trustors are dependent on, and vulnerable to this trustee. In order for the trustee and trustors to 

work together, a certain level of trust must be established between them. However, suppose a 

situation occurs where a trustee betrays the trustors. In this situation, it becomes challenging for 

trustors to discern the hidden, betrayal agenda manifested in this trustee’s behavior. 

 We propose that human betrayal can be uncovered through group attribution mechanisms 

in trust relationships, and through language observations in virtual collaborative environments. 

Below we first review the major constructs of our theory—trust, trustworthiness, violation of 

trust, and attribution theory—to set the stage for discussing the theoretical framework of the 

dyadic attribution model. 

3.1 Trust and Trustworthiness 

Trust and distrust are concepts of yin-yang: two sides of a coin. Suspicions of betrayal may 

surface inappropriately when trust is absent. Rotter (1967, 1980) defined trust as a generalized 

expectancy—held by an individual or a group—that the communications of an individual or 

group can be relied on regardless of situational specificity. Trust depicts a type of interdependent 

relationship between two individuals, two parties, or two groups: a trustor B, who may (or may 

not) trust a trustee A. Trust implies trustee A’s willingness to take risks (McEvily et al. 2003), 

and to be vulnerable (Schoorman et al. 1996). Trust is a multidimensional construct based on 

various types of situations (Butler 1991; Cummings et al. 1996) and time dimensions (Schoorman 

et al. 2007). Consequently, trust can be interpersonal (Rotter 1967; Helgeson 1994), intergroup 

(Zander 1994), organizational (Hosmer 1995), and/or societal (Lewis et al. 1985). 
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 Cook and Wall (1980) defined trustworthiness as trustor B’s willingness “to ascribe good 

intentions to and have confidence in the words and actions” of a trustee A (p. 39). 

Trustworthiness refers to an inferred quality inherent in trustee A. The establishment of trustors 

Bn’s beliefs as to A’s trustworthiness is an antecedent to a trust relationship between actors Bn 

and A. Trustors Bn must have a sense of vulnerability toward trustee A for a trust relationship to 

matter. Factors of trustworthiness can be used in measuring trustworthy behavior and predicting 

violations of trust, such as deception and betrayal. 

 Lieberman (1981) provided two general sets of trustworthiness factors: competence 

(external or situational cause) and integrity (internal or dispositional cause). Butler (1991) used 

ten factors to measure the trustworthiness of behavior: availability, competence, consistency, 

discreetness, fairness, integrity, loyalty, openness, promise, fulfillment, and receptivity. Later on, 

Mayer, Davis, and Schoorman (1995) defined three factors of perceived trustworthiness to be 

ability (competence), benevolence (kindness), and integrity (goodwill/ethics). In general, 

competence is an external factor referring to the effective application of learned behavior. For 

example, a person can be competent by acquiring a set of skills. On the other hand, integrity is an 

internal (dispositional) cause, which refers to a person’s internal dispositional state. For example, 

a person is willing to sacrifice his or her own time or energy to make a high integrity contribution 

regarding an assigned task. 

3.2 Violation of Trust 

Deception is a manifestation of relational transgressions often leading to betrayal, a type of 

violation of trust. Betrayal is a complex human negative psychological construct leading to 

possible anomalous behavior, which can be difficult to observe or predict. As part of the unusual 

or abnormal behavior genre, betrayal is defined as a violation of a “pivotal” expectation of a 
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trustor (Morris et al. 1994; Elangovan et al. 1998; Koehler et al. 2003). The genre of human 

betrayal, as a moral problem, can be understood through the windows of a social actor’s 

trustworthiness. Moreover, betrayal is in a social domain where individuals act against societal 

expectations to violate a collective value of morality (Shackelford 1997). 

 Interpersonal deception relies on the deceiver’s communicative competence to 

manipulate or modify information (Buller et al. 1996a; 1996b). One can deceive with negative 

intent (e.g., betrayal) or positive intent (e.g., concealing information to protect another’s feelings). 

Unlike deceivers, traitors or betrayers are perceived as dishonest, violating or breaking the trust or 

confidence of trustors with negative intentions. It is important to distinguish that one may not 

necessarily need communicative competence to betray the trustor. Such violation of trust 

originates with one’s lack of integrity concerns in making an ethical decision. 

3.3 Attribution Theory 

Attribution theory has been widely used in social psychology to understand how people attribute 

(or assign) causes to others’ behavior (Heider 1944, 1958). It explains how people answer “why” 

questions in causal situations, and deals with their social perceptions by assigning causes to 

observed behavior (Kelley 1973). For example, if a person seems to be ‘rushing to get things 

done’, people tend to question whether this behavior is a result of this person’s inclination, or a 

type of pressure from an external source. Because all human beings are of the same species and 

born with similar features and functions, a person should “know” and can “sense” from her/his 

own perceptions, and use judgment to determine how the world operates (Heider 1944, 1958; 

Kelley 1973) despite the fact that sometimes those attributions may not be accurate or valid. 

 Perception can vary depending on the interpretations of different observers, the focal 

individual being studied, and the situational setting (Heider 1958; Weiner 1985; 1986, 2006). The 
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attribution of a trustee’s behavior by trustors (or, observing actors) is determined by the trustors’ 

judgment that the trustee intentionally or unintentionally (Heider 1958) behaves in a way that is 

attributable to either external (situational) causality or internal (dispositional) causality (Kelley 

1973; Weiner 1986). 

 Among many attribution theories, Kelley’s (1973; 2003) ANOVA model is one of the 

best known, describing the causal process of how individuals infer causes to a focal actor’s 

behavior based on multidimensional observations of the focal actor’s behavior at different times 

and circumstances. Kelley’s model consists of three causal factors (i.e., persons, stimuli, and 

times) and three types of information (i.e., consensus, consistency, and distinctiveness) that 

people use to make attribution of another actor’s behavior. Consensus refers to the extent to 

which other persons respond to stimulus in the same way. Consistency refers the extent to which 

a person’s response to the stimulus is consistent over time. Distinctiveness refers to the extent to 

which the person’s response to the stimulus is distinctive to her/his responses to other stimuli. 

 Kelley (1973; 2003) identified eight possible patterns from high to low regarding these 

three types of information: consensus, consistency, and distinctiveness (see Table 1). The high-

high-high pattern can be attributed to a stimulus (external cause); the low-high-low pattern can be 

attributed to a person (internal cause); and the low-low-high pattern can be attributed to a 

circumstance (external cause). For example, a person shouts at a rock concert. If other people 

who attended the same concert also shouted (high consensus), and this person always shouts 

whenever attending this concert (high consistency), and she/he only shouts at this particular 

concert (high distinctiveness), people can make an external attribution that her/his shouting 

behavior is caused by this particular concert (stimulus). If only this person shouted at this concert 

(low consensus), and she/he always shouts whenever attending this concert (high consistency) or 
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other concerts (low distinctiveness), people can make internal attribution to her/his shouting 

behavior. 

Information type Pattern 

Consistency High Low Low 

Distinctiveness High High Low 

Consensus High Low High 

Attribution External causes -> 

stimulus 

Internal causes -> 

disposition 

External causes -> 

circumstances 
 

Table 1: Patterns of Information Types in Kelley’s ANOVA Model 

 

Although Kelley’s (1973; 2003) ANOVA model has been tested in several studies, these 

three types of information may be difficult to collect in order to make logical causal attributions. 

Another limitation of this model is that in reality, people may not make attributions in a rational 

way without being influenced by personal beliefs and biases to serve personal motives (e.g., self-

protection, self-enhancement). 

Different from Kelley’s attribution model in social context, Weiner’s (1986, 1992, 2006) 

attribution theory focuses on self attribution, studying how individuals interpret their own 

achievement outcomes (e.g., success, or failure) in ways that affect their future expectations and 

eventually their future behavior (Martinko et al. 1998). However, Weiner (2006) later expanded 

this attribution theory to explain social motivation based on cultural differences and societal 

changes, and suggested that social transgression can be perceived in two ways. If fault is 

attributed as “internal” to an actor or offender, the actor will assume the responsibility for the 

guilt. Hence, others (as observers, Bn) may retaliate against this actor in some way. However, if 

fault is attributed as “external” to the actor or the offender (that is, the causes are uncontrollable 

by the actor), then the actor will not be responsible for the guilt. Generally, others (as observers 

Bn) will not retaliate against this actor. 



   

 15 

 

 Kelley’s attribution process associates with the “person” attribution in social context 

(e.g., interactions with other entities and time), while Weiner’s attribution model is more focused 

on self-attribution. Martinko (1998) studied both social and self attribution in the context of 

organizations, and synthesized Kelley’s (1973; 2003) and Weiner’s (1986) attribution models for 

interactions between leaders and subordinates. Martinko (1998) proposed a synthesized model 

integrating Weiner’s (1986) attribution dimensions—the locus of causality (internal vs. external 

attribution), stability (stable vs. unstable), and globality (global vs. specific)—with Kelley’s 

(1973; 2003) information type. 

 However, we challenge the scope of the attribution theory adoption in assessing social 

actor’s trustworthiness in online communication. First, the assessment of a social actor’s 

trustworthiness based on the behavioral anomalies in online environment does not concern 

whether an actor has a consistent response to a stimulus over time (i.e., Consistency) because the 

betrayal is a psychological state that allows an actor to react to various stimuli. Second, this study 

is not framed to identify what type of stimuli would motivate an actor to betray, and thus whether 

an actor’s response to one certain stimulus being distinctive in her/his responses over other 

stimuli (i.e., Distinctiveness) is not in the scope of identifying potential betrayal from other’s 

perspectives. In fact, different social actors can respond to various stimuli under betrayal 

situations. Furthermore, the phenomenon of betrayal in organization is in general rare. It is 

unlikely that other actors in the same organization would respond to a typical stimulus in the 

same way (i.e., Consensus). Thus, the three information types in Kelley’s (1973; 2003) ANOVA 

model require new definitions. 
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4. THE DYADIC ATTRIBUTION MODEL 

In an effort to identify if human “sensors” in a virtual organization can accurately evaluate a focal 

individual’s trustworthiness based on consistency of words and actions, distinctive behavior, and 

group consensus (as supported by the text-based computer-mediated technologies), Table 2 

compares the definitions of the three information types in this study with Kelley’s three types of 

information (consistency, distinctiveness, and consensus). Trustworthiness of the social actor as a 

research construct is also defined in Table 2. 

Co

nc

ep

t 

Kelley’s ANOVA 

Model (1973; 2003) 

Dyadic Attribution Model 

Tr

ust

wo

rth

ine

ss 

N/A Generalized expectancy, concerning a person’s degree of 

congruence between communicated intentions and behavioral 

outcomes that are observed and evaluated, which remain reliable, 

ethical and consistent, and any fluctuation between perceived 

intentions and actions does not exceed the observer’s 

expectations over time. 

Co

nsi

ste

nc

y 

The extent to which 

an actor’s response 

to the stimulus is 

consistent over time. 

The extent to which an actor’s words are consistent with 

associated actions. 

Di

sti

nct

ive

ne

ss 

The extent to which 

an actor’s response 

to the stimulus is 

distinctive to her/his 

responses to other 

stimuli. 

The extent to which an actor behaves differently when compared 

to generalized expectancy of his profiled behavior over time. 

Co

ns

en

sus 

The extent to which 

other actors respond 

to stimulus in the 

same way. 

The extent to which members of a group are in agreement on 

observations of an actor’s behavior under typical circumstances 

over time. We call this group consensus. 

 

Table 2: Definitions of Constructs 

 

 Based on expanded definitions used in the dyadic attribution model derived in Table 2, 

Figure 1 depicts the taxonomy of dyadic attribution model that attributes anomalous behavior to 
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a range of causes, from external uncontrollable causes to internal dispositional causes. This 

taxonomy is based on Martinko’s (1998) lens in synthesizing Kelley’s (1973; 2003) ANOVA 

model and Weiner’s (1985; 1986, 1992, 2006) attribution dimensions, but is further 

contextualized in assessing a focal individual’s trustworthiness situated in virtual group context. 

  

Figure 1: A Taxonomy of Dyadic Attribution Model toward Trustworthiness 

 

 The hidden cause of an observed behavior attributed to the actor’s trustworthiness 

(Figure 1) contains aspects of internal and external causes. Internal cause would be attributed to a 

person’s disposition or integrity where a person is held intentionally responsible for the act. 

External cause would be attributed to a person’s external circumstance, uncontrollable to the 

person where a personal would not be held intentionally responsible for the act. The circumstance 

refers to a type of situation a person is in which leads to a learned behavior. For example, if a 

person receives a type of training or education, this person would be attributed to have 

competence as a result of that circumstance. In contrast, if a person takes a pen from a bookstore 
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without paying, and is caught, this person would be attributed to have low integrity as a result of 

his/her disposition (Lieberman 1981; Weiner 1985; 1986; 1995; Mayer et al. 1999; 2006). Below 

we illustrate how the mechanism of this dyadic attribution model works in analyzing 

trustworthiness using a series of examples. These examples are designed to illustrate the human 

dynamics underlying perceptions of observed behaviors within larger patterns of profiled 

behavior as observed by a peer group over time. 

 For example, a database administrator has made a commitment to migrate a MySQL 

database from a Microsoft platform to a Linux platform. Within the performance of this task, a 

behavior such as staying up late in the office and consuming organization’s critical resources is 

observed to be no different from expected behavior (as characterized by low distinctiveness). 

Suppose that this database administrator was able to complete the MySQL database migration to 

Linux (as characterized by high consistency). He performs his duties and activities. His group 

members agree that the database administrator stays late in the office, consumes critical 

resources, and has completed this task with satisfactory results (as characterized by high group 

consensus). In this situation, this behavior is attributed to an external cause that this administrator 

displays usual competent behavior due to a trained skillset. In other words, this behavior is a 

learned behavior (competence), interpreted as being influenced by a cause outside of the 

individual (e.g., training or education). 

 Suppose that a database administrator having committed to convert the MySQL database 

was able to accomplish such a task as he usually does as trained competent (as characterized by 

high consistency). The administrator may be additionally cautious about his overall job duties 

even in challenging situations (e.g., the organization’s servers are under severe distributed denial-

of-service attacks). However, not many group members know about this situation (as 

characterized by low distinctiveness), and they may have little or no clue about a hard-to-observe 
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ethical consideration that this administrator has taken on a few extra steps in sacrificing his time 

and energy, and in securing the MySQL service ports at the gateway with due diligence. The 

observed behavior that this administrator stays up late in the office, and consumes usual critical 

resources may be observed or interpreted differently by each group members (as characterized by 

low group consensus). The cause of this observed behavior would be attributed to an internal 

(disposition) cause because every group members would have different mental models about this 

individual. In this situation, this observed behavior will tend to be attributed to an internal 

(disposition) cause that this individual is intentionally and full-heartedly held responsible for 

completing this challenging task. Such an observed behavior may be viewed as an ethical 

example of trustworthy behavior. 

 Suppose that this database migration project is challenging, an administrator may need to 

make a few phone calls, browse additional website such as the technical blogs for advice, and 

stay late in the office for a few nights to meet the deadline (as characterized by high 

distinctiveness). In the end, he completes the project in a timely fashion (as characterized by high 

consistency), and his team members with consensus acknowledge his performance (as 

characterized by high group consensus). The cause of this administrator’s unusual behavior (e.g., 

staying late in the office, unusual browsing of internal and external websites, etc.) may be 

attributed to an external cause of challenging tasks being overcome by his high competence. If a 

behavior is characterized by high consistency, high distinctiveness, and with high group 

consensus, such behavior would tend to be attributed to an external cause that the administrator is 

highly trained, competent. In other words, this behavior - although unusual - would be expected 

based on a (profiled) high level of perceived competence. 

 Suppose that a database administrator has successfully migrated the MySQL database (as 

characterized by high consistency) by staying late in the office, and applying critical resources. 

He may also identify some serious process flow problems and voluntarily spend extra time to 
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patch and fix them (as characterized by high distinctiveness). These activities were not predefined 

in his job description and he may not have been trained to perform this migration based on his 

regular performance and job description. In this situation perhaps not everyone from his group 

would have the same idea about his behavior (e.g., works overtime) (as characterized by low 

group consensus). In this situation, this observed behavior would be attributed to an internal 

cause, which is due to unexpected innovation of this individual. If a behavior were characterized 

by high consistency, high distinctiveness, but low group consensus, this behavior would tend to 

be attributed to an internal, dispositional cause that this actor is interpreted as being unexpectedly 

innovative. 

 In another scenario, suppose the performance of a database administrator is characterized 

by drama; constant streams of errors, and problems may arise to prevent him from successful 

completion (as characterized by low consistency). If in fact, this administrator has always had 

problems emerging in other projects, typically not able to complete the task as scheduled (as 

characterized by low distinctiveness), and everyone in the group basically observes and agrees 

with the fact that this administrator constantly cannot complete his job due to some types of 

drama (as characterized by high group consensus). Peer group perceptions may develop that he is 

unfit for the job. The cause of this administrator’s behavior will tend to be attributed to external, 

uncontrollable by the actor. We may say that if a behavior is characterized by low consistency, 

low distinctiveness, but with high group consensus, this observed behavior would tend to be 

attributed to an external cause that the person is not held intentionally responsible for the act. In 

other words, observers may attribute such a behavior to non-dispositional causes, but regular 

incompetence. 

 For example, if a database administrator has committed the database migration task but 

was unable to perform it due to many personal reasons (e.g., her car is broke down, her computer 
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is fired, etc.) (as characterized by low consistency), and this administrator has never been able to 

complete the majority of the assigned tasks on schedule (as characterized by low distinctiveness). 

And, group members may have various interpretations and mental models toward this 

administrator as to why the administrator could not complete the assigned tasks (as characterized 

by low group consensus). The cause of this behavior may be attributed to his/her low integrity 

standard. According to the taxonomy (Figure 1), if a behavior were characterized by low 

consistency, low distinctiveness, and low group consensus, such behavior would tend to be 

attributed to an internal cause that the person is held intentionally responsible for the act. In other 

words, observers perceive the cause of this behavior as being attributed to unreliable and low 

integrity based on the actor’s disposition. 

 Suppose that a database administrator has committed to migrate MySQL database and 

has always been reliable, but has failed to do so this time due to many reasons (e.g., too many 

personal affairs, not being technically trained, etc.) (as characterized by low consistency). Since 

the administrator has always done an exceptionally great job except this time (as characterized by 

high distinctiveness), and the group agrees that lately the administrator did face some personal 

and technical situations (as characterized by high group consensus), the group members may 

attribute the database migration failure to an external cause, which may be an accidental mistake. 

According to the taxonomy (Figure 1), if a behavior were characterized by low consistency, but 

high distinctiveness and high group consensus, such behavior would tend to be attributed to an 

external cause regarding to his competence that the person is not intentionally held responsible 

for the act. Observers may view this behavior as accidental, outside of the actor’s control. 

 The final type - the focus of this study - is the betrayal. Suppose that a database 

administrator has promised to migrate MySQL database but fails to complete this task, or other 

tasks as promised (as characterized by low consistency). This administrator, however, usually 
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does a pretty good job in having appropriate training, completing his or her assignments, and 

meeting the deadlines. Lately, he or she has stayed late in the office, consumes critical resources, 

but however, still cannot complete assigned tasks (as characterized by high distinctiveness). In 

this situation, several group members have different observations and reasons why he stays late in 

the office, and used critical resources, etc. The peer group may have different mental models 

toward the administrator, and different explanations for why the administrator behaves different 

and unusual (as characterized by low group consensus). The cause of this administrator’s 

different behavior (e.g., stays up late in the office, make unusual browsing of internal and 

external websites, etc.) may be attributed to an internal cause. Based on the taxonomy (Figure 1), 

if a behavior is characterized by low consistency and high distinctiveness, but with low group 

consensus, such behavior would tend to be attributed to an internal cause that the individual 

would be held intentionally responsible for the act. In other words, observers may perceive the 

behavior driven by betrayal. 

 Table 3 below depicts the behavioral causal relationship among constructs using the 

dyadic attribution model. In the following section, the discussion of the propositions is focused 

on a particular scenario, betrayal. We set our propositions with the aims of predicting betrayal 

based on the taxonomy of dyadic attribution model. 

Trustworthiness 

Attribution 

Cause Consistency Distinctiveness Group 

Consensus 

Competent (usual) External High Low High 

Integrity (ethical) Internal High Low Low 

Competent (expected) External High High High 

Innovative (unexpected) Internal High High Low 

Incompetent (usual) External Low Low High 

Unreliability Internal Low Low Low 

Mistake (accidental) External Low High High 

Betrayal Internal Low High Low 
 

Table 3: Behavioral Causal Relationships using Dyadic Attribution Model 

 



   

 23 

 

5. THE DYADIC ATTRIBUTION MODEL FOR BEHAVIORAL 

ANOMALY DETECTION 

The purpose of the dyadic attribution model is to detect anomalous behavior and predict the 

likelihood of future betrayal. Integrating trust theories and attribution theory, five propositions 

were developed to hypothesize future betrayal behavior of a focal individual in a virtual 

organization, whose trustworthiness is evaluated by her/his close social network based on 

observed information behavior through language over time. The main construct in this theoretical 

model is perceived trustworthiness of a focal actor. We use the construct of betrayal to represent 

the violation of trust: when a focal actor has conducted an action against the interests of the 

organization. 

 Our first proposition is to establish the relationship between the actor’s perceived 

dispositional trustworthiness as a predictor of the possibility of the actor’s betrayal act to the 

virtual organization. Thus, our first proposition is stated as: 

Proposition 1: A social actor’s perceived lack of trustworthiness in terms of integrity 

based on group observation is likely to be associated with the actor’s actual betrayal act. 

 

5.1 Consistency of Words and Actions 

We propose that the consistency of an actor’s words and actions has a direct relationship to the 

actor’s perceived trustworthiness, specifically in the context of her/his trustworthiness (see Table 

4). If an actor’s words are generally consistent with associated actions, the group will attribute a 

high level of trustworthiness. If an actor’s words contradict his or her associated actions, a group 

of observers might perceive the actor’s trustworthiness as being questionable. If an actor’s words 

are always contradicted by associated actions, trustworthiness is significantly degraded. If an 
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actor tends to make promises but with no corresponding actions, her trustworthiness is 

questionable. By contrast, if an actor acts more than she speaks, the group’s evaluation will 

depend on how often the group has found the actor’s words and actions to be consistent, and 

whether a behavioral outcome is considered positive (constructive) or negative (deconstructive). 

 Situations 

Actor A’s 

Behavior 

1) Words = 

Action 

2) Words ≠ 

Actions 

3) Words > 

Actions 

4) Words < 

Actions 

Observer B’s 

Perception 

Trustworthy Questionable / 

Not 

Trustworthy 

Questionable / 

Not trustworthy 

Not enough 

indication 

(positive vs. 

negative) 
 

Table 4: A Simple Illustration of Behavioral Parameters Determining Trustworthiness 

 

 Thus, our second proposition is stated as: 

Proposition 2: If an actor’s communicative intent (words) and information behavior 

(actions) are found to be inconsistent, the group’s evaluation of the actor’s perceived 

trustworthiness, in terms of integrity, will be relatively low. 

 

5.2 Distinctiveness of Behavior 

In this research context of insider betrayal phenomenon, we redefine distinctiveness as the extent 

to which an actor behaves different as compared to the generalized expectancy of her/his regular 

behavior. Suppose an actor acts different than her/his usual behavior and the group often observes 

distinctiveness of this behavior. The observers may attribute this actor’s behavior with either 

external or internal causality. If the observers attribute the cause to be internal, they most likely 

will determine the actor to be responsible for her/his actions. By contrast, if the observers 

attribute the cause to be external, they may not perceive the actor to be responsible because the 

causality is uncontrollable. Thus, our third proposition is stated as: 
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Proposition 3: When an actor acts distinctively different from a baseline profile, and if 

the cause associated with that specific behavior is attributed to the actor (internal 

causality), trustworthiness would likely be attributed as being low. Likewise, when an 

actor acts distinctively different, but the cause associated with that specific behavior is 

attributed to be outside of the actor’s control (external causality), the trustworthiness 

would likely be attributed higher. 

 

5.3 Group Consensus 

The actor’s perceived trustworthiness and the observer’s attribution of the actor’s distinctive 

behavior (if there are any) can vary depending on the interpretations of different observers, the 

focal individual being studied, and different situational settings (Heider 1958; Weiner 1985; 

1986, 2006). To overcome individual observers’ bias in evaluation and attribution, we use a 

group of human sensors to observe the actor’s behavior, evaluate the actor’s trustworthiness, and 

make attribution of the actor’s behavior. The group’s evaluations are measured and averaged to 

compare the actor’s perceived trustworthiness in various situations. Inevitably, the dynamics for 

each group and each organization is different (Shaw 1961; Steiner 1964). Group consensus refers 

to the situation where if the members of a group are in agreement (or disagreement) in their 

attribution toward the observations of an actor’s behavior under typical circumstances. A group 

reaches high consensus when the majority of the group members share similar a mental model 

toward the actor’s behavior. Likewise, a group has low consensus when members of the group 

have less (or no) agreement in their observations of an actor’s behavior under typical 

circumstances. Variations in group dynamics will affect each group’s ability to sense and react in 

different contexts and situational settings (Winship et al. 1999). 

We propose that groups rarely reach consensus toward an observed behavior when the 

causality of the distinctiveness of the actor’s behavior and inconsistency of the actor’s words and 

actions are observed and attributed to internal causes (e.g., integrity). Likewise, groups can reach 
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consensus toward an observed behavior when the causality of the distinctiveness of the actor’s 

behavior and inconsistency of the actor’s words and actions are observed and attributed to 

external causes (e.g., competence). Thus, our fourth and fifth propositions are stated below as: 

Proposition 4: Groups rarely reach consensus toward an observed behavior if such a 

behavior is noticeably distinctive from a baseline profile and the cause of such behavior 

is attributed to the actor’s disposition (internal cause). Groups can reach consensus 

toward an observed behavior if such a behavior is noticeably distinctive and the cause of 

such behavior is attributed to the actor’s competence (external cause). 

 

Proposition 5: Groups rarely reach consensus toward an observed behavior when the 

actor’s words and actions are inconsistent and the cause of such inconsistency is 

attributed to the actor’s disposition (internal cause). Groups can reach consensus toward 

an observed behavior if such inconsistency is observed and the cause of such 

inconsistency is attributed to the actor’s competence (external cause). 

 

6. RESEARCH DESIGN 

These five propositions were empirically tested in a creative experiment, an interactive online 

game called the “Leader’s Dilemma” game, where insider betrayal scenarios in a virtual 

organization were simulated. In this experiment, actors’ perceived trustworthiness could be 

shifted depending on how they manifest or mask their intention. Four teams of players met 

virtually to play this game (a brain teaser) for about an hour each day for five consecutive days. 

The experiment was camouflaged with the title “Online Leadership and Group Dynamic” to mask 

the actual purpose of the study. At the end of the experiment, one of the researchers explained to 

all participants the real purpose of the online game according to the Institutional Review Board 

(IRB) requirements. Since the experiment simulated a temporary virtual organization, we set up a 

Social Café before the game competition, providing an environment for the players to get to know 

one another, and increase social bonds and interaction among the players. The experiment used a 
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micro-payment system to compensate winners of the game. The players obtained money tokens 

(MerryBux Ӿ) everyday at the end of each day, which they could use to exchange for gift 

certificates at the end of the game. The experiment implemented three rankings of monetary 

award: Ӿ120 (1
st
 winner team), Ӿ80 (2

nd
 winner team), and Ӿ40 (3rd winner team). The team 

coming in last would receive Ӿ0. 

 Language is like a chess game. Words, symbols or expressions alone mean nothing if the 

rules of games are not shared amongst the players (Ambrose 1979). Similar to a chess game, we 

established rules for this online game. We defined four types of players: moderator, game master, 

team leader, and team members. One of the researchers played the role of moderator, timing the 

games, recording the experiment, and observing all the teams. The game master was responsible 

for conducting participant observation within each team, and releasing information regarding 

team performance and the game’s outcome to the team leader (but not to the team members). The 

team leader is the only person who had the direct contact with the game master. Playing an 

intermediate role between the game master and team members, the team leader submitted answers 

to the game master from the team, informed the team members on the each day’s outcome, and 

distributed monetary awards. The team leader is expected to make autonomous decisions on 

whether s/he would completely distribute the monetary award to the members, partially distribute, 

or keep it all for herself/himself. The role of the team members was to cooperate with their leader 

to achieve the highest score on the games. 

 Before the game competition, the moderator announced the award program (i.e., rankings 

of monetary award) to all the players, and told them that the team leaders would receive the 

monetary awards and distribute the awards. At the end of the second-day, the game master 

privately offered Ӿ200 as “bait” to two team leaders in an effort to manipulate the focal team 
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leaders’ behavior and create a “dishonesty gap.” The goal of this action was to create a conflict of 

interest between the team leader and team members. 

6.1 Data Collection 

The “Leader’s Dilemma” game was launched on the Learning Management System (LMS) in 

XXXXX University during Fall 2008 and Spring 2009
3
. The study recruited a sample of 25 

players from XXXXX University students, ranging from 18 to 50 years old and geographically 

located across the United States. We randomly separated these players into four virtual teams, and 

named them Alligator, Buffalo, Crocodile, and Dragon respectively. According to our research 

design, teams Alligator and Buffalo were the control groups, and these team leaders were not 

presented with the bait. Accordingly, teams Crocodile and Dragon were designated as the 

experimental groups where their team leaders were lured by the bait presented by the game 

masters at the end of the second day. We also hired four game masters, and assigned one to each 

team. Each game master appointed one of the players from her/his team as a team leader. 

This experiment recorded not only how a virtual organization operates, but also how each 

focal individual (team leader) is influenced by authoritative (game master) and peer figures (a 

fictitious leader from other teams). Triangulation was adopted through data collection. We 

collected data on the team leaders perceived trustworthiness from team members through chats, 

blogs, emails, participant observations, daily surveys, end-of-game surveys, and face-to-face 

semi-structured interviews. Chats, blogs, and emails recorded how the team players interacted 

with one another. All communication data artifacts were archived by the LMS. Each game player 

completed a quantitative and qualitative survey each day at the end of each day and another 

survey at the end of the experiment. Using a questionnaire developed by Mayer and Davis (1999), 

                                                
3
 Details withheld to preserve anonymity. 



   

 29 

 

the daily survey asked the team members to evaluate their team leader’s trustworthiness in terms 

of ability, benevolence, and integrity on a five-point Likert scale, with 1 being strongly disagree 

to 5 being strongly agree (Appendix A). Using the same questionnaire, the survey distributed at 

the end of the experiment asked each team member to evaluate her/his own propensity and 

trustfulness (Appendix B). To avoid suspicion, the focal actors (team leaders) also completed a 

daily survey and a post-experiment survey, but with a different set of questions. At the end of the 

experiment, one of the researchers conducted a face-to-face semi-structured interview with each 

game player to reinforce the survey findings. 

6.2 Data Analysis 

 After data collection, a group of eight data analysts were hired to conduct content 

analysis, analyzing the comparative archived data (e.g., chat, blogs, and emails) collected over 

five days for the four teams, the qualitative part of the daily survey results, and face-to-face semi-

structured interviews. The data analysts worked in a group to extract seven theme-based scenarios 

from the archived data, including the target’s leadership and management style, target’s social 

interactions with others in the group, the overall game results, target’s fairness in member’s 

award distribution, suspicions raised toward the target, peer influence, and target’s back-channel 

information (mainly, target’s private conversation with the game master). Based on these theme-

based scenarios, the data analysts generated 98 assertions following the five propositions 

discussed in the dyadic attribution model. In order to understand the fine-grain differences of the 

data analysts’ assertions to the scenarios, we asked all eight data analysts to rate independently 

each target’s trustworthiness, consistency of words and actions, distinctiveness in behavior, and 

group consensus towards each target’s perceived trustworthiness, on a scale of 1 to 5. Among 

their quantitative inputs towards 98 assertions, the inter-rater reliability was identified with the 
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Cronbach’s alpha value of 0.986. We further conducted a Friedman’s chi-square distribution test 

to identify the distribution among assertions and ratings from the eight data analysts. We derived 

high inter-rater reliability among 98 assertions with χ
2
 = 9.282 and ρ < 0.002, which indicates 

that the data analysts reached high consensus on their ratings based on the framework towards 98 

assertions. A few assertions were given in Table 5, Table 6, and Table 7 to support our 

propositions. 

7. FINDINGS 

Below we discuss how the propositions of the dyadic attribution model are supported by the data. 

7.1 Perceived Trustworthiness and Betrayal Observed 

Through Language 

Proposition 1 intends to establish the actor’s perceived trustworthiness by group sensors as a 

predictor of the possibility of the actor’s betrayal. In other words, a social actor’s perceived lack 

of trustworthiness in terms of integrity is likely to be associated with the actor’s actual betrayal 

act based on group observation. Figure 2 shows that Target C (Team-Leader Crocodile) was 

lured by the game master, and happily accepted the bait. When the game master was trying to 

persuade Target C, Target C accepted the offer by saying, “haha alright I’ll keep it in my back 

pocket as a possible incentive for the team,” Although Target C may have misunderstood the 

purpose of the offer this sentence tells us her/his intention of keeping this extra money in her/his 

“back” pocket secretively. 

CROCODILE TL & GM PRIVATE CHATS - DAY 2 

11:57 AM: Game-Master Rob (TA): your welcome, I am planning to give you 

extra 200 merrybux 
11:57 AM: Game-Master Rob (TA): what do you think ? 

11:57 AM: Game-Master Rob (TA): i repeat, you dont have to tell your team mates 

about it 

11:57 AM: Team-Leader Crocodile: oh really? is this something your doing with 
the other team leaders too? 

11:58 AM: Game-Master Rob (TA): no  

CROCODILE TL & GM PRIVATE CHATS - DAY 2 (CON’T) 

11:59 AM: Team-Leader Crocodile: oh ok sounds good 

11:59 AM: Team-Leader Crocodile: thanks a lot 
11:59 AM: Game-Master Rob (TA): You have the option to keep in quiet at this 

time 

12:00 PM: Game-Master Rob (TA): As before, you have autonomous right over 

this amount and you could use this amount at your discretion 
12:00 PM: Team-Leader Crocodile: alright ill save it till the end of the week and 

decide what to do with it 
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11:58 AM: Game-Master Rob (TA): this is just for you as your performance was 

on downside today 

11:58 AM: Game-Master Rob (TA): The kicker is that if your team wins at the 1st 

place at the end of this 5-day game, you will be obligated to share this X200 
MerryBux. But, you are not obligated to share this bonus if your team gets to 2nd, 

3rd, or loses completely 

12:00 PM: Game-Master Rob (TA): You can either choose to fully/partially 

distribute this amount with your team, or not distribute it at all. I don't have a say on 

that! 

12:01 PM: Team-Leader Crocodile: haha alright ill keep it in my back pocket as a 
possible incentive for the team … 

 

Figure 2: Sample Bait in Online Interaction 

 

 Likewise, Figure 3 depicts an example of online betrayal where the interactions between 

the Target D (Team-Leader Dragon) and the outside influence (game master) took place in back-

channel discussions. Target D promised betrayal actions in the conversations with the game 

master. When Target D asked, “You mean I take them,” and “Is this a test,” s/he was seeking 

confirmation from the game master. An hour later (Figure 3), Target D expressed an intent in 

performative tone saying, “I will take the 200,” but wanted to gain friendship and trust from the 

game master by splitting the profit evenly. 

DRAGON TL & GM PRIVATE CHATS - DAY 4 

2:59 PM: GAME-MASTER ROB (TA): WHY SHOULD YOU SUFFER IF YOUR 

TEAM IS NOT PERFORMING WELL 

2:59 PM: TEAM-LEADER DRAGON: YOU MEAN I TAKE THEM 

2:59 PM: GAME-MASTER ROB (TA): YA AND SEE HERE I AM TALKING TO 
YOU AS FRIEND AND NOT GAME MASTER 

2:59 PM: TEAM-LEADER DRAGON: IS THIS A TEST? 

2:59 PM: GAME-MASTER ROB (TA): SO DONT SHARE THIS CONVERSATION 

OUT OF THIS ROOM 
3:00 PM: TEAM-LEADER DRAGON: SOME OTHER LEADER ALLREADY DID 

TELL ME ABOUT IT 

… 

3:57 PM: Game-Master Rob (TA): so 200 merrybux is a huge thing 
3:57 PM: Team-Leader Dragon: ok 

3:58 PM: Game-Master Rob (TA): and you can keep your team happy by giving 

them merrybux you get in the end of every game 

3:58 PM: Team-Leader Dragon: i will take the 200 and will give them the daily 
ones 

3:58 PM: Game-Master Rob (TA): ya thats the idea 

3:58 PM: Team-Leader Dragon: i will give you 100 and i will take 100 

3:58 PM: Team-Leader Dragon: how about that? 

DRAGON TL & GM PRIVATE CHATS - DAY 4 (CON’T) 

3:58 PM: Game-Master Rob (TA): and they will not know about it at all because i 

m not going to disclose about how many merrybux did each get  

3:58 PM: Game-Master Rob (TA): so you are safe 

3:59 PM: Team-Leader Dragon: ok 
3:59 PM: Team-Leader Dragon: so it is a deal i get a 100 and you get a 100 

3:59 PM: Game-Master Rob (TA): you can keep all 200 merrybux as i am the one 

distributing it ;) 

3:59 PM: Team-Leader Dragon: or you do not need them? 
3:59 PM: Team-Leader Dragon: loooool 

4:00 PM: Team-Leader Dragon: ok boss 

4:00 PM: Game-Master Rob (TA): so you can have full 200 merrybux and party 

4:00 PM: Team-Leader Dragon: i will do what needs to be done  
4:00 PM: Team-Leader Dragon: yeah 

4:00 PM: Team-Leader Dragon: well see you tomorrow 

4:01 PM: Game-Master Rob (TA): but i am sure you get the idea  

4:01 PM: Game-Master Rob (TA): :) 
4:01 PM: Game-Master Rob (TA): ok have a nice day 

4:01 PM: Team-Leader Dragon: yeah 

… 

 

Figure 3: Sample Betrayal in Online Interaction 

 

 The identification of focal actors’ (Targets C and D) betrayal in their communicative 

intent was confirmed by human sensors’ (team observers’) evaluation of the targets’ 

trustworthiness on daily basis while the game was taking place. When the human sensors 

evaluated the team leader’s trustworthiness, Team Crocodile and Team Dragon members 
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assigned, comparatively speaking, a lower value of integrity (in discipline) onto Targets C and D 

(Figure 4), who were influenced and actually took the bait to betray their teams. Moreover, there 

was a downward shift in Target C’s integrity assignment from Day 3 on regardless of Team 

Crocodile’s climbing productivity. 

 

Figure 4: Comparison measures for integrity 

 

 Throughout the experiment, we observed that when a focal actor was lured to act in an 

unethical or illegal manner, observers (human sensors) could observe changes in the actor’s 

behavior over time, and would evaluate the target’s integrity as being low (e.g., Team Leaders 

Crocodile and Dragon). If the focal actor was not lured, this actor’s integrity was less likely 

triggered as suspicious (e.g., Team Leader Buffalo). Our findings supported Proposition 1 that the 

social actor’s perceived lack of integrity is positively associated with the actor’s actual betrayal 

act based on group observation. 

7.2 Consistency of Words and Actions 

Proposition 2 states that if an actor’s communicative intents (words) and information behavior 

(actions) are found inconsistent, the group’s evaluation of the actor’s perceived trustworthiness, 
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in terms of integrity, will be relatively low. Based on the assertions generated from the archived 

data, data analysts rated each target’s consistency of words and actions on a five-point Likert 

scale, with 1 being the least consistent and 5 being the most consistent. Table 5 indicates that 

Targets A (Team-Leader Alligator) and B (Team-Leader Buffalo) received higher average rating 

of consistency in words and actions compared to Targets C and D. 

Target Mean 
Standard 

Deviation 

Assertions toward Target’s Consistency of Words and Actions 

A 4.375 0.91613 
Target’s words were in consistency with his or her behaviors because the target 

was not influenced. 

B 5 0 

Target’s words were consistent with his or her behaviors. The target promised 

to ask the Game-Masters some question about their team answers, the target 

actually did. 

C 1.5 0.53452 

Target’s words were found to be not in consistency with his or her behaviors. 

He did not tell his or her team members about the additional 200 MerryBux 

eventually. 

D 

1.125 0.35355 

Target’s words were found to be not in consistency with his or her behaviors. 

He did not tell his or her team members about the additional 200 MerryBux 

eventually. 

1.375 0.51755 

At the f2f interview, the target justified that taking 200 MerryBux was okay 

(that according to the target’s words, he was kind enough). In fact, the target 

took 248 MerryBux. 
 

Table 5: Rating of the Target’s Consistency of Words and Actions 

 

 Targets A and B were in the controlled groups of the experiment, who were not lured by 

the game master with the extra 200 MerryBux (bait). The rating of Target B’s perceived 

trustworthiness, in terms of integrity, was higher than the baseline value (3.0) from Day 1 to Day 

5 (Figure 4). Although Team Alligator members evaluated Target A as having trouble managing 

technology, Target A’s consistency between words and actions was rated as very high (Table 5), 

and the team still trusted her/him at the end of the game (Figure 5). 

Alligator Team Private Email Communications - Day 2 Games 

From: Team-Leader Alligator 

To: Team Players 

Sorry about the miss calculation for yesterday I thought we were 5 team members. so 
going by that I sent yesterday we would be over subscribed. So this is the merrybux 

for day 1 you have 12 and Day 2 you have 6. 

Thanks alot for your contribution and sori for any inconvenience my mistake might 

have caused you 
pls send me a mail if u have any objections 

Thanks 

Team leader 

Alligator End-of-game Survey – Day 5 Games 

Q:  Do you think that the Team-Leader was trustworthy? 

A: Nic Player: I don't think so. He acted oddly and didn't contribute to the team too 

much. 
Akira Player: Yes, I think he is fair. 

Thom Player: I generally think the TL was trustworthy because they said they took 

into account how someone answered the questions for the days and on a day I had 

had a good answering day; I got more merrybux than would be an equal share. 
Don Player: Initially I could not trust him because I didn't know who he was. But 

when nearing the end of the game, we knew each other, at least better than the 1st 

day, and that increased my trust towards the TL. You simply cannot trust a person 

you don't know or you have not seen before. 
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From: Thom Player  

To: Team-Leader Alligator 

No problem, thanks for sending this along! 

Thom 

Terry Player: Well he was trustworthy; He always gave everyone a chance to speak. 

 

Figure 5: Sample Incompetence in Online Interaction 

 

 As mentioned above, the rating of Target C and Target D’s perceived trustworthiness, in 

terms of integrity, was lower than the baseline value (3.0). Not surprisingly, both Targets C and D 

betrayed their teams, and their words and actions appeared to be low in consistency (Table 5). 

Target D used a happy and definite tone in response to the game master, and promised that s/he 

would distribute the incentive to the team (Figure 3). In fact, Target D did not distribute the 

incentive to the team, and also failed the team by submitting the wrong or blank answers (Figure 

6 and Figure 8). The game master checked with Target D by asking whether submitting the 

wrong answers was intentional. Target D replied “thx,” which is a subtle tone of confirmation. 

DRAGON TL & GM PRIVATE CHATS - DAY 4 

3:48 PM: Game-Master Rob (TA): why you submitted blank ? 

3:48 PM: Game-Master Rob (TA): ok team leader can you wait here for 5 min after 

the game? 
3:48 PM: Game-Master Rob (TA): i need to talk to you  

3:51 PM: Game-Master Rob (TA): hi you there ? 

3:52 PM: Team-Leader Dragon: so what's up? 

3:53 PM: Game-Master Rob (TA): you did well by not submitting last answer 

DRAGON TL & GM PRIVATE CHATS - DAY 4 (CON’T) 

3:53 PM: Game-Master Rob (TA): your team standing is 2nd today 

3:54 PM: Game-Master Rob (TA): now there is very less chance of yr team getting 

overall 1st tomorrow 
3:55 PM: Game-Master Rob (TA): and then you can pocket all those x-tra 

merrybux :) 

3:55 PM: Game-Master Rob (TA): good going team leader 

3:55 PM: Team-Leader Dragon: thx … 

 

Figure 6: Intentional Betrayal Sample 

 

 The Dragon team member, Ashley Player, displayed suspicion with regards to Target D’s 

actions on Day 2 (Figure 7). Interestingly, Ashley Player further detected and questioned Target 

D’s inconsistency of words and actions on Day 4, before the actual betrayal taken place. Ashley 

Player first identified that Target D did not distribute the earnings by expressing a negative tone 

of voice, “we aren’t getting our MerryBux from team leader.” Later, Ashley Player suggested 

taking an action using a forceful tone, “we must make sure t-l [team leader] calculates them and 

gives them to us.” 
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 Towards the end of the Day 4, Target D started a verbal fight by arguing with Team 

Dragon members and accused them, “you guys evaluate me in a bad way.” Ashley Player replied 

with affirmative tone asking the target to “do better.” This caused Target D to declare with 

assertive utterance, “I am the leader,” and legitimized the action of taking the money. Although 

Target D seemed to share most profits with the members on Day 1 as indicated in the script below 

(Figure 7), Target D’s communicative intent was to legitimate the actions and justify taking the 

money. 

Dragon Team Private Email Communications - Day 2 Games 

From: Ashley Player 

To: Team-Leader Dragon (team-d-leader) 

you didn't give full answer on one question: we did have e. queens. please submit all 

answers. and damn, should have gotten gay and pslams! i am kicking myself down 

the hall. 
p.s. how do we know if answers that are reported are really accurate? 

 

Dragon Team Private Chat - Day 4 Games  

3:08 PM: Ashley Player: everyone, after game i have to tell you something 

3:08 PM: Ashley Player: don't leave right away 

3:08 PM: Ricky Player: eargerly waiting 

3:08 PM: Ricky Player: eagerly 

3:08 PM: Ashley Player: are you eager? 

3:08 PM: Marcus Player: tell us now 

3:09 PM: Team-Leader Dragon: not now 

3:09 PM: Ricky Player: assuming its something good 

3:09 PM: Marcus Player: I hope it is something good 

3:09 PM: Ashley Player: we aren't getting our merrybux from team leader 

3:09 PM: Ashley Player: we must make sure t-l calculates them and gives them 

to us 

3:09 PM: Ashley Player: so bug him or her or it 

3:09 PM: Team-Leader Dragon: or it 

3:09 PM: Ricky Player: all rite after the game then 

 

Dragon Team Private Chat - Day 4 Games  

3:48 PM: Team-Leader Dragon: the thing you guys evaluate me in a bad way 

3:48 PM: Ashley Player: huh? 

3:48 PM: Ricky Player: fols just rush in... irrespective 

3:49 PM: Team-Leader Dragon: is that right? 

3:49 PM: Ashley Player: what? 

3:49 PM: Ricky Player: i don think u get bad evaluation 

3:49 PM: Team-Leader Dragon: about your evaluation 

Dragon Team Private Chat - Day 4 Games (Con’t) 

3:49 PM: Ashley Player: what about it? 

3:49 PM: Team-Leader Dragon: i got bad ones 

3:49 PM: Ricky Player: but wat if u did 
3:49 PM: Ashley Player: do better 

3:49 PM: Ricky Player: wat does it signify or mean 

3:49 PM: Team-Leader Dragon: loool 

3:50 PM: Team-Leader Dragon: i am the leader 
3:50 PM: Ashley Player: then lead better 

3:50 PM: Ricky Player: wat are u trying to convey 

3:50 PM: Team-Leader Dragon: do u know what other leaders are saying 

3:50 PM: Ricky Player: wat? 
3:50 PM: Ashley Player: how would we know that? 

3:50 PM: Ricky Player: how bout telling us 

3:50 PM: Team-Leader Dragon: they say i should keep the merry bux to me 

3:50 PM: Ricky Player: i can hang out here i don't mind talking 
3:50 PM: Ashley Player: well, that's up to you but it would suck 

3:51 PM: Team-Leader Dragon: i told them i do not want them 

3:51 PM: Ricky Player: but u are not supposed to do tat.... how do u no who the 

other leader are 
3:51 PM: Ricky Player: i don no who ashley is or you are 

3:51 PM: Team-Leader Dragon: on the first day i got 8 and you got 12 

3:51 PM: Team-Leader Dragon: is it fair? 

3:51 PM: Ricky Player: i told you to divide equally 
3:51 PM: Ashley Player: yes 

3:51 PM: Ashley Player: i don't know how they are generated 

3:52 PM: Team-Leader Dragon: ashley you think it is fair 

3:52 PM: Ricky Player: everyones deserves equal slice unless someone does not 
talk like pauline today 

3:52 PM: Ashley Player: i have no idea as i have no idea how they are calculated or 

generated 

3:52 PM: Ricky Player: dude just divide equally 
3:52 PM: Ricky Player: and save the trouble 

3:52 PM: Ashley Player: but team leader sometimes you don't submit answers  

3:53 PM: Ashley Player: a mutiny! hahahaha 

 

Figure 7: Inconsistency of words and actions 

 

 Through this experiment, we found that team members tended to evaluate leaders 

(Targets A and B) whose words and actions were consistent as being trustworthy. In contrast, 

team leaders (Targets C and D) whose inconsistency between words and actions were often 

detected received lower ratings in trustworthiness from their team members (Table 5). Our 

findings support Proposition 2: if an actor’s communicative intent (words) and information 
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behavior (actions) are often found to be inconsistent, the actor’s perceived trustworthiness, in 

terms of integrity, is evaluated low by their group members. 

7.3 Distinctiveness of Behavior 

Proposition 3 states that when an actor acts distinctively different from a baseline profile, and if 

the cause associated with that specific behavior is attributed to the actor (internal causality), the 

trustworthiness would likely be attributed low. Likewise, when an actor acts distinctively 

different, but the cause associated with that specific behavior is attributed to being outside of the 

actor’s control (external causality), the trustworthiness would likely be attributed higher. Based 

on the assertions generated from analyzing the archived data, eight data analysts rated each 

target’s distinctiveness of behavior on a five-point Likert scale, with 1 being the least distinctive 

and 5 being the most distinctive. Table 6 shows the rating of Target A and Target B’s 

distinctiveness is much lower than the baseline value (3.0), which means that Targets A and B 

had very low distinctive behavior observed by their group members. However, the rating of 

Target C and Target D was higher than the baseline value (3.0), which means that Targets C and 

D had very high distinctive behavior observed by their group members. 

Target Mean 
Standard 

Deviation 

Group Attribution 

of the Target’s 

Distinctive Behavior 

Assertions toward Target’s Distinctive Behavior 

A 1.125 0.35355 External 
Target’s has no distinctive behavior because the target 

was not influenced. 

B 1 0 N/A 
Target’s has no distinctive behavior because the target 

was not influenced. 

C 4 0.53452 Internal 

Target’s has some distinctive behavior because he or 

she submitted puzzle answers late, or did not submit 

any answers. Or, the target just submitted the wrong 

answers on behalf of his or her team. The target’s team 

spirit was lower and lower. 

D 4.625 0.51755 Internal 

Target’s has many distinctive behaviors because he or 

she submitted puzzle answers late, or did not submit 

any answers. Or, the target just submitted the wrong 

answers on behalf of his or her team. The target seemed 

to just want to get the game over with and get the 

rewards. 
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Table 6: Rating of the Target’s Distinctiveness in Behavior 

 

 Figure 5 indicates that Target A displayed distinctive behaviors by inconsistently 

distributing the rewards among team members. However, this distinctive behavior did not cause 

the team’s suspicion of Target A’s dispositional integrity. Instead, the members evaluated Target 

A as trustworthy (Figure 5) and attributed such distinctive behavior to an external cause and 

assigned such behavior to be outside of Target A’s control (Table 6). In the case of Team Buffalo, 

Target B displayed no distinctive behaviors (Table 6), and his/her team members attributed 

Target B as being competent. 

 The game was designed so that players would not know if their team leader had 

submitted wrong answers; but they could find out from the bulletin board which place (e.g., 1
st
, 

2
nd

, 3
rd

 place, etc.) they achieved with reference to the other teams. Target D displayed distinctive 

behaviors by submitting wrong answers and unequally distributing rewards among the members 

(e.g., Figure 7). While Team Dragon members were completely unaware of such back-channel 

communications between the target and outside influence from the game master (Figure 8), 

Target D restated her/his authoritative role, and even argued extensively with the team members 

(Figure 7) before the actual negotiation with the game master on Day 4 (Figure 3). 

Dragon TL & GM Private Chats - Day 5 

2:53 PM: Game-Master Rob (TA): and have you decided about the 200 extra 

merrybux? 

2:53 PM: Team-Leader Dragon: yes 
2:53 PM: Team-Leader Dragon: i will take them 

2:53 PM: Team-Leader Dragon: but 

2:54 PM: Game-Master Rob (TA): but? 

2:54 PM: Team-Leader Dragon: i will give tha daily ones for my team 
2:54 PM: Game-Master Rob (TA): good your call 

 

3:47 PM: Game-Master Rob (TA): today overall performance from all the teams 

was bad 
3:47 PM: Game-Master Rob (TA): i am calcualting now 

3:48 PM: Team-Leader Dragon: ok 

3:49 PM: Team-Leader Dragon: i know we r the first 

3:49 PM: Team-Leader Dragon: and you know it 
3:49 PM: Team-Leader Dragon: u r the game master you can make my team win 

3:50 PM: Team-Leader Dragon: they need to win 

3:50 PM: Game-Master Rob (TA): on what basis are you assuming that? 

3:51 PM: Team-Leader Dragon: you are a good friend 
3:51 PM: Team-Leader Dragon: no idea 

Dragon TL & GM Private Chats - Day 5 (Con’t) 

3:59 PM: Game-Master Rob (TA): dont you feel sad about that? Even if you had 

done a little better, it would have been better 

4:00 PM: Team-Leader Dragon: yead 

4:00 PM: Team-Leader Dragon: yeah 

4:00 PM: Team-Leader Dragon: my team is going to be fine  

4:00 PM: Game-Master Rob (TA): but how? thye arent happy with you 

4:01 PM: Team-Leader Dragon: i think i am the boss, so they have to hate me 

4:02 PM: Team-Leader Dragon: right boss? 

4:02 PM: Game-Master Rob (TA): do you hate me too? 

4:02 PM: Team-Leader Dragon: nooooo 

4:03 PM: Team-Leader Dragon: just jocking with u 

4:03 PM: Team-Leader Dragon: but they do 

 

DRAGON FACE-TO-FACE INTERVIEW WITH THE TARGET – DAY 5 

GAMES 

Team-Leader Dragon: “I felt great because I was chosen. I think game-master made 

the right choice. He or she was a generous person and made the right choice. I was 
very happy. When I looked at my team I still was like going down not going up. I 

think that this was the reason why the game-master chose me. I thought that the 

game-master chose 2 leaders, right? So, I though if I were the game-master, I would 
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3:51 PM: Game-Master Rob (TA): how can you be sure that you would be first. I 

mean i have rules too 

3:52 PM: Team-Leader Dragon: sure 

3:52 PM: Team-Leader Dragon: but rules made to be broken 
3:52 PM: Team-Leader Dragon: loool 

3:52 PM: Game-Master Rob (TA): lol 

choose the 3rd and the 4th among 4 teams. I would give them something so that they 

would feel better.” 

 

Figure 8: Intentional Betrayal, Self-Justification and Celebration 

 

 The ethical dilemma manifested within Target D when s/he confirmed with the game 

master that s/he “will take” the 200 extra MerryBux, but shared the lesser portion of the daily 

earnings with the team. Target D tried to gain friendship with the game master in an attempt to 

influence reporting, and thus her/his team could be subtly be ranked first. In Target D’s mind, 

“the rules were made to be broken,” and thus s/he tried to manipulate the competition’s final 

score by being a friend with the game master. When the game master comforted Target D not to 

feel sad about negative evaluation, Target D surprisingly asserted, “I think I am the boss, so they 

have to hate me.” Target D frequently used constative utterance to describe the type of 

relationships either with the team or with the game master (Austin 1962). At the post-experiment 

interview, Target D was very happy to comment, “I felt great because I was chosen.” In Target 

D’s performative utterance, s/he implied that she “will take” the bait (Austin 1962). 

 Team Dragon members noticed the constant errors from Target D (Figure 7) before the 

bait was presented at the end of Day 2. The mental model that Target D was incompetent was 

established early within the team members. When Target D became annoyed, it triggered 

suspicion within Team Dragon. As a result, Team Dragon members evaluated Target D as 

untrustworthy, and attributed Target D’s incompetent behavior to dispositional (internal) causes 

and assigned Target D responsible for the errors (Figure 8). 

 Similar to Target B, Target C was evaluated as highly trustworthy, in terms of integrity, 

in the beginning of the game (Figure 4). The mental model that Target C was competent was 

established within Team Crocodile members. After Target C was presented with the bait on Day 
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2, the ethical dilemma took place within Target C. Team Crocodile members noticed such 

distinctive behavioral change in Target C and became suspicious of Target C when s/he kept 

failing to report answers to the team. The team’s evaluation of Target C’s integrity decreased 

from Day 3 on. The decrease in Target C’s integrity by taking the bait against the team’ interest 

may explain why Team Crocodile members attributed Target C’s behavioral change to an 

“internal” cause rather than an external one (Table 6), as they perceived Target C as 

untrustworthy. 

 Through the experiment, we found that Targets C and D displayed distinctive behaviors, 

such as submitting the wrong answers and inconsistently distributing the wealth. Team 

Crocodile’s evaluation of Target C’s trustworthiness decreased after the bait was presented. 

Similarly, Target D received low rating in trustworthiness from Team Dragon members. Both 

Team Crocodile and Team Dragon members attributed their leader’s distinctive behaviors to an 

internal cause, because they became less trusting and more suspicious of their leaders. Although 

Target A displayed distinctive behaviors, Team Alligator members re-evaluated Target A as 

trustworthy, attributed her/his distinctiveness to an external cause, and assigned the fault outside 

of Target A’s control. Our findings support Proposition 3: when an actor acts noticeably different, 

and if the fault associated with that specific behavior is attributed to the actor (internal causality), 

the trustworthiness would likely be attributed low. Likewise, when an actor acts distinctively 

different, but the fault associated with that specific behavior is attributed to outside of the actor’s 

control (external causality), the trustworthiness would likely be attributed low. 

7.4 Group Consensus 

Proposition 4 states that groups rarely reach consensus toward an observed behavior if such a 

behavior is noticeably distinctive from a baseline profile and the cause of such behavior is 
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attributed to the actor’s internal disposition. Groups can reach consensus toward an observed 

behavior if such a behavior is noticeably distinctive and the cause of such behavior is attributed to 

the actor’s external competence. Based on the assertions generated from the archived data, data 

analysts rated each group’s consensus on the target’s trustworthiness on a five-point Likert scale, 

with 1 being the lowest in consensus and 5 being the highest in consensus. Table 7 indicates 

Teams Alligator and Buffalo reached high consensus toward their leaders’ trustworthiness. 

However, 3 out of 6 members of Team Crocodile rated Target C as trustworthy; 3 out of 5 

members of Team Dragon rated Target D as untrustworthy. Teams Crocodile and Dragon failed 

to reach group consensus toward their leaders’ trustworthiness. As mentioned above, Target C 

and D displayed noticeably anomalous behavior, but Target A and B displayed little or even no 

distinctive behavior (Table 6). These findings support Proposition 4. 

Group Mean 
Standard 

Deviation 
Assertion for Group Consensus 

Alligator 4.125 0.64087 
The group members rated the target trustworthy, and no distinctive behavior 

found. 

Buffalo 4.875 0.35355 
The group members rated the target trustworthy, and no distinctive behavior 

found. 

Crocodile 2.375 0.51755 
There were 3 out of 6 members rated the target trustworthy. Still, the other 

half of the group was neutral. 

Dragon 2 0 
There were 3 out of 5 members rated the actor untrustworthy; one member 

found the actor being okay; one did not find anything suspicious. 
 

Table 7: Rating of Group Consensus on Target’s Perceived Trustworthiness 

 

 Proposition 5 states that groups rarely reach consensus toward an observed behavior 

when the actor’s words and actions are inconsistent and the cause of such inconsistency is 

attributed to the actor’s internal disposition. Groups can reach consensus toward an observed 

behavior if such inconsistency is observed and the cause of such inconsistency is attributed to the 

actor’s external competence. As mentioned above, the rating of Target A and Target B’s 

consistency of words and actions was higher than that of Target C and Target D (Table 5). Teams 

Alligator and Buffalo reached high consensus toward their leaders’ trustworthiness, but Teams 
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Crocodile and Dragon failed to reach consensus toward Targets C and D’s behavior (Table 7). 

Group consensus towards Targets C and D’s trustworthiness was evaluated as low due to the fact 

that both targets had taken the bait. Both group members find both Targets C and D responsible 

for the fault, and therefore assigned both Targets C and D lower trustworthiness (Table 7). These 

findings also support Proposition 5. 

7.5 Communicative Language-Actions 

The study is conducted in the environment where humans interact with each other through 

computer-mediated communication (CMC) technologies, and language becomes the primary 

channel to understand another’s intent and action in cyberspace. Figure 9 depicts the words used 

by Targets C and D who betrayed their organization throughout the experiment, where X 

represents time and Y represents stages of the target’s trustworthiness. Specifically, the red dots 

represent the words used by targets signifying their communicative intent. Targets who betrayed 

their teams demonstrated an ethical dilemma in their decision, being resourceful in practicing 

betrayal, defending and justifying their actions, and trying to form an alliance with an external 

network. 
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Figure 9: Language Detection 

 

 When the game master presented the bait on Day 2, the two targets seemed happy and 

positive. As the game went on, the targets’ appeared to face an ethical dilemma. This internal 

psychological struggle caused them to violate the regulative rules of trust in virtual teams, and 

betray their team members. Target D showed signs of confusion, negotiating for options for 

breaking the rules of the game (Searle 1979). When Target D was supported by the game master, 

s/he celebrated success in breaking the rules, bargaining with the outside support group (in this 

case, the game master) and justifying her/his actions. 
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 In short, Table 8 is a summary of evidence in support of the propositions for dyadic 

attribution model. 

# Propositions Constructs µ  (σ) How it is supported 

1 

A social actor’s perceived lack of 

trustworthiness in terms of 

integrity is likely to be associated 

with the actor’s actual betrayal act 

based on group observation. 

Integrity as 

perceived 

trustworthiness 

Target A: 4.63 

(0.52) 

In insider betrayal situation, 

the targets (e.g., targets C & 

D) who were lured to betray 

their organizations were 

attributed by his/her group 

members as having lower 

integrity. Likewise, the targets 

(e.g., targets A & B) who were 

not lured to betray their 

organization, their integrity 

was attributed as being higher 

by his/her group members. 

Target B: 4.75 (0.46) 

Target C: 1.88 (0.64) 

Target D: 1 (0) 

2 

If an actor’s communicative intent 

(words) and information behavior 

(actions) are found to be 

inconsistent, the group’s 

evaluation of the actor’s perceived 

trustworthiness, in terms of 

integrity, will be relatively low. 

Consistency of 

targets’ words 

and actions 

Target A: 4.38 

(0.92) The consistency of words and 

actions for targets A & B were 

rated higher by group 

members than the consistency 

of words and actions for 

targets C & D. 

Target B: 5 (0) 

Target C: 1.50 (0.53) 

Target D: 1.13 

(0.35) 

3 

When an actor acts distinctively 

different from a baseline profile, 

and if the cause associated with 

that specific behavior is attributed 

to the actor (internal causality), 

trustworthiness would likely be 

attributed as being low. Likewise, 

when an actor acts distinctively 

different, but the cause associated 

with that specific behavior is 

attributed to be outside of the 

actor’s control (external 

causality), the trustworthiness 

would likely be attributed higher. 

Target’s 

distinctive 

behavior 

attributed with 

a cause 

Target A: 1.13 

(0.35) with external 

causality Targets A & B had lower 

distinctive behavior and the 

attribution of their behavior by 

the observers were external 

causality. Likewise, targets C 

& D had higher distinctive 

behavior and the attribution of 

their behavior by the observers 

were internal causality. 

Target B: 1 (0) with 

external causality 

Target C: 4 (0.53) 

with internal 

causality 

Target D: 4.63 

(0.52) with internal 

causality 

4 

Groups rarely reach consensus 

toward an observed behavior if 

such a behavior is noticeably 

distinctive from a baseline profile 

and the cause of such behavior is 

attributed to the actor’s disposition 

(internal cause). Groups can reach 

consensus toward an observed 

behavior if such a behavior is 

noticeably distinctive and the 

cause of such behavior is 

attributed to the actor’s 

competence (external cause). 

Group 

consensus 

towards a 

behavior of 

distinctiveness 

Target A: 4.13 

(0.64) Groups C & D attributed 

targets C & D’s distinctive 

behavior with internal 

causality and thus did not 

reach consensus. By contrast, 

groups A & B attributed 

targets A & B’s behavior as 

highly competent (external 

cause) and thus did reach 

group consensus. 

Target B: 4.88 (0.35) 

Target C: 2.38 (0.52) 

Target D: 2 (0) 

5 
Groups rarely reach consensus 

toward an observed behavior when 

Group 

consensus 

Target A: 4.38 

(0.92) 

Groups C & D did not reach 

consensus and attributed 
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the actor’s words and actions are 

inconsistent and the cause of such 

inconsistency is attributed to the 

actor’s disposition (internal 

cause). Groups can reach 

consensus toward an observed 

behavior if such inconsistency is 

observed and the cause of such 

inconsistency is attributed to the 

actor’s competence (external 

cause). 

towards 

consistency of 

words and 

actions 

Target B: 5 (0) 

targets C & D’s inconsistency 

of words and action with 

internal causality. By contrast, 

groups A & B did reach group 

consensus and attributed 

targets A & B’s consistency of 

words and actions as highly 

competent (external cause). 

Target C: 1.50 (0.53) 

Target D: 1.38 

(0.52) 

 

Table 8: Summary of Evidence to Support Propositions 

 

8. DISCUSSIONS AND LIMITATIONS 

Language is a window that enables humans to understand each other in the world of human-

computer interactions. In situations where a target displays anomalous behaviors, humans trigger 

a dyadic attribution mechanism in dissecting the communicative intents of their peers through 

utterances expressed as confirmatory actions in this virtual communication. This dyadic 

attribution mechanism operates organically within group members’ observations that function to 

make sense of anomalous behaviors and activities in virtual organizations. This dyadic attribution 

model is empirically tested in the context of an online game simulating the insider betrayal 

scenarios in a virtual organization. Attribution by the observers of internal causality can result in 

the correct determination when the target commits a crime to betray the organization (the cases of 

Targets C and D). Similarly, attribution of external causality by the observers can result in the 

correct determination when the target is innocent (as in the case of Target A). 

Based on the dyadic attribution model we developed, one vital point to make is that 

insider betrayal is a concern only when a target’s perceived trustworthiness is low. If observers 

attribute internal causality to interpret actions of an innocent target, the target may be accused of 

something that s/he has not done (as in the case of Target A). This can create an atmosphere of 

organizational distrust. The results of the observation will go from true negative to Type I false 



   

 45 

 

positive. Likewise, if observers attribute external causality when a target betrays the organization 

or commits a crime, the target might get away with her/his criminal acts. False attribution can 

change observations from true positive to Type II false negative. This phenomenon tends to 

create “backdoors” in management. In this scenario, the target that commits a crime might get 

away with it. In short, false attribution can occur when external causality is used in an insider 

threat situation. 

The participants of the experiment were self-nominated students, randomly selected from 

a single university, who might not be representative of people working in virtual organizations. 

However, the sample of players included distance-learning and part-time students, who are part of 

the workforce population. In addition, this study contains a rather small sample size. There were 

only 4 teams that participated in the experiment, each of which consisted of 5 to 7 players. Future 

research can replicate the experiment with a larger size of sample comprising more representative 

players recruited from the public domain to strengthen the findings. 

 While the experiment simulated the insider threat scenarios through the “Leader’s 

Dilemma” game, participants might behave differently when working in real virtual 

organizations. Meeting online for around an hour on each of five consecutive days, participants 

might not have enough time to know each other in spite of the Social Café set up before the game 

competition. In reality, human sensors in a virtual organization might know the focal individual 

for a much longer time to develop strong social bonds and be likely to gather more information to 

assess the target’s trustworthiness. The participants were asked to complete the same survey at 

the end of each day. They might have presumptuously formed a belief regarding the relationship 

between perceived trustworthiness (dependent variable) and consistency in words and actions, 

and the target’s distinctive behavior (independent variables) from the survey questionnaire. 

Future research can also conduct interviews with people working in virtual organizations to 
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identify how they assess the target’s trustworthiness to further validate the dyadic attribution 

model. 

Due to the careful research design, data collection and analysis, our findings did not show 

any attribution errors made by the human sensors. Based on the data, we can conclude that the 

dyadic attribution model on trustworthiness can result in accurate identification of potential of 

insider threats. However, this dataset does not cover situations where attribution errors made by 

human sensors occur. 

9. CONCLUSIONS, CONTRIBUTIONS AND FUTURE 

RESEARCH 

Betrayal represents a problem caused by unethical behavior that violates the interests of an 

organization. This gap has been approached by various technologies such as user profiling, 

filtering, and data mining. However, there has not been a study on predicting betrayal by means 

of social-computational systems. In computer science, we study how codes evolve so as to 

effectively quarantine polymorphic viruses. Likewise, we may be able to detect and counter a 

suspicious betrayal behavior by studying how human behavior changes and how ones’ 

trustworthiness is shifted through indirect and aggregated perception of others. This study 

theorizes on predicting the possible alteration of trustworthiness based on changes in observable 

information behavior. 

A non-conventional socio-technical approach addresses this security gap. Human 

sensors’ attributions are context-specific, time-dependent, and combined with judgment regarding 

an actor’s capability to maintain responsibility and accountability for achieving goals. A dyadic 

attribution model can act as a social firewall (in parallel with a real network firewall) to safeguard 

the operations of virtual organizations. 
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Language as symbolic action plays a critical role in information systems design for 

dissecting betrayal in virtual organizations. While human perceptions are not fully reliable, our 

study demonstrates that it is still possible to derive a much more accurate assessment toward the 

quality, stability and reliability based on the limited behavioral observations of an individual. 

While society vaguely defines the ethical values and moral standards we live by, this study 

infuses a pragmatic approach to inform the design and development of behavioral inference 

computational systems based on human-computer interactions. 
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Appendix A 

Below illustrates the quantitative survey questions given to team players on daily basis at the end 

of the game. 

Questions for the Targets (Team Leaders) (Misleading Questions): 

                                                                                                                                        4. Not Sure 

                                                                                                                           3. No difference  

2. No   

                                                                                                                                  1. Yes    

1. What do you think about your leadership abilities today in the virtual 

environment? Do you think that you were able to lead properly or not? 
1 2 3 4 

2. Was it easy to come to group consensus? 1 2 3 4 

3. Was it easy to resolve disputes online? 1 2 3 4 

4. Was the virtual environment more difficult today than face-to-face 

communications might have been? 
1 2 3 4 

 

Observations of the Target by Team Members (Intended Questionnaire Sample): 

Please give us your rating for your [Team-Leader], scaled from 1 through 5. 

                                                                                                                   5. Strongly Agree 

                                                                                                        4. Somewhat Agree  

                                                                                                                 3. Neutral   

2. Somewhat Disagree    

                                                                                   1. Strongly Disagree     

Ability      

1. [Team-Leader] is very capable of performing its job. 1 2 3 4 5 

2. [Team-Leader] is known to be successful at the things it tries to do. 1 2 3 4 5 

3. [Team-Leader] has much knowledge about the work that needs done. 1 2 3 4 5 

4. I feel very confident about [Team-Leader]’s skills. 1 2 3 4 5 

5. [Team-Leader] has specialized capabilities that can increase our performance. 1 2 3 4 5 

6. [Team-Leader] is well qualified. 1 2 3 4 5 

Benevolence      

7. [Team-Leader] is very concerned about my welfare. 1 2 3 4 5 

8. My needs and desires are very important to [Team-Leader]. 1 2 3 4 5 

9. [Team-Leader] would not knowingly do anything to hurt me. 1 2 3 4 5 

10. [Team-Leader] really looks out for what is important to me. 1 2 3 4 5 

11. [Team-Leader] will go out of its way to help me. 1 2 3 4 5 

Integrity      

12. [Team-Leader] has a strong sense of justice. 1 2 3 4 5 

13. I never have to wonder whether [Team-Leader] will stick to its word. 1 2 3 4 5 

14. [Team-Leader] tries hard to be fair in dealing with others. 1 2 3 4 5 

15. [Team-Leader]’s actions and behaviors are not very consistent. 1 2 3 4 5 

16. I like [Team-Leader]’s values. 1 2 3 4 5 

17. Sound principles seem to guide [Team-Leader]’s behavior. 1 2 3 4 5 
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Appendix B 

Below illustrates the quantitative survey questions given to team players at the end of the 

experiment. 

Questions for the Targets (Team Leaders) (Misleading Questions): 

Please give us your rating for yourself, scaled from 1 through 5. 

                                                                                                                   5. Strongly Agree 

                                                                                                         4. Somewhat Agree  

                                                                                                           3. Neutral   

2. Somewhat Disagree    

                                                                                   1. Strongly Disagree     

Propensity      

1. One should be very cautious with strangers. 1 2 3 4 5 

2. Most experts tell the truth about the limits of their knowledge. 1 2 3 4 5 

3. Most people can be counted on to do what they say they will do. 1 2 3 4 5 

4. These days, you must be alert or someone is likely to take advantage of you. 1 2 3 4 5 

5. Most salespeople are honest in describing their products. 1 2 3 4 5 

6. Most repair people will not overcharge people who are ignorant of their 

specialty. 
1 2 3 4 5 

7. Most people answer public opinion polls honestly. 1 2 3 4 5 

8. Most adults are competent at their jobs. 1 2 3 4 5 

 

Questions for the Team Members (Intended Questionnaire Sample): 

Please give us your rating for yourself, scaled from 1 through 5. 

                                                                                                                   5. Strongly Agree 

                                                                                                         4. Somewhat Agree  

                                                                                                                 3. Neutral   

2. Somewhat Disagree    

                                                                              1. Strongly Disagree     

Propensity      

1. One should be very cautious with strangers. 1 2 3 4 5 

2. Most experts tell the truth about the limits of their knowledge. 1 2 3 4 5 

3. Most people can be counted on to do what they say they will do. 1 2 3 4 5 

4. These days, you must be alert or someone is likely to take advantage of you. 1 2 3 4 5 

5. Most salespeople are honest in describing their products. 1 2 3 4 5 

6. Most repair people will not overcharge people who are ignorant of their 

specialty. 
1 2 3 4 5 

7. Most people answer public opinion polls honestly. 1 2 3 4 5 

8. Most adults are competent at their jobs. 1 2 3 4 5 

Trustfulness      

9. If I had my way, I wouldn’t let [Team-Leader] have any influence over issues 

that are important to me. 
1 2 3 4 5 
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Think about the performance review system in this online game, and answer the following 

questions. 

                                                                                                                   5. Strongly Agree 

                                                                                                         4. Somewhat Agree  

                                                                                                                  3. Neutral   

2. Somewhat Disagree    

                                                                                   1. Strongly Disagree     

Accuracy      

1. The evaluation of what skills I have is pretty accurate. 1 2 3 4 5 

2. How much work I get done is important to my performance review. 1 2 3 4 5 

3. How many mistakes I make in my work is important to my performance 

review. 
1 2 3 4 5 

4. Whether or not my [Team-Leader] likes me is important to my performance 

review. 
1 2 3 4 5 

5. How much effort I put into my job is important to my performance review. 1 2 3 4 5 

6. How many “extra” things I do is important to my performance review. 1 2 3 4 5 

7. Findings ways for the company to save money is important to my 

performance review. 
1 2 3 4 5 

8. Coming up with good ideas for the team improves my performance review. 1 2 3 4 5 

Outcome instrumentality      

9. Whether or not I get a raise depends on my performance. 1 2 3 4 5 

10. If you are one of the better performers in this company, you will get one of 

the better raises. 
1 2 3 4 5 

11. If I perform well, my chances of moving up are improved. 1 2 3 4 5 

 

 

 

 

  

10. I would be willing to let [Team-Leader] have complete control over my future 

in this company. 
1 2 3 4 5 

11. I really wish I had a good way to keep an eye on [Team-Leader]. 1 2 3 4 5 

12. I would be comfortable giving [Team-Leader] a task or problem which was 

critical to me, even if I could not monitor their actions. 
1 2 3 4 5 
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