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 ABST R ACT  
 
The benefits of a smart grid system greatly depends on the efficient implementation of the power 

delivery system utilizing the data communication infrastructure. This makes it necessary to have 

a co-simulation platform to test the enabling technology. The Hardware in the loop testbed (HIL-

TB) at the Center for Advanced Power Systems (CAPS) is a cyber-physical testbed that provides 

a real time co-simulation platform for testing the smart grid operations and control. Due to the 

inherent complexity involved in initializing and running the individual components of the HIL-

TB, the testbed is typically inaccessible and is mostly used for demonstrating only a single test 

scenario. As the test setup involves manual intervention, the idea of repeatability is lost.  

The aim of this thesis is to address the above raised concerns related to HIL-TB. The objective is 

to develop a methodology to perform comprehensive testing and analysis of distributed control 

algorithms that are developed for smart grid power systems. In order to quantify the effect of the 

algorithm on the underlying power system, it is necessary to develop metrics. This also allows the 

comparison of various algorithms and assess the effect on different feeder configurations. To 

verify the system level functionality for different operating conditions, the factors affecting the 

system performance are determined. The values for these factors needs to be chosen intelligently 

to maximize the accuracy and minimize the number of experiments.  

The HIL-TB validation framework presented in this thesis is built based on the principles of design 

of experiments. The framework provides a platform for the assessment of the control algorithms 

that would help de-risk the effects of the new techniques on the power system.     
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CHAPT E R  1  

INT R ODUCT ION 

 

Smart grid envisions a sustainable electric power system that integrates distributed renewable 

energy sources and storage devices to the existing power grid. The definition of energy internet as 

developed by Department of Energy is “Energy Internet is commercializing a software platform 

for decentralized scheduling of energy-producing or consuming assets on the electricity 

grid.  Energy Internet's utility clients will use our software to optimize the value of storage, 

generation and consumption assets in their area of operation” [1]. The benefits of a smart grid 

depend on the efficient and reliable implementation of the power delivery system that utilizes the 

data communication infrastructure. Designing, implementing and testing this new enabling 

technology is quite challenging. It is therefore necessary to assess the dynamic behavior of the 

smart grid system. Hardware in the loop testbed (HIL-TB) is a co-simulation platform developed 

to address the necessity of testing the smart grid based control methodologies in real time [2]. 

 

1.1 Motivation 

Smart grid can be viewed as an autonomous system which reacts intelligently and flexibly to 

changes in the operating conditions [3]. The major components in a smart grid can be categorized 

as power system components, agents controlling the power system and communication 

infrastructure that enables information exchange among the agents. This forms the basis of agent 

based system architecture. In order to provide a reliable, efficient and intelligent power system, 

the smart grid design relies on the communication infrastructure. Power and Communication 

system has to work in conjunction and many efforts have been made in the modeling and 

demonstration of such a co-simulation platform. The HIL testbed at CAPS provides a platform for 

studying the interaction among the individual components in the smart grid. Figure 1.1 is the 

graphical representation of the HIL testbed at CA PS. The power system components are modeled 

in RTDS [4]. The software agents controlling the power system is hosted on the embedded 
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controllers and the communication network is simulated using OPNET [5]. It also supports 

Controller Hardware in the loop (CHIL) [6] and Power Hardware in the loop (PHIL) [7] testing.  

             

 
           

Figure 1.1 Hardware in the Loop Testbed 

 

Thus the testbed is a valuable asset that supports non-invasive verification of the underlying smart 

grid system. It bridges the gap between testing the system entirely in simulation and testing with 

real hardware components. But the HIL testbed is a large and complex system consisting of diverse 

components. Control algorithm design is the core part of the MAS architecture and the embedded 

controllers of the testbed provide a close to real-time testing of those algorithms. Due to the 

inherent complexity, the test setup is typically inaccessible to a typical power system engineer to 

run a test case, the pieces of the HIL testbed are often hacked together and implemented as one 
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time solutions. Such testing is time consuming and error prone as one has to manually configure 

the individual components of the testbed.  A  systematic approach to leverage the capabilities of 

the HILTB is needed and is the direction of the work presented here.  

 

1.2 L iterature R eview 

The application of autonomous system concepts to power system operation and control is 

introduced and extensively studied in [3]. Related efforts have also addressed building a co-

simulation platform for testing smart grid power and communication system. EPOCHS [8] utilizes 

PSCAD/EMTC for electromagnetic transient simulation, PSLF for electromechanical transient 

simulation, NS2 to simulate the communication network and AgentHQ acts as the software 

implementation platform for power system control. A  Run-Time Infrastructure maintains the 

consistent simulation timing among the different components and routes the information among 

them. This simulation platform is a non-real time platform as the main focus of testing is the 

information exchange. SEPIA [10] allows researchers to model and simulate the effects of 

software agents in power auctioning but does not simulate the communication network among the 

agents. An overview of various co-simulation approaches is currently available in [9]. Real time 

co-simulation platforms are presented in [11] – [15]. In [11], Opal-RT is used for power system 

simulation along with OPNET for simulating the network and a PC acts as a centralized microgrid 

control. The testbed developed in [12] directly links the real time power system simulator with 

programmable logic controllers and human-machine interfaces by a network implemented in 

hardware. In [13], a comparison of two co-simulation platform is presented and the power system 

simulation environment is Electromagnetic Transient Program (EMTP). These do not support the 

distributed control architecture. An inherent limitation in combining multiple simulators is that 

each one has its own steps for initialization. In all the above work, a simulation platform is 

presented but it lacks an assessment framework for testing the smart grid.  

V arious algorithms are being developed for effectively managing the distributed generation and 

storage devices for serving the loads in a smart grid. Energy management algorithms such as 

Cooperative Distributed Scheduling (CoDes) [17] solve the optimization problem of minimizing 

grid power usage and provide a schedule for the charging and discharging of the battery storage 

based on the generation and load forecast. In addition to the algorithms related to managing the 
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real power, there are distributed V olt-V ar algorithms [18] that take advantage of the V AR 

capability of the inverters in order to provide voltage stability under varying load and generation. 

These algorithms provide the set point for Q-injection from the distributed sources in the 

microgrid. These algorithms have been validated using a non-real time platform and only for a 

specific scenario.  

The assessment of a smart grid system in terms of power delivery and communication is a subject 

of research. The IBM smart grid maturity model [23] divides the construction and deployment of 

smart grid into five stages and defines indices to assess the progress in each stage. Department of 

Energy’s smart grid evaluation framework [24-25] defines indicators to assess the progress in 

different classes namely transmission and distribution infrastructure, information networks and 

distributed energy resource integration technology. EPRI’s assessment indicators [26] emphasizes 

on smart grid construction and self-healing characteristics. European smart grid benefits 

assessment system [27] has published a set of indicators for estimating the benefits obtained from 

smart grid in different categories like cost efficiency, power quality, security and system loss 

reduction. These frameworks have primarily been used in assessing the actual deployment of a 

smart grid system. In [28], indices have been developed to assess the performance of distribution 

networks under high PV  penetration. These indices are calculated for varying levels of PV . Similar 

assessment has been done for a microgrid under high penetration of distributed energy sources in 

[29]. However, these analyses do not include the assessment of a software agent based control of 

the underlying power system.  

Previous work utilizing the HIL testbed at CAPS are presented in [20-22]. A  distributed load 

balancing algorithm developed in [20] has been demonstrated using the HIL  testbed in [2]. In [21], 

an invariant based approach for determining power system stability is shown. In [22], the 

capabilities of OPNET in modeling the communication network and IP security features are 

explored.  

 

1.3 T hesis  

The previous section presented the importance of performance assessment of a smart grid system. 

The work done using the HIL testbed show that it has been primarily used as a demonstration 

platform for testing a control algorithm for a particular scenario. In order to utilize the testbed for 
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system level verification and validation, a systematic approach needs to be developed that 

incorporates all the capabilities.  

The primary focus of this thesis is to develop a systematic methodology for using the HILTB for 

evaluation of distributed control algorithms in a smart grid system. The factors affecting the system 

performance have been determined and metrics have been developed to quantitatively assess the 

effect of the factors on the system functionality. A  validation framework has been developed to 

intelligently choose the test samples, automate the process of testing and calculation of response 

metrics. This framework makes the testbed more accessible by masking the complexity involved 

with utilizing the testbed. The automation process ensures repeatability of experiments. The 

applications of the framework has been demonstrated using an example case study.  

 

1.4 Outline 

The document is divided into six chapters. Chapter 2 provides a detailed overview of the hardware 

components of the HIL testbed at CAPS. Chapter 3 explains the general principles and applications 

for designing experiments; the validation framework, created as part of my thesis, has been built 

based on these guidelines. Chapter 4 details the methodology, input factors and response metrics 

that have been developed, as part of this thesis, for assessment of control algorithms. Chapter 4 

also details the implementation of the HIL testbed validation framework. Chapter 5 demonstrates 

the applications of the framework in calibrating the testbed and evaluating the control algorithms. 

Chapter 6 provides the conclusion and future work. 
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CHAPT E R  2  

DE SCR IPT ION OF  T HE  HIL  T E ST BE D AT  CAPS 

 

The hardware-in-the-loop testbed (HILTB) at CAPS is a real-time cyber-physical testbed that 

provides an environment for testing and demonstration of the concepts and controls for a smart 

grid operation. The components of the HILTB can be divided into three categories: power system 

simulation, general-purpose computation platforms, and network simulation.  

 

2.1 R eal T ime Digital Simulator 

The power system forms a significant portion of the smart grid and it is not practically feasible to 

test the new smart grid concepts on real power systems. The RTDS [4] provides a platform for 

simulating the power system in real time. It is an electromagnetic transient simulator consisting of 

around 150 processors, analog and digital devices like ADSP21062, IBM PPC750GX  and 

Freescale MC7748 and provides bidirectional signal transfer using dedicated analog and digital 

I/O cards [4]. The RTDS consists of various library models for control and power system 

components that facilitates the modeling and simulation of various feeder configurations. A  single 

RTDS rack can simulate up to 72 electrical nodes. Though there are many power system simulators 

available like PSCAD, the advantage of utilizing RTDS is the ability to perform simulation in real 

time. The time resolution offered is based on granularity of the time step. Most of the simulations 

are performed in 50µ s time step and for fast power electronic components the RTDS has a 

capability of computing in 2µ s time step. In every time step, the interactions among the power 

system components are simulated and the results are updated at the end of the time step. The 

simulation time is synchronized with a precise internal clock and RTDS also offers GPS clock 

synchronization in order to avoid clock drift phenomenon. The signals transfer from RTDS is using 

a 2 Gbps optical interface. Interfacing with external components: 1) analog and digital I/O front 

panel 2) digital communications via fiber optic. 
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2.1.1 GT NE T , GT FPGA Interface 

 In order to process these signals externally, the device at the receiving end should be compatible 

to the fiber protocol. To address this issue, RTDS technologies has provided a Giga Transceiver 

FPGA (GTFPGA) board which is a X ilinx ML507 board with V irtex 5 device. 64 signals each of 

size 32 bit can be transferred in either direction per time step. In order to send the signals to 

multiple destinations, the PC which hosts the GTFPGA board utilizes the PCIe interface for low 

latency, multi-lane communication. One of the limitations of using the GTFPGA board is the 

number of signals it can support in a single transfer. In order to address that, RTDS technologies 

has a Giga Transceiver Net (GTNET) card that utilizes socket communication for signal transfer 

between the simulator and external components. It can support up to 300 signals in a single 

transaction and the required time delay between successive transactions has to be at least 5ms. 

Figure 2.1 is a picture of the real time digital simulator at CAPS.  

 

   
Figure 2.1 CAPS Real Time Digital Simulator Lab 

 

2.2 E mbedded Controllers 

The HILTB has two types of general-purpose embedded boards: 1) V ersalogic “MAMBA” boards 

[31] based on the Intel x86 architecture provides a computing platform. 2) TS7800 boards by 

Technologic Systems [32] based on ARM architecture. These boards are intended to be 
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representative of the type of boards that can be actually deployed in the smart grid system, but 

flexible enough to efficiently instantiate a wide variety of control algorithms. There are 6 MAMBA 

boards and 6 TS7800 boards in the HILTB. Providing two diversified boards aids to check the 

inter-operability of the underlying control algorithms. These boards have two Ethernet interfaces 

and can support both TCP/IP and UDP protocol for communication. They facilitate the rapid 

deployment and verification of the concepts and controls that are being envisioned and developed 

for the new generation electric grid. The idea of distributed control is one of the key principles of 

the smart grid controller architecture and having multiple boards enable to test the algorithms in 

the distributed environment. Figure 2.2 shows the distributed control cluster that is currently part 

of the HILTB.  

 

                                    
                                       Figure 2.2 Embedded Controller Cluster 

 

2.3 Communication Infrastructure 

In a distributed control system for the smart grid, the controllers are distributed at various locations 

in a feeder instead of having a single controller. This adds the requirement of communication 

among the different controllers in order to generate an optimum control value for the devices that 

each of them individually control. So the testing of a smart grid concept implies that the 

communication network also needs to be simulated. In the lab, since the controllers are in the same 

network, the communication is facilitated using a switch. In practical applications, the distributed 

controllers will be deployed over a wide geographical region. Hence the Ethernet switch-based 

communication may not represent communication characteristics controllers will experience in a 

real world scenario. 
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OPNET, a network simulator software from Riverbed Technology [5] helps to address the above 

raised concern. In the HILTB, OPNET is hosted by a general-purpose computer with multiple 

network adapters running a L inux-based operating system. The system-in-the-loop (SITL) module 

of OPNET provides an interface between the physical device and the simulated network. In order 

to simulate a network, the SITL module provides two entities namely the SITL node and SITL 

link. The SITL  node model represents the physical device that is connected to the network. This 

node is identified by specifying the Network Adapter which will be used to send and receive the 

packets. The SITL link is the Ethernet link that is used to connect the node to the network device 

like router or switch. The router supports Routing Information Protocol (RIP) and Open Shortest 

Path First (OSPF) protocol. The module uses the “libpcap” utility on the host Linux machine for 

translating the packets between the real and simulated network. The packets that are received at 

the physical interface are captured, filtered based on the Berkeley Packet Filter (BPF) format and 

converted to simulated packets. When a packet is received from the physical device on the network 

interface card, the packet translation function in the simulated network model first identifies the 

protocol and format of the packet and applies the in-built functions to convert them to simulated 

packets. Similar conversion takes place when the packet is sent from the simulated network. It also 

supports modeling of wireless networks. The supported protocol formats are Ethernet, ARP, 

IPv4/v6, WLAN and RIPv2. SITL module can be viewed as an application programming interface 

and support for additional protocol formats can be added by either modifying existing functions 

or adding new functions. The statistics that can be collected from the simulation are end-to-end 

communication delay, conversion delay for real and simulated packet translation, queueing delay 

and size of the incoming packets, number of packets sent and received in the network. The real 

time execution ratio is set to 1 for SITL based simulations thereby offering soft real time 

performance. Thus, OPNET SITL provides a mechanism for testing the inter-operability, 

scalability and conformance of the developed software applications and also analyze the 

performance in various simulated network topologies. Figure 2.3 depicts the simulated network’s 

operation principle. If the embedded controllers send packets at the rate of 5000 packets/second, 

then the time taken by the SITL model to route the packets to the destination is around 0.5ms. The 

implementation and timing details of the HIL testbed is analyzed in detail in [32]. 
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Figure 2.3 OPNET SITL Simulation Model 

 

2.4 Summary 

This chapter discussed about the components of the HIL testbed. For testing a smart grid system, 

the power system components are modeled in the RTDS. The software agents controlling the 

power system are deployed in the embedded controllers. The information exchange among the 

agents is facilitated using the network simulator, OPNET. Thus the HIL testbed provides a 

validation platform for testing distributed control applications for a smart grid.  
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CHAPT E R  3  

OV E R V IE W OF  DE SIGN AND ANAL Y SIS OF  E X PE R IME NT S 

 

The smart grid based distribution system introduces a new concept that revolutionizes the power 

grid. It is therefore necessary to study and analyze the effects and interactions of the proposed 

smart grid architecture on the power system. The general approach that has been employed for the 

purpose of performance analysis of the distributed control algorithms in the context of smart grid 

in this thesis is based on the principle of design of experiments which is explained in detail in the 

following sections. 

 

3.1 Design of E xperiments 

The idea of design of experiments has been widely used in physical experiments like industrial 

process control and IC manufacturing process with the goal of minimizing the product 

development and test time. It is essentially a multi-objective optimization problem which outlines 

the method for exploring a parameter space efficiently and analyzing the response. The terms and 

definitions that will be used in explaining the technical approach are as follows.  

a. Experiment - The definition of experiment as given by Montgomery [33] is “Experiment 

is a test or series of tests in which purposeful changes are made to the input variables of a 

process or system so that we may observe and identify the reasons for changes that may be 

observed in the output response”.  

b. Input parameters/factors – These are the variables that are identified as the factors that can 

vary in the system. These can be quantitative or qualitative. Quantitative parameters are 

those that take numerical values. Qualitative parameters represent a particular category, for 

example different types of PV  or load profile. In this thesis, the term parameters and factors 

are used interchangeably. 

c. Response metric – These are the quantities that are defined to quantify the effect of the 

input variable on the system.  

d. Trial – If the same experiments are repeated multiple times, each run is called trial.  
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3.1.1 Guidelines for E xperimental Design 

Design of experiments provides the methodology for determining the technique for varying the 

input parameters in a meaningful way and obtaining the response quantities. The basic principles 

in the statistical method of designing experiments are blocking, randomization and replication 

[33]. Blocking refers to the method where certain factors are held constant in order to isolate the 

effects of the primary factors on the response variable. Inputs that must be assigned for each 

experiment are randomized within the parameter space in order to average the effect of any 

extraneous factors on the experiment results. Repetition refers to repeating the experiments with 

the same set of input values and calculating the response. This process helps to isolate the effect 

of experimental errors on response quantities. Though the concept of replication is not valid for a 

computer experiment as the values obtained across multiple repetitions is not going to vary, the 

type of experiments that is considered for the HIL testbed can be treated as a combination of both 

physical and computer experiment. As the HIL testbed involves real time communication and 

processes running in the embedded controllers, it is reasonable to repeat the experiments to validate 

the results obtained. The process of experimental analysis begins with the identification of the 

purpose of conducting the tests. This determines the choice of response variables and input factors. 

The response variables should be indicative of the effects that we want to analyze. The range of 

the input variables determines the parameter space and the factors can either be held constant or 

varied within the permissible range. The experimental design depends upon the number of input 

variables and objective of the experiment. If the objective is factor screening, then a series of small 

experiments need to be conducted to determine the most influential factors and these are referred 

to as screening designs. If the purpose is to obtain a model for the system under study, then 

regression based design needs to be chosen. After conducting the experiments, the results are 

analyzed to study the effect of input factors on the response quantities. The design and modeling 

of physical experiments and computer experiments have been extensively studied in [33] and [34] 

respectively and the following section provides a summary of those techniques.  

 

3.1.2 Factorial Design 

The techniques that are described consider a box-like domain for the input factors by specifying 

the upper and lower limits.  
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Each sample value xi lies between the lower limit xlb and the upper limit xub.  

xlb r xi r xub   
The most basic type of experiment is the one where there is only one factor and the experiments 

are done for various levels for the single factor. The aim of such experiments is to determine 

whether the response quantities depend on the considered factor. Extending the idea to multiple 

factors, we have the full factorial design. The values that the factors can take are referred to as 

levels. The most commonly used is the 2-level full factorial design where each factor is considered 

to take either the upper limit or lower limit for a particular experiment. For example, if there are 

two factors X 1 and X 2 with the upper bound and lower bound as 0 and 1 respectively, the full 

factorial design of experiments is given by the following table.  

Experiment 

Number 

X 1 X 2 Response 

Quantity 

X 1X 2 

1 0 0 Y ll 0 

2 0 1 Y lu 0 

3 1 0 Y ul 0 

4 1 1 Y uu 1 

 

For a square, this represents conducting experiments at each corner. Thus the number of 

experiments for a 2-level full factorial design is given by 2N where N is the number of parameters. 

The main effect M of the factor X i on the response quantity is given by the difference between the 

average of the response quantity when X i is taking the upper limit value and the average of the 

response quantity when X i is taking the lower limit [38].  

MX1 =   -            (3.1) 

MX2 =   -            (3.2) 

Similar to equation 3.1 and 3.2 the interaction effect can be represented as difference between the 

average of the response values when the interaction term X 1X 2 is high and the average of the 

response values when the interaction term X 1X 2 is low [38].  

I12 =  -        (3.3) 

Table 3.1 2-Level Full Factorial Design 
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Thus the factorial design can be used to obtain a low order polynomial fit for the response quantity. 

Another advantage is that it segregates the main and interaction effect on the response variable and 

these represent the effect of the input factors quantitatively. The major drawback with the full 

factorial design is the rapid increase in the number of experiments as the factors increase. For 

instance, if there are 10 factors, then the required number of experiments is 210 = 1024 thus making 

it impractical to use full factorial design. The general representation of the polynomial obtained 

using factorial design of experiments is  

Y =  k0 + ∑  +  ∑ ∑   (3.4) 

In order to obtain a quadratic or second order effect of X i, at least 3 levels for each factor needs to 

be considered and this further increases the number of experiments. Figure 3.1 shows the graphical 

representation of two level full factorial design.  

 

 
(a) 2-level, 2-factor                                          (b) 2-level, 3-factor 

 

In order to overcome the exponential increase in the number of experiments with the increase in 

number of parameters, one method is to use fractional factorial design. In this method, only a 

subset of the full factorial experiments are done. This method helps to estimate the primary factors 

and specific interactions that affect the response variable. Based on this result, the number of 

samples can be increased for those specific factors. For a 2-level full factorial design, number of 

experiments in fractional factorial design can be half or quarter of the original set. Thus fractional 

Figure 3.1 2-level Full Factorial Design 
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factorial can be used for the purpose of screening factors. Figure 3.2 shows the graphical 

representation of fractional factorial design complementing the one in Figure 3.1 (b). 

 

                                        

 

3.1.3 Central Composite Design 

In order to estimate the second order effect of the input factors on the response variables, additional 

sample points are required. Central composite design (CCD) is an extension of full factorial design 

with three additional levels i.e. it includes the center and axial points. There are different ways to 

obtain these additional points. If the distance between the central and sample points are normalized 

to 1, then the star points can either be central composite circumscribed where all the samples lie 

on a sphere, central composite faced where the distance is set to √N/N [38]. The CCD of two level, 

two factor design is graphically represented in Figure 3.3. The total number of experiments is given 

by 2N + 2N, where N is the number of parameters. The additional 2N points are obtained by rotating 

each level by a factor ‘a’ which in this case is equal to √2. The presence of these additional samples 

aids in estimating the curvature of the design without moving to three factorial design. Even though 

CCD is useful for estimating quadratic response, the disadvantage is the number of experiments 

required to obtain the same. If there is a non-linear interaction between the factors, it is tough to 

analyze with the CCD design.  

 

 Figure 3.2 2-level Fractional Factorial Design 
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3.2 Space F illing Design 

The techniques described in the previous section are based on statistics and are more suitable for 

physical experiments. Extensive work has been done in the field of designing computer 

experiments and the principles are explained elaborately in [34]. Computer experiments and 

metamodeling techniques are developed based on space filling designs. In a computer experiment, 

as the variance due to noise or corruption in data is minimal more emphasis is given to ensure there 

is minimum empty space in the factor domain. As the factorial design considers discrete levels for 

the inputs, extrapolation of response surface at samples which are far from the discretized levels 

can be erroneous. But unlike factorial design, there is no simple mathematical relationship to 

isolate the main and interaction effects. The space filling designs are categorized based on the 

method used to generate the samples in the domain space.  

 

3.2.1 R andom Sampling 

The easiest method for space filling is to generate uniformly distributed random samples for the N 

input factors. The disadvantage is that there is no guarantee that the randomly generated samples 

will not be clustered in a particular region and majority of the remaining space might be 

unexplored. This introduces errors when the response surface is used for extrapolation.  

        Figure 3.3 2-level Central Composite Design 
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3.2.2 Quasi-R andom Sampling 

This method is based on the principle of pseudo-random number generators. In order to minimize 

the effect of excessive correlation in random sampling, the quasi-random space filling design 

techniques are based on the generating random numbers using low-discrepancy V an der Corput 

sequence [38]. The Halton sequence [38] is generated by using the successive prime number base 

V an der Corput sequence for each factor i.e. base-two for the first factor, base-three for second, 

base-five for third and so on. The Sobol sequence [38] uses the same base for all factors but 

randomness is improved by using different permutation in each dimension. The disadvantage of 

the above sequences is that it can lead to undesirable correlations in the samples especially in 

higher dimensions. So in order to overcome this, the generated sequences must be scrambled 

further to reduce the correlation.  

 

3.2.3 L atin Hypercube Sampling 

Latin hypercube sampling (LHS) also belongs to the class of quasi-random sampling and was first 

proposed by McK ay, Beckman and Conover (1979) as an extension of stratified sampling to ensure 

each input variable has all the portions of the design space covered. In [34] the authors have 

presented an extensive study of the principles and analysis of Latin hypercube sampling in the 

context of computer experiments. The definition and the method of generation of LHS as given by 

the authors Fang, Li and Sudjianto [34] is as follows: The domain D of each parameter xk is divided 

into n strata of equal probability 1/n where n is the desired number of experiments. LHS consists 

of samples from each stratum. A  Latin hypercube design consisting of n runs and s input variables 

is given by nxs matrix where each column is a random permutation of {1,2, n}  [34]. The algorithm 

for generating LHS is outlined as follows:  

Step 1: Independently take s permutations P j(1), P j(2),…  P j(n), where n is the total number of 

experiments and j varies from 1 to s.  

Step 2: Take ns uniform variates, Uk
j ~ U(0,1), k= 1,2,… n , j=1,2,… s which are mutually 

independent. Let xk = (xk
1, xk

2,… . xk
s) where  

 xk
j = 

P ()  
   , k =1, …  n j = 1, …  s 

Dn = {x1,x2,… xn}  is a LHS sample denoted by LHS(n,s). [34] 
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The optimality criterion for LHS can be measured by entropy, maximum distance from the mean 

and integrated mean square error. Maximum inter-sample distance is a measure of how uniformly 

the samples are scattered and determine whether they are too far away from the mean. In order to 

visualize the distribution of any pair of input factors or design variables, scatter box plots are very 

useful. Figure 3.4 is one such plot and it shows the sample distribution for random and Latin 

Hypercube sampling for 2 input variables and 5 experiments. The horizontal and vertical axis is 

divided into 5 equally spaced regions. Samples are chosen from each region to ensure that the 

samples are more evenly spaced. The method of determining this orthogonal grid is important as 

it influences the generated sample space. It is possible that even if the samples satisfy the criterion 

for LHS, it might be correlated thereby leaving most of the design space unexplored. If the sample 

points do not appear uniform, then another LHS needs to be generated with a different set of 

optimality criterion. The samples generated by LHS have less correlation compared to random 

samples thereby ensuring the entire region is explored. The advantage of LHS is more evident for 

the case where there is a smaller number of experiments and running more experiments is 

computationally expensive.  

 

 
                 (a) Random Sampling                                                    (b) Latin Hypercube Sampling 

 

 

Figure 3.4 Comparison between random and Latin Hypercube sampling for 2 input factors, 5 
experiments 
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3.3 Summary 

In this chapter, a brief overview of various methods for experimental design was provided. The 

pros and cons of each method of sampling was briefly discussed. Latin hypercube sampling is 

considered more effective for the design of computer experiments. With this as the guiding 

principle, the experimental design for validation using HIL testbed is developed.   
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CHAPT E R  4  

HIL  T E ST BE D V AL IDAT ION FR AME WOR K  

 

The HILTB validation framework for distributed control algorithms is based on the principles 

outlined in the previous chapter. This chapter explains the general methodology, input parameters 

and response metrics that has been developed for the analysis of the control algorithms and the 

implementation details of the framework. 

 

4.1 Methodology 

This section describes the general approach for performance analysis using HIL testbed.  

The first step is to define the problem statement.  A  precise formulation of the problem statement 

is essential as it affects the choice of input factors and response metrics for the experiment. Input 

factors and response quantities are then determined. Experiments are carried out to understand the 

system functionality and can be viewed as an enquiry of the system under test. To achieve this, it 

is necessary to express the result as a quantifiable metric. Response metrics must capture the 

system characteristics in the simplest possible manner. This also provides a method for comparison 

among the effect of various control algorithms on the power system.  

The system response is affected by various factors which can be classified as controllable and 

uncontrollable factors. The input factors are dependent on the underlying system and it cannot be 

completely generalized. The experimental region for each factor is determined based on the 

available data and previous experience. This knowledge also influences the decision about which 

factors are to be varied and which are held constant during the experiment. The next step is to 

systematically vary the input factors for each experiment and analyze the response quantity. 

V arious methods of varying the input factors were introduced in Chapter 3. The technique chosen 

for this study is the Latin Hypercube sampling. As described earlier, the HIL testbed is a diverse 

system consisting of three completely different components namely the RTDS simulator, 

embedded controllers and OPNET network simulator. In order to coordinate the three processes 

for each experiment, an automated validation framework is developed which is explained in 

section 4.3. The final step is the data analysis where the response quantities are studied to 
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determine the effect of the input factors on the system. The general approach developed for the 

testing and analysis using HIL testbed is depicted in the following flowchart.  

 

 

 
 

Figure 4.1 Performance analysis methodology 
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4.2 Input Parameters 

The methodology developed in the previous section is applied for implementing the testing 

framework for a smart grid system. The objective for this study is to analyze the performance of 

control algorithms developed for smart grid using HIL testbed. Cyber-physical system 

characteristics can be parameterized in numerous ways and the goal is to choose parameters that 

are applicable to a wide range of power systems, communication network and control algorithms. 

This section describes the input factors that has been considered for the performance analysis.  

 

4.2.1 PV  and L oad Profile 

The key feature of a smart grid system is the integration and effective use of distributed generation 

to serve local loads. The distributed generation source considered here is PV  and the power output 

depends on time and geographical location. A  profile captures the information about the temporal 

variation of power output. As PV  production is affected by variability in cloud and location, it is 

necessary to consider the impact of such variations on the power system. Running simulations for 

profiles for a whole year covering different weather patterns is expensive in terms of computation 

and analysis time. Since the analysis is an iterative procedure and as it needs to be repeated for 

different control algorithms, it is necessary to obtain a reasonable number of profiles that capture 

the information about the variability in the pattern caused by weather. The PV  profile can be 

characterized based on the metric, “V ariability Index” that has been developed and studied in [35]. 

This metric measures the variability in irradiance and gives a comparison between the irradiance 

under various conditions and the clear sky irradiance which acts as reference data. The 

disadvantage with using this metric to categorize the PV  profiles is that it requires the irradiance 

data at a specific location and in most cases the available data is only the power output. Instead 

this metric can be modified to estimate the variability based on PV  power output data and multiple 

profiles can be grouped accordingly. From each group, a particular profile can be chosen for the 

simulation. This would help reduce the testing time when running experiments for a large number 

of profiles. Due to the above reasons, the correlation between PV  production and load usage can 

be an influencing factor in assessing the behavior of the underlying control algorithms. Thus the 

experiments should be done for different profiles. The load and PV  profiles corresponding to a 

particular category are normalized values. An example of PV  and load profile for two weather 
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conditions generated from synthetic datasets is shown in Figure 4.2. The synthetic profile data is 

generated from real data and can be used for testing and simulation [35].  

 

 
Figure 4.2 PV  and Load Profile for clear day and rainy day in summer 

 

 As explained previously, the variability is high on a rainy day when compared to clear sky day 

and this difference in variability can cause voltage changes, flicker and also affect the ramp rate 

of the generators in the system. 

 

4.2.2 L oad Scale and PV  Penetration 

As the demand in a distribution system and the PV  penetration are not fixed, the normalized load 

and PV  profiles are scaled based on the two parameters Load Scale Factor and PV penetration 

factor respectively. In order to analyze the system for different loading conditions, the normalized 

load profile is scaled based on the maximum capacity of the feeder and the Load Scale factor. The 

maximum capacity is a constant value and the load scale factor is varied for the different 

experiments. The distribution system consists of multiple nodes and each will have a different 

normalized PV  and load profile. The profiles are initially scaled with respect to the transformer 

rating. The load scale factor determines the peak load in the system and the profiles are scaled 

again to reflect this peak load. For N nodes in a distribution system, the scaling is done based on 

the equations (4.1) to (4.4).  
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                 TransformerRatingProportion (i) =    ()
∑  ()∈

                          (4.1) 

                 Load Profile (i) = NormalizedLoadProfile (i) * TransformerRatingProportion (i) (4.2) 

                 PeakLoad = , oad 3c ale&ac tor ∗ 3c apac ity&eed er                                                (4.3) 

                 LoadProfileScale =  
 (∑   ())∈

                                             (4.4) 

Depending on the number of nodes in the system, it is then distributed proportionally to each load 

depending on the initial value of transformer rating of each node.  

In order to analyze the effects of high penetration levels of PV , PV penetration is parametrized. 

PV penetration is defined as the ratio of the peak PV  to peak load in the system. The maximum 

capacity of the feeder and PV  penetration determines the maximum allowable distributed 

generation in the system. The peak value of PV  is determined based on equation (4.5) 

                 PeakPV  = PV penetration * PeakLoad                                                                     (4.5) 

Similar to load profile scaling, the normalized PV  profile is scaled based on the calculated limit 

and is applied proportionally to each SST depending on its capacity. 

 

4.2.3 Communication Factors 

Smart grid control is based on multi agent system architecture to improve the reliability and 

efficiency. The embedded controllers utilize the communication infrastructure to determine the 

power system control commands. The data communication network characteristics affect the 

power system dynamics. This makes it necessary to model the effect of communication network 

on the performance of the control algorithm.  

Data Communication Delay 

Network delay is a measure of the time taken for a packet to travel from source to destination. The 

total delay experienced in the communication network can be simplified into equation 4.6 [30, 36].  

                 T communication = T queuing + T  transmission + T processing + T propagation                                                 (4.6) 

Queuing delay and transmission delay is experienced by the packets at the source node. The 

processing delay is the time taken by the routers to process the header information and propagation 

delay is the time taken for the packets to reach the destination. The nodes are geographically 

isolated and there can be multiple levels of routing between them. This increases the network 

latency. Instead of modeling individual delay attributes, this study considers network latency as a 
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single parameter that is varied in the design space. In addition to communicating within the group, 

each embedded controller can also be configured to communicate to a supervisory control system 

like SCADA. 

Packet L oss 

Packet loss may occur in any network. For instance, increases in traffic can cause congestion in 

the network which might lead to loss of packets. The resiliency of a network can be defined as it 

ability to provide acceptable quality of service under the event of fault scenarios. In the case of a 

smart grid system, resiliency can be evaluated by measuring the effect of packet loss and latency 

on the performance of the control application. The packet discard ratio of the router model is given 

by equation (4.7).  

                Packet Discard ratio =    
      

  100                        (4.7) 

Parametrizing the network latency and packet discard ratio helps identify the range of network 

values for which the physical system does not collapse. Table 4.1 summarizes the model input 

factors considered for this study. 

PARAMETER NAME DESCRIPTION 

PV  Profile number Discrete quantity denoting the normalized PV  profile to be used 

for the experiment 

Load Profile number Discrete quantity denoting the normalized load profile to be used 

for the experiment 

Load Scale Factor Scaling factor for load profile. Normalized profile is scaled with 

respect to the maximum system capacity load scale factor and 

distributed proportionally based on transformer rating 

PV  penetration factor Scaling factor for PV  profile. Normalized profile is scaled with 

respect to the maximum system capacity and PV  penetration 

factor and distributed proportionally based on transformer rating 

Network Delay Communication latency representing the time taken for a packet 

to travel from source to destination 

Network Packet Discard 

Ratio 

Percentage of packets dropped in the network 

Table 4.1 Input Parameters 



26 

4.3 R esponse Metrics  

In order to quantify the performance of various control algorithms on the physical system, there is 

a need to develop response quantities which can be applied to various feeder configurations and 

controls. Unlike the traditional distribution system, there is a bidirectional power flow in a smart 

grid based feeder configuration. Among the potential problems that can arise with increasing 

penetration of distributed generation, maintaining the voltage quality along the feeder is of primary 

concern. The response quantities directly measuring the voltage excursions are Vmin, Vmax, 

Vdeviation and Vrange. These provide the absolute value of minimum, maximum, deviation and 

range for voltage at any bus in the system. Several other metrics like number of switching of V olt-

V ar devices, percentage voltage imbalance factor has been developed and studied for a smart grid 

system in [18]. The most common metric that has been used to assess the system reliability in a 

distribution system is the System Average Interruption Deviation Index (SA IDI) [39]. Since the 

calculation of this metric involves the number of customers, it cannot be used directly for the 

current scenario as the information about the total number of customers is not available. To 

overcome this limitation, the metric System Average Load Interruption Index (SALII) has been 

adopted from [35] and is used to assess the system reliability. The loads are represented as lumped 

loads. As voltage excursion can be treated as an interruption, SALII gives a measure of the total 

load that has been affected by the deviation in voltage level.  

               SA LII = ∑ ∫ () ()∈
∑ ∫ ()∈

  , where Idev(t) = 
0     6m in ≤6i(t) ≤6m ax
1                               / therw ise

        (4.8) 

Pi(t) denotes the power at node i at the instant t and Idev(t) indicates whether the voltage at node i 

is within limits. The numerator is the measure of the total load that has experienced voltage 

excursion integrated over time. The index gives the interruption as a ratio of the total load in the 

system integrated over the entire simulation time. In a system where there is distributed generation, 

there can be occasions where the supply from residential DG exceeds the local load. In such cases, 

the value of Pi in the above equation can become negative. So two variations of the same index are 

computed. One considers the absolute value of Pi thereby including the effect of excess supply in 

measuring the voltage excursion and the other justifies the actual meaning of the index by 

considering the power at the nodes which act as loads at the instant of voltage excursion. The 

introduction of PV  can increase or decrease the loss in the feeder. Another metric that measures 

the performance of the system with increasing levels of PV  penetration is RPFtime which gives 
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the ratio of time for which the system has experienced reverse power flow. Since reverse power 

flow affects the feeder load to loss ratio and voltage stability, this metric is an indicator of the 

effectiveness of the control algorithm in ensuring appropriate level of reverse power flow 

condition.  

                  RPFtime = ∑( )
  

                                                                          (4.9) 

One of the main objectives of the control algorithms developed for smart grid systems is to 

maximize the utilization of the local distributed generation and storage resources and minimize the 

grid power. Hence power drawn from the grid, Pgrid is also identified as a metric in assessing the 

performance of the underlying control algorithm. In addition to these metrics, the average, mean 

and standard deviation of total load and generation in the system is also calculated. Storage devices 

form an integral part of the next generation distribution system. It is therefore necessary to have 

metrics that assess the effect of the control algorithm on the storage device. In the presence of 

storage, the total grid power might evaluate to be a less value but it might be accompanied by 

excess number of charging or discharging cycles of the batteries. Hence for a battery storage 

device, Number of charge/discharge cycles and time for which State of Charge (SOC) limit is 

violated can be a response quantity.  

In addition to this, the following metrics have been developed to assess the performance of the 

control application. As a smart grid system is a multi-agent distributed system, the agents tend to 

work in groups. The power system control commands will be influenced by the number of 

members in the group and the information that is passed. The group management interruption 

index is a measure of the group stability under varying network conditions. It gives a proportion 

of the time for which the number of members in a group has deviated from the expected value.  

               GMII =  ∑          
   

                             (4.10) 

The group of nodes can be viewed as a microgrid. Microgrid should be operational in both grid 

connected and islanded mode. Effectiveness of DG utilization is measured by the response quantity 

DG curtailed which is normalized with respect to average transformer rating 

Normalized DG curtailed =  
∑

  ()    ()

     
  

     (4.11) 

The Normalized load shed metric measures the percentage of load that was not served and is 

calculated similar to above. This in conjunction with the normalized DG curtailed and total power 
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drawn from the grid helps assess the effectiveness of the control algorithm in serving the local 

loads.  

In the islanded mode, it is necessary to ensure that the total supply and demand with the microgrid 

are equal i.e. load is balanced. This is measured by the load balance success rate metric which 

gives the proportion of the time for which load balancing has been successful. In the islanded 

mode, when load exceeds generation, frequency instability can arise. The frequency minimum, 

maximum and deviation is reported. Table 4.2 summarizes the metrics that have been implemented 

for the current study.  

METRIC NAME DESCRIPTION 

V min Minimum voltage observed in any bus during the simulation time  

V max Maximum voltage observed in any bus during the simulation time  

MaxV dev Maximum voltage deviation observed in any bus during the 

simulation time  

V range Difference between minimum and maximum voltage observed 

Reverse Power Flow time 

(RPFtime) 

Time for which the system has experienced reverse power flow.  

 

System Average Load 

Interruption 

Index(SALII) 

Proportion of load that has experienced voltage deviation  

 

Power from the grid Total power drawn from the grid 

Group Management 

Interruption Index 

(GMII) 

Measures the proportion of time for which the group count 

deviated from expected value  

 

Normalized load shed Measures the percentage of load not served during the simulation 

period 

Normalized DG curtailed Measures the percentage of distributed generation unused 

Load balance Success 

Rate 

Proportion of time for which the total supply and demand has 

been balanced. This metric specifically useful in analyzing 

islanded mode of operation 

Table 4.2 Response Metrics 
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4.4 HIL  T estbed Automation F ramework 

The input factors and response metrics for testing and characterizing the distributed control 

algorithms for power system was explained in the previous sections. The HIL TB is a simulation 

platform that consists of diverse components. The factors identified are related to both power 

system and the communication network. So in order to initialize the individual components of the 

testbed according to the parameter values generated for each experiment, an automated platform 

is necessary. The HIL TB validation framework incorporates the above identified input parameters 

and response quantities and controls the experiments. The different methods of generating samples 

for computer experiments was presented in section 3.3. As Latin hypercube sampling spreads the 

samples more evenly in the design space, it is used to generate the parameter space for the input 

parameters explained in section 4.4.1. Based on a set of user specified configuration, the 

framework generates a table that contains the values to be configured for each input factor in the 

experiment. The number of samples is based on the value specified for Number of experiments. 

For each input parameter, the upper and lower limit is given as part of the configuration input to 

the framework. The generated samples are scaled based on the specified limits. The input profile 

names denote the file that contains the profile data to be used for each experiment. The generated 

set of parameters are applied to each combination of load and PV  profiles. Based on the sample 

value of the input parameter and the feeder constants such as the maximum capacity, maximum 

allowable load and the rated voltage, the PV  and load profiles are scaled. The configuration details 

for each experiment is tabulated along with the sample values that have been used. The framework 

also supports the feature of using the previously generated sample values. This feature can be used 

for augmenting the sample space, comparison among different control applications and also to 

verify the changes in a control application by observing the response quantities for the same set of 

sample values. In order to run the experiments in the HIL TB, the framework initializes, configures 

and runs the three components namely RSCAD power simulation, embedded controller, FPGA 

interface and OPNET simulator. After each experiment, the processes invoked in the HIL TB 

components are killed. This is to ensure that every experiment is treated as a new process and the 

effect of previous experiment does not affect the response metrics of the next one. Figure 4.3 is 

the graphical representation of the implementation of the testing interface.  



30 

 

 

The LoadScale and PV Penetration parameters determine the peak load and generation for each 

load transformer. In order to account for this varying capacity value across different experiments, 

the transformer capacity limit in the RSCAD test is set as a runtime parameter. The load and PV  

profile generated for each experiment based on the scaling factors are given as file inputs to the 

power system which are then sent to the control application running in the embedded controllers. 

The power input is currently set to vary every minute and this option is configured in the power 

system test case. In order to estimate the metrics described in the previous section, the voltage, 

power and group related information is logged for the entire simulation in the RTDS. This log file 

will be post processed to calculate the metrics.  

The testing interface generates the configuration files and commands for the control application 

and the network simulation model which are then sent through TCP/IP connection along with the 

commands to start the specific process. A  configuration file listing the parameter values used for 

each experiment is created in the main run directory. For each experiment, a specific run directory 

is created which has all the configuration files and log files generated for each component. The 

calculated response quantities are updated in the consolidated results file after each experiment so 

Figure 4.3 HIL Testbed V alidation Framework 
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that the user can interrupt the simulations anytime depending on the obtained values for the 

response quantities and modify the parameter space accordingly. The directory structure for the 

framework is shown in Figure 4.4.  

         

 

 

This structure ensures repeatability of experiments. The framework also supports repeating the 

same experiment multiple times. The experiment configuration file is generated accordingly. This 

can be used to determine the confidence interval of the obtained response quantities. If a new 

response quantity has to be calculated, the experiments need not be repeated. If all the required 

quantities are configured to be logged, then by using the files in the results directory the newly 

defined metric can be calculated. Thus the framework is completely automated for HIL testbed 

based validation.  

4.5 Summary 

This chapter provided a detailed explanation about the methodology developed for validating a 

multi-agent smart grid system using HIL testbed. The implementation details and the capabilities 

of the validation framework was presented. In addition to implementing previously developed 

metrics, new metrics were defined to characterize the system behavior. The HIL testbed validation 

framework supports extensive automated testing feature.  

    Figure 4.4 Directory structure for the validation framework 
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 CHAPT E R  5  

APPL ICAT IONS OF V AL IDAT ION FR AME W OR K  

 

In order to explore and demonstrate the capabilities of the automated testing interface, the 

framework has been applied calibrating the HIL testbed and test the FREEDM distribution system 

[37]. This chapter explains the developed test case, underlying process configuration files and 

analysis of the results.  

 

5.1 FR E E DM System Overview 

The Future Renewable Electric Energy Delivery and Management (FREEDM) is a notional 

distribution system representative of the concept of energy internet. Figure 5.1 represents the one 

line diagram of the FREEDM system. 

 

 

Figure 5.1 FREEDM System Representation [37] 
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This system requires the integration of power electronics based devices and the fundamental 

component is the Solid State Transformer (SST). It consists of three ports namely one AC input, 

one DC output and one AC output port and supports bi-directional power flow. A  group of SST’s 

collectively form a microgrid. As seen in Figure 5.1, there is a substation SST that acts as a point 

of coupling for the FREEDM microgrid to the 69kV  transmission grid. In a FREEDM system, 

each household is equipped with a SST control that manages the local Distributed Renewable 

Energy Resource (DRER), Distributed Energy Storage Device (DESD) and the load. It allows for 

plug and play of multiple devices in the system. Distributed Grid Intelligence (DGI) acts as the 

operating system of FREEDM. Each SST is interfaced and controlled by the DGI process. DGI is 

the application layer that provides a reliable and secure communication interface by utilizing the 

underlying transport layer for communicating with the peers in the group. It uses UDP protocol 

for sending information across the system. V arious algorithms are being developed for effectively 

managing the distributed generation and storage devices for serving the loads and for V olt-V ar 

management [17-19]. The scheduling algorithms represent the energy management layer of the 

FREEDM system. The controls generated by the energy management layer is provided to the 

power management layer which deals with the variations that occur between the forecast and actual 

values. The power management layer implements a load balancing algorithm to ensure the 

aggregate supply and demand are met. The device level control addresses the transients that occur 

in the system. The DGI also has applications that control the ultra-fast fault identification devices 

that can be used to isolate any specific SST in the case of a fault condition or if there is a persistent 

fault in the transmission grid side, it can be used to change the control from grid connected to 

islanded mode where the energy management layer ensures that the load is served entirely by the 

local generation and storage devices. 

 

5.2 HIL  T estbed for FR E E DM System 

The HIL testbed provides a perfect platform for testing the entire FREEDM system including the 

interactions between the cyber and physical environment for various physical and network 

conditions in a controlled manner. The FREEDM distribution system is modeled and simulated in 

the RTDS. The DGI is deployed on the distributed controller cluster and the inter-DGI 
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communication is facilitated through the OPNET simulator. The communication between the DGI 

and RTDS is through the GTFPGA interface explained in section 2.1.  

5.2.1 R T DS Power System Model 

The power system model that has been used for this study is the seven section FREEDM based 

feeder system consisting of 6 SSTs, Distributed Generation and Loads as shown in Figure 5.2.  

This system consists of seven primary line sections with equal impedance. This can be viewed as 

a looped microgrid. The substation source is rated at 2.5MV A and 69kV  and is stepped down to 

12.47 kV  using a transformer. The maximum loading on the feeder is set as 2MV A. The loads and 

distributed generation sources are connected to the system through the load SSTs. 

             

 

They can be controlled by the control algorithm running on the embedded controllers. The voltage 

on the primary side of the SST is 12.47kV  and the secondary side voltage is 120V . On the 

secondary side, we have a lumped load and distributed generation. The SSTs are modeled as 

Figure 5.2 RTDS Power System Model – FREEDM 
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average value current source models. The rating of each SST is not identical and is varied during 

run time to simulate different loading scenarios in the feeder.  A  breaker is placed at the point of 

coupling of the source which facilitates testing grid connected and islanded mode. This model only 

consists of real power loads and the reactive loads in the system is zero.  

5.2.2 Distributed Grid Intelligence 

FREEDM microgrid is managed by the Distributed Grid Intelligence (DGI) which provides the 

platform for developing applications for the underlying power system. Currently it performs group 

management, state collection and load balancing. The general operation of the DGI is illustrated 

in Figure 5.3. Each SST shown in the power system model is controlled by a DGI process running 

on the embedded controller. For the control to work in a distributed manner, communication has 

to be established among the DGI processes running on different controllers. The group 

management module of the DGI facilitates the formation of groups within the microgrid. The state 

collection module reads the current load and generation values of the devices connected to the 

corresponding SST and makes it available for other applications.  

 

       
 

Figure 5.3 DGI control architecture [2] 
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It then issues a power command to the SST depending on whether it has to source or sink power. 

The DGI acts as the operating system of the FREEDM and provides the Application Programming 

Interface (API) to develop control algorithms that perform power and energy management, 

scheduling of storage devices, V olt-V ar control and fault management.  

The communication between the power system simulation model and the DGI happens through an 

intermediate FPGA board. The FPGA board hosts a server which sends the data to each of the DGI 

process based on the specified configuration file. 

5.2.3 OPNE T  Communication Network Model 

OPNET model provides a simulated network for inter-DGI communication. This model utilizes 

the sitl_virtual_gateway_to_real_world and sitl_virtual_eth_link to provide a gateway to the 

external hardware. Since the OPNET is hosted on a Linux machine, the libpcap utility is used by 

the simulator to route the selected packets from an Ethernet network adapter to the simulated 

process. Figure 5.4 shows the network simulation model used by this test case. 

  

           

 

Each embedded controller is denoted by a SITL gateway node that connects to the IP cloud model 

through a virtual SITL link. This simulation utilizes the IP cloud model which behaves like a 

Figure 5.4 OPNET SITL Model 
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simplified router with many ports. This node has been generated with 6 ports each supporting 

frames based on multiple protocols. It provides connectivity between the nodes but does not 

support complex activities like Weighted Fair Queuing. In this model, packet latency and loss are 

promoted attributes which are provided as runtime parameters.  

 

5.3 HIL  T estbed Calibration 

Before performing the experiments it is necessary to verify whether the HIL testbed components 

can be configured as per the generated inputs. The capabilities and calibration of the RTDS has 

been extensively studied and analyzed in various works. The parameters related to communication 

network are latency and packet loss ratio. The network latency is configured as a run time 

parameter in the OPNET simulation model. Using the framework, the network latency is varied 

over a specific range.  

A  UDP client server application is hosted in two embedded controllers. The communication 

between the controllers is through OPNET. The log file obtained from the application provides an 

analysis of the round trip time in communication. The value that needs to be configured in the 

cloud model for the SITL  network is calculated based on equation 5.1.  

             Latency value SITLModel = (Ping Response Time – (N *   
 

))/2                        (5.1) 

In this equation, N is the number of hops. For the network considered here, the number of hops is 

1. The ping response time is the round trip time that is expected from the network and the network 

latency is the value to be configured in the model. This value is calculated for the maximum packet 

size of 1500 bytes and the data rate is 1Gbps. The values of network latency generated using the 

HIL TB framework is the ping response time of equation 5.1. For each experiment, the framework 

calculates the latency value to be programmed for the cloud model. The reason for using UDP 

client server model is to ensure that the calibration matches the testing of the underlying control 

algorithm. Figure 5.5 represents the round trip time obtained using OPNET. The figure represents 

the histogram of round trip time for 1000 packets. The horizontal axis is the round trip time (RTT) 

and vertical axis is the number of packets with the corresponding RTT value. This result confirms 

that OPNET is able to provide the configured network latency. As seen in the figure, the default 

routing time taken by the model is ~900µ s. An additional latency of 5.7ms and 8.7ms are 
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configured and tested. The results indicate that OPNET can provide the configured latency with 

the accuracy of ±300 µ s.  

                               

 

The OPNET model utilizes the SITL interface which processes the packets in real time. In order 

to estimate the maximum limit that OPNET model can handle, following experiment was done. A  

distributed denial of service application was hosted in one of the embedded controller boards and 

configured to send UDP packets. The inter-packet interval determines the rate at which the packets 

are sent. This is considered as a parameter to estimate the limit at which OPNET fails to handle 

packets in real time. It is observed that OPNET is able to handle inter packet arrival times of 100µ s 

and higher. Figure 5.6 (a) and (b) show the statistics for number of packets recorded in OPNET 

for two values of packet rate namely 10,000 packets/second and 20,000 packets/second at 1Gbps 

respectively. The simulation is configured to run in parallel kernel mode with number of threads 

set to 4. For case 1, the number of packets recorded is same as expected value indicating the 

processing was done in real time. For case 2, even though the packets are sent at the rate of 20,000 

packets/second, OPNET indicates the total packets at t=5s as 300,000 indicating that the packets 

have been queued and OPNET is unable to process in real time.  If the packet rate is further 

           Figure 5.5 OPNET Latency V ariation 
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increased, the performance deteriorates. If the model is unable to process the packets in real time, 

by default there are no error messages shown in the log file. The real time performance can be 

verified by comparing the values logged for remaining simulation time with the total simulation 

time configured. If the remaining time indicated exceeds the configured run time, then it means 

that the simulation has not run in real time. 

 

           
(a) Packet rate = 10,000 packets/second                  (b) Packet rate = 20,000 packets/second 

Figure 5.6 Packet count sent and received – OPNET 

 

The performance of OPNET in handling packets in real time is dependent on the platform it is 

hosted. In the HIL testbed, OPNET is running in the Linux platform with 11 cores. To safely 

operate OPNET in parallel processing mode, the maximum number of threads supported is based 

on the number of SITL nodes in the simulation and the number of CPU cores present. Based on 

the above test case, it has been determined that OPNET can handle 10,000 packets/second from 

one embedded controller at 1Gbps. 
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5.4 DGI Case Study – T est Setup 

The power management algorithm that is currently functioning in the DGI is the load balancing 

algorithm [20]. This algorithm is based on the software application of work load distribution 

among the servers. The algorithm reads the values of the load and generation on the low voltage 

side of the SST. It then computes the net value which can either be positive if the generation is 

higher than the load or negative if load exceeds generation. The distribution side power 

measurement of the SST is called as gateway. The computed value is compared with the gateway 

of the corresponding SST to determine whether the node is in supply or demand. If there is supply 

and demand node in the group, then power migration is initiated among the different SSTs. The 

load balancing process issues commands to the SST to change the gateway value to achieve the 

balance between the net supply and demand in the system. Thus at any point of time, the DGI 

issued commands balance the total load and generation among the SST.   

The DGI is hosted on the MAMBA boards. Each SST in the power system model shown in Figure 

5.2 is assigned to a DGI process. The signal flow for a single SST is shown in Figure 5.7. 

 

          
Figure 5.7 DGI Case Study Signal Flow 

 

The PV  and load profiles generated by the framework are provided as input to the RTDS case. The 

SST rating is set as run time parameter depending on the peak value in the respective profile. In 

an actual power system, the profile values are provided directly to the power system components 

and also to the control algorithm. The control algorithm then updates the load or DG value 
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depending on optimization process it runs. In order for the load balancing algorithm to function, 

the PV  and load profiles fed to the RTDS model which then sends them as inputs to the DGI 

process along with the SST gateway value. The algorithm then computes the SST gateway value 

based on the communication within the group and sends the command for the SST.  

The communication between the RTDS power system model and the DGI process is governed by 

the following configuration files.  

a. Device.xml – This xml file lists the power system devices in the RSCAD simulation that 

are monitored and controlled by the DGI.  

b. Adapter.xml – The communication between power system test case and DGI is through 

TCP/IP connection. This xml file indicates the index corresponding to the values that are 

sent/received between the DGI and RSCAD.  

c. Topology.cfg – This file gives information related to the physical system topology and the 

number of the Fault Identification Device (FID) present between two connected nodes.  

d.  Timings.cfg – The DGI has a Broker module which performs real time scheduling of the 

individual functions within the DGI based on the parameters values indicated in this file.  

e. Freedm.cfg – This file gives the list of peers that a DGI node needs to form a group, power 

migration step size, configuration to control whether the behavior of the node has to be 

normal or malicious to the physical system and the global verbosity level applicable for the 

DGI modules.  

f. Logger.cfg – This file controls the verbosity level for the individual DGI modules. If this 

file is not present, the default value specified for global verbosity is applied.  

The framework generates the above configuration files for the DGI based on the user input. Based 

on the definition of the parameter space, samples are generated. As explained in the previous 

chapter under section 4.5, the PV  and load profiles are scaled and provided as file input to the 

RTDS model. The data communication network parameters are also generated and set as run time 

arguments to the OPNET model. Following case studies demonstrate the capabilities of this 

framework. Section 5.4.1 demonstrate the use of parameters in analyzing the effect of PV  

penetration and load scale factor on the system. Section 5.4.2 show the effect of communication 

network parameters on the power system model. Section 5.4.3 illustrates how the framework can 

be used for parameter interaction related studies.  
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5.4.1 E ffect of PV  penetration and L oad scaling factor 

The parameter space used for this case study is presented in table 5.1. The user specifies the 

minimum and maximum limit for each of the parameter. The decision whether a parameter needs 

to be varied for the experiments is controlled by the corresponding value of ‘V aryParam’. If the 

parameter is not varied, then the nominal value specified in the table is used. In this case study, 

only load scale factor and PV  penetration is varied. These parameters affect the transformer rating 

and is configured as run time parameter in the RTDS model. The parameters related to the 

communication network are held constant. The experiment configuration and the feeder constants 

are tabulated in 5.2. The input parameters along with the feeder constants determine the peak load 

and distributed generation value in the system for each experiment. 

Parameter Name Min Max Nominal V aryParam 

LoadScaleFactor 0 0.8 0.4 1 

DGScaleFactor 0 1.5 0.8 1 

Network Delay 0 10 1 0 

Network Packet Discard 

Ratio 0 0.5 0.2 0 

 

Number of profiles 1 

Number of experiments 3 

Number of repetitions 1 

Number of samples 15 

Rated voltage 12.47 

Scapacity Feeder 2.5 

Smaxload Feeder 2 

Generate LHS 1 

 

Table 5.1 Parameter Space 

Table 5.2 Experiment Configuration 
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The generated design space can be repeated for different profiles and this is controlled by the value 

provided in the experiment configuration. The current scenario is tested for a single profile. The 

three cases presented here can be categorized as high, zero and 50% PV  penetration respectively. 

Table 5.3 lists the sample values generated for these cases.  

Table 5.3 LHS V alues 

EX PERIMENT NO LOAD SCALE PV  PENETRATION 

1 0.3627 1.3920 

2 0.4480 0.0480 

3 0.5760 0.5280 

 

In order to assess the load balancing algorithm, it is necessary that each SST sees a different PV  

and load profile. As the focus here is to demonstrate the testing framework methodology, the initial 

set of input profiles used for load and PV  are randomly generated. This will ensure that each SST 

sees a different correlation between the corresponding load and PV  profiles. The metrics explained 

in section 4.3 are calculated for the above cases and shown in Table 5.4 and Table 5.5.  

 

Table 5.4 DGI Case Study - Response Metrics (1) 

Exp No V min 

(pu) 

V max 

(pu) 

V range 

(pu) 

Max.V dev 

(pu) 

GMII SALII SA LII_with 

DG 

1 0.996 0.999 0.003 0 0.01 0 0 

2 0.999 0.999 0 0 0.006 0 0 

3 0.996 1.001 0.05 0 0 0 0 

 

Table 5.5 DGI Case Study - Response Metrics (2) 

ExpNo Normalized 

Load Shed 

Normalized 

DG curtailed 

Average 

Grid power 

(MW) 

Peak Grid 

power (MW) 

RPFtime LB success 

rate 

1 0.663 3.924 0.1165 0.1166 0 0.429 

2 3.227 0.002 0.1165 0.1166 0 1 

3 1.31 0.31 0.1165 0.1169 0 0.462 
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The aim of the load balancing algorithm is to ensure the load and generation within the microgrid                      

is balanced. The effectiveness of the algorithm is measured in terms of the load balancing success 

rate. The power migration between any two SSTs in the group happens in incremental steps which 

is given by the migration step size. For this case, the migration step size is set to be 1 unit. Therefore 

if the supply or demand of an SST is less than the migration step size, then the load balancing does 

not happen. So the load balancing success rate is calculated based on the error margin. As the 

control algorithm is unaware of the fact that the SSTs are in grid connected mode, it only balances 

the local load and generation. In case 1, excess PV  is curtailed thereby leading to a high value of 

the normalized DG curtailed metric. When the PV  penetration is low, the local load is not served 

by the DG. Hence the normalized load shed metric is high for case 2. The SSTs are modeled as 

current source with parallel branch resistance as 8000 Ω . The rated voltage of the system is 12.47 

kV .   

The system loss is given by equation 5.2.  

 =   ∗                                                                                (5.2) 

The number of SST in the test case is 6. The loss when there is no current flow is calculated as 

0.1165 MW. As seen in the response metrics table, irrespective of the level of PV  penetration, the 

average and peak grid power remains constant at 0.1165 MW. As the line loss due to power flow 

between the SSTs is minimum, the loss in the current sources dominate. Hence in the 3 cases, the 

value is same irrespective of the amount of power migration taking place. If the performance of 

the algorithm is measured only by looking at this particular metric, then it might appear that the 

algorithm is providing the best performance. This metric when seen in conjunction with 

normalized load shed and DG curtailed provides a different picture. The minimum value of grid 

power is obtained at the expense of curtailing the load.  

In order to demonstrate how the metrics can be used for comparing the performance among 

different algorithms, the above experiments are repeated in the absence of an intelligent control 

algorithm. The input profile values for load and DG are applied directly to the power system model. 

The response metrics calculated for this scenario are tabulated in Table 5.6 and 5.7 respectively.  
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Table 5.6 Case Study without DGI - Response Metrics (1) 

Exp No V min 

(pu) 

V max 

(pu) 

V range 

(pu) 

Max.V dev 

(pu) 

GMII SALII SA LII_with DG 

1 0.999 1.001 0.002 0 NA 0 0 

2 0.992 0.998 0.006 0 NA 0 0 

3 0.994 1 0.006 0 0 0 0 

  

 

Table 5.7 Case Study without DGI - Response Metrics (2) 

ExpNo Normalized 

Load Shed 

Normalized 

DG 

curtailed 

Average 

Grid power 

(MW) 

Peak Grid 

power (MW) 

RPFtime LB success 

rate 

1 0 0 -0.2262 0.0154 0.933 0 

2 0 0 0.6595 0.9742 0 0 

3 0 0 0.3719 0.6944 0 0 

 

It is observed that when there is high PV  penetration, there is reverse power flow in the system 

when the inputs are directly given to the RTDS power system model. As the goal of the load 

balancing algorithm is to match the load and generation within the microgrid, the value of RPFtime 

is 0 when DGI controls the power system.  

In the absence of DGI, the average and peak power drawn from the grid varies with the level of 

PV  penetration. The power drawn from the grid is maximum when the PV  penetration is low. 

Figure 5.8 shows the power drawn from the grid with and without DGI control algorithm for 

experiment number 1. As the goal of the load balancing algorithm is to maintain the sum of 

generation and load within the system as zero, the power drawn from the grid accounts only for 

the loss in the system. The temporal variations in profile does not affect the net power drawn from 

the grid. Thus, when the load balancing algorithm controls the power system, the power drawn 

from the grid is unaffected by the levels of PV  penetration. 
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(a) With DGI Control                                    (b) Without DGI Control 

Figure 5.8 Grid Power – High PV  Penetration 

 

Even for high levels of penetration, the voltage level on the bus does not deviate from the nominal 

limits. In the absence of the DGI load balancing control, the power system model responds to the 

changes in the PV  and load values. The excess generation from the distributed generation sources 

are fed back to the grid and there is no load balancing taking place. Hence the load balancing 

success rate is zero. As the system is in grid connected mode, the normalized load shed and DG 

curtailed metric is 0. This is because the power system follows the exact values provided in the 

input profiles.  

In both the cases, the SALII metric is 0 indicating that the loads do not experience any deviation 

in the voltage level. As there are no reactive loads in the system and the total loading does not 

exceed the system rating, the voltage does not deviate beyond the ANSI limits. The behavior 

observed and the metrics calculated for the case with DGI are representative of islanded mode of 

operation. As demonstrated with the two cases, the response quantities are useful for comparing 

the performance of various control algorithms. 

 

5.4.2 Parameter Interaction study 

This section demonstrates how the developed framework can be used for studying the interaction 

effects in the input parameters. As an example, the response quantity RPFtime is analyzed for the 
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experiments done without the DGI algorithm controlling the power system. Figure 5.9 shows the 

variation of RPFtime with respect to PV  penetration and load scale factor.  

 

                         
Figure 5.9 V ariation of RPFtime 

 

If the RPFtime is analyzed with respect to the PV Penetration factor alone, it might appear that 

even at 100% penetration the reverse power flow time is 0. This is because the peak PV  in the 

system depends on the peak load and the PV  penetration factor. As seen in the plot, at 100% PV  

penetration, the corresponding value of load scale factor is 0.1. Thus the peak load in the system 

is low and the peak PV  value is also not sufficient to overcome the system loss. Hence there is no 

reverse power flow for this configuration. Thus the framework can be used to identify such 

interactions among the input factors.  

The method of Analysis of V ariance (ANOV A) can be used to determine the influential factors 

for a response quantity. This analysis can further be extended for modeling the response surface 

by performing a regression fit of the response metric with respect to the input parameters.  

 

5.4.3 E ffect of Network latency 

The processes in the DGI are controlled by a Broker which acts as a real time scheduler. The timing 

required by each process in the DGI is governed by the values given timings configuration file. 

The timings are calculated for a specific network latency. The system resiliency with respect to 

data communication network can be measured by analyzing the effect of network latency. The 
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network latency is varied in the range of 1ms to 20ms. The other parameters are held constant. For 

this case study, the timings file generated for the latency of 1ms is used. The response metric 

chosen to study the effect of network latency is the Group Management Interruption Index (GMII).  

The results are shown in Figure 5.9.  

 

                   
Figure 5.9 GMII vs Network Latency 

 

It is seen that with a given timings configuration file, the DGI process is able to form groups even 

when the latency is increased to 27ms. In the plot, region 3 indicates the range for which the GMII 

index is very high. There is no specific pattern observed in the plot of GMII because of the variance 

introduced by the DGI process.  

 

5.5 Summary 

This chapter provided a detailed overview of the application and capabilities of the HIL testbed 

validation framework. The application and usefulness of this approach was demonstrated using the 
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FREEDM distribution system. The metrics were calculated for different levels of PV  penetration, 

feeder loading and data network latency and the effect of the input factors on the response 

quantities were analyzed. This analysis provided better insight about the functionality of the 

underlying control algorithm. It was observed that the load balancing algorithm curtails the excess 

generation or load to maintain the balance in the system as it does not differentiate between the 

islanded and grid connected mode. The framework was used for calibrating the testbed 

components and identifying the capabilities and limitations of the testbed.  
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CHAPT E R  6  

CONCL USION AND FUT UR E  WOR K  

In this thesis, a methodology to analyze the performance of distributed control algorithms using 

the HIL testbed was presented. The validation framework demonstrated how the HIL testbed can 

be utilized for the system level verification of smart grid controls. Some of the salient features of 

this work are as follows.  

1. A  subset of generally applicable factors that could be applied to any multi-agent based 

smart grid control architecture were identified.  

2. Metrics were developed to assess the impact of varying the input factors. This also 

facilitates the comparison of performance for different feeder configurations and multiple 

control algorithms. 

3. The software necessary to perform automated testing using the HIL testbed was developed 

and the implementation was done in MATLA B  

4. The test architecture ensures repeatability of experiments. 

This automated validation framework would expedite the testing process and provide a means for 

comparison and analysis. It extends the testing capability of the HIL-TB and can be used to 

determine the stable operating region of the control algorithms. As the test architecture is modular, 

it supports the plug and play nature of the individual components. The proposed architecture and 

methodology is generalized and can be applied to any testing platform. In general, even though 

certain simplifications were made in the case study, the methodology and test framework that were 

developed can be used for understanding, analyzing and investigating the performance of 

distributed control algorithms for power system operations. 

 

The testing was performed only for a small duration of the PV  and load profile because of the real 

time computation overhead involved in doing multiple experiments. Methods can be developed 

for accelerated testing process. The framework can be extended to build regression models for the 

response quantities. For instance, the model for power drawn from the grid can be used to predict 

a schedule for grid power. Phase shifting of PV  profiles can be done to provide variability in the 

profile values assigned to each node in the distribution system. As distributed storage devices form 

an integral part of a smart grid system, factors and metrics related to modeling storage devices can 
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be included as part of the assessment process. The power system model considered in this study is 

a balanced three-phase system with only real power injection. This can be extended to include 

reactive loads that enables evaluating V olt-V ar management control algorithms.  

The process of identifying the parameters and developing the response quantities is iterative. The 

systematic approach and the framework presented in this work lays the foundation for the same 

and will extend the capabilities of the HIL-TB for extensive testing of distributed control 

algorithms.  
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