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ABSTRACT 

Electrical Distribution Systems (EDS) in future are likely to be changed to looped structures with 

renewable energy and associated Power Electronic Devices (PED). The looped structures will 

not only enable the integration of local renewable energy generation, but also improve the 

efficiency and reliability of energy operation in the EDSs. However, the change of structures and 

the integration of PED devices also bring tremendous challenges to the design of the protection 

systems for the EDSs of the future. These EDSs are often referred to as smart grids. The first 

challenge comes from the change of structures. The looped structures will have significantly 

different dynamic behavior during fault conditions as compared to the traditional EDSs, which 

are normally in radial structures and supplied by a single source. The second challenge is the 

highly distorted fault current waveform and bi-directional power flow from the PEDs and the 

local renewable sources. The third challenge is the requirement of adaptability, the protection 

systems must be able to accommodate the dynamic operating conditions of smart grids with 

multiple controllable PEDs. 

The traditional protection approaches that are based on local relays may fundamentally facilitate 

the above challenges individually for smart grids with simple structures and operating features, 

but will not work for the smart grids with complex structures and operating features. Therefore, a 

more intelligent, rapid and adaptive protection system, which is capable of solving the challenges 

comprehensively, is needed for the smart grids. This is the major motivation for this dissertation. 

This research proposes a centralized fault management (CFM) approach as a generic protection 

solution to the smart grids. In contrast to the traditional protection approaches that are 

constrained by local relays, the CFM approach applies a new protection structure, which is 

composed of a digital data acquisition subsystem and a communication subsystem. In the new 

structure, multiple CFM systems are designed to manage a smart grid, and thus to provide 

protection redundancy and to ensure overall system reliability. The new structure is expected to 

enable the development of a new generation of protection technology, which will facilitate the 

rapid design and implementation of a highly adaptable protection approach for smart grids of 

both AC and DC types.  

The research into developing the proposed CFM approach consists of the following parts: 
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1. We propose a centralized fault management approach that considers all the three 

challenges for smart grids. The approach is based on zone division and the 

adapted percentage differential protection methods. It is highly adaptive to smart 

grids with different structures and operating conditions. It also minimizes the need 

for coordination of the different zones in a smart grid.  

2. We characterize the communication requirements for the CFM approach. We 

improve the performance models by adding the CFM devices onto the models. 

Then we characterize the sensitivities and influence factors of the models in order 

to evaluate the performance of the CFM systems. 

3. We develop a generic design guideline for the CFM approach to protection 

applications of other smart grids. We illustrate the design guideline by using a 

MVDC shipboard system. 

We implement a demonstration CFM system on hardware, and then test the CFM system on an 

RTDS Hardware-In-the-Loop (HIL) test-bed. The HIL test results show that the CFM system 

determines faults precisely and rapidly for a small smart grid with looped structure and multiple 

generators. We conduct simulations on a network simulator, i.e., the OPNET software, to 

validate the CFM models. The OPNET simulation results show that the models are accurate in 

analyzing the performances of the CFM systems.  

For the future work, we summarize some related topics, such as accurate modeling of the 

processing delay, hardware implementation of a full CFM system, full protection HIL testing for 

the MVDC system, and external control functions of the CFM program. 
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CHAPTER ONE 

INTRODUCTION 

1.1 Problem Description and Motivation 

In future Electrical Distribution Systems (EDS), it is predicted that local renewable generators 

such as photovoltaic panels or wind turbines will play an important role in the future EDSs [1]. 

Moreover, in order to integrate the generators into the EDSs, Power Electronic Devices (PED), 

such as converters and Solid State Circuit Breakers (SSCB), are expected to be widely applied. 

The intelligently controlled PEDs and their associated controlling devices together change the 

structures and operating features of existing EDSs. The future EDSs are commonly referred to as 

“smart grids”. Also, the existing EDSs without PEDs and local renewable generators are referred 

as “traditional EDSs”. Therefore, the two terms are adopted in this dissertation. 

However, the newly evolved smart grids may cause severe problems to existing local relay based 

protection systems. For instance, the waveform of a fault current may be highly distorted while 

its magnitude is limited by the PEDs, both of which may cause data processing problems to the 

protection relays [2]. Moreover, the energy flow in a looped smart grid can be bidirectional, and 

indeterminable under fault conditions, which can cause a coordination problem between relays 

[3]. Further still, the existing protection systems may take several seconds to interrupt a fault. 

During that time, the energy supply for the smart grid may be discontinued, and the fragile PEDs 

may get damaged [4], [5]. Therefore, a more intelligent, rapid, and adaptive protection system is 

needed to solve the protection problems, and to maintain operation of the smart grids. 

The traditional EDSs are normally in radial structures and covered by an overcurrent protection 

approach. Figure 1 shows a typical radial EDS with an overcurrent protection of three-segment 

arrangement [6]. In the radial EDS, the main feeder (the substation) is protected by a circuit 

breaker with reclosing ability; a circuit breaker is inserted in the middle of the main feeder; and 

branch feeders are protected by expulsion or current limiting fuses. With current-time 

coordination between fuses and overcurrent relays, a higher segment provides backup protection 

for its own lower segment. One issue of this approach is: if a fault occurs on the main feeder, the 

entire EDS will have to be shut down. Another issue is adaptability: this approach can only work 
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for radial structured EDSs with unidirectional energy flow. If the structure changes by, for 

example, adding a local generator, the entire protection system will fail. For an EDS with 

complex structure, the coordination between overcurrent relays and fuses are almost 

unachievable [7]. 

 

Fig. 1. Overcurrent protection for tradition EDS [6] 

 

1.2 Protection Requirements of Smart Grids 

Unlike traditional EDSs that are in radial structures and powered by upper-level electrical 

systems, smart grids are in looped structures and can operate in both a grid-connected mode and 

an islanded mode with Locally Distributed Generators (LDG). Thus, the smart grids cannot be 

protected by the protection methods used in traditional EDSs [8]. 
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Fig. 2. A smart grid with looped structure and LDGs 

 

Figure 2 shows an exemplar smart grid of looped structure and LDGs. In order to protect the 

smart grid, the following aspects should be considered:  

1. Looped or meshed structure 

Compared to traditional EDSs, the topologies of smart grids are completely different. In order to 

minimize cable length and increase energy flow efficiency and the system reliability, smart grids 

are usually designed in looped or meshed structures instead of the typical radial structure. As a 

result, the coordination of overcurrent protection relays becomes difficult.  

2. Bidirectional energy flow 

The energy flow in traditional EDSs is normally in a uniform direction: from the main feeder to 

every sub-feeder. The direction of the fault current is fixed and the same as that of the energy 

flow. Thus, the overcurrent protection scheme can be applied to traditional EDSs easily. In smart 

grids with LDGs, the energy flow will be bidirectional, and the magnitude of the fault current is 



  

4 

 

indeterminate, both of which make it difficult for the conventional protection approaches to 

work. 

3. Generator impedance changes  

The impedance changes of LDGs also cause problems to the existing protection systems. In a 

smart grid with multiple LDGs, if the impedances of the LDGs change from the settings in 

protection relays, the relays will experience coordination problems and can make false trip 

decisions. In some extreme cases, dynamic relay reconfigurations may be needed as responses to 

the impedance changes. 

4. Adaptiveness of the protection system  

In contrast to the components that have stable electrical behaviors in traditional EDSs, the 

components in smart grids, such as LDGs and PEDs, have dynamic electrical behaviors under 

different operating conditions. Moreover, the structures of smart grids may change in dynamic 

operations. Therefore, the protection system must be adaptive to these changes. 

5. Fast fault interruption  

Traditional EDSs are usually protected by time-coordinated overcurrent relays, which may take 

several seconds to interrupt a fault current after the fault incident. The slow protection speed is 

caused by the coordination delays among different relays. However, unlike the mechanical 

devices in traditional EDSs, the expensive PEDs in smart grids are more fragile and may fail 

under large fault currents if being used with a slow protection speed. Moreover, the fault-ride-

through capability can be achieved with a fast protection speed. Therefore, a protection system 

with fast speed is necessary for the smart grids.   

6. Limited fault current with highly distorted waveform 

In smart grids, fault currents may be limited by either fault current limiters or converters with 

fault current limiting capabilities. Thus, the fault current may be reduced to only twice the 

normal current in some cases, and the waveform will no longer be sinusoidal; both of which are 

challenges for the existing protection relays [9]. 
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1.3 The Centralized Fault Management (CFM) Approach 

Conventional protection approaches are structured in a highly distributed way, in which different 

protection approaches are applied throughout an EDS. Each approach protects a small portion of 

the EDS locally, e.g., generator protection approach for a generator zone, transformer protection 

approach for a transformer zone, and tie line protection approach for a tie line zone, etc.. The 

major defect of the distributed way is that the zone coordination and backup protection 

configuration between different zones are difficult to achieve. The conventional protection 

approaches are widely used in today’s EDSs, because not only they have a better overall 

reliability than the centralized approaches, but also the communication ability of the old 

protection relays is limited. With the old relays, it is almost impossible to transmit a very large 

volume of information reliably and rapidly in real-time. With the rapid development in data 

acquisition and communication techniques, a more centralized protection approach becomes 

feasible. It can manage a large portion of an EDS in a comprehensive way.  

 

Fig. 3. The concept of the CFM approach 
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The concept of the CFM approach for the smart grid in Fig. 2 is shown in Fig. 3, in which the 

smart grid is divided into many zones, with each zone protected by the differential protection 

scheme. All the schemes are executed on the CFM unit. Compared to conventional protection 

approaches that use a number of local relays, the CFM system covers a large portion of the EDS. 

The proposed CFM approach aims at: 

1. Adaptiveness 

The usability of conventional protection approaches is highly constrained by the structure of an 

EDS. Whenever the structure changes, the entire protection system needs to be reconfigured. The 

proposed CFM approach is designed to be adaptable to the EDSs of different structures, even in 

both AC and DC types.  

2. Ease of configuration 

In conventional protection approaches, we may be able to use multiple relays to protect a smart 

grid, but the coordination among the relays will be difficult. In the proposed CFM approach, no 

coordination is needed since there is only one protection device. Therefore, the protection of the 

smart grid can be accomplished by configuring only one device.  

3. External control capability 

PEDs, which inherently provide additional control capability, are expected to be widely 

integrated into smart grids. Therefore, the CFM approach must make full use of PEDs’ 

controllable feature for protection controls, such as use of convertors for fault interruption, and 

switches for fault isolation. With the PEDs in a smart grid, the CFM approach can achieve 

protection controls in a system-level.  

4. Fast protection speed  

As the proposed CFM approach consists of the differential protection scheme, which is one of 

the fastest protection schemes, the CFM approach has a fast protection speed as compared to 

other conventional protection approaches. The fast protection speed contributes to the stability 

and fault-ride-through capability of the smart grids.  

The major challenges of the CFM approach are:  

1. Communication performance 

To implement the CFM approach, the communication subsystem must be able to deliver data 

from remote sensors to a CFM unit within a short time and with small delay jitters. 
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2. Data synchronization 

The CFM approach is based on real-time calculation of instantaneous sample points. It requires a 

precise data synchronization (within the range of 1 ms) among all remote sensors in the 

communication subsystem. This is the key challenge of the CFM approach. 

3. Performance modeling of the CFM system 

A CFM system consists of a CFM unit with a fault management program, a communication 

subsystem, and remote sensors. In order to analyze the performance of the CFM system, we need 

to build a comprehensive model to consider all the components of the CFM system. With the 

model, we can describe the performance and influence factors of the CFM system.  

4. Protection system reliability  

The reliability means that the protection system must be able to operate when required, and not 

to operate inadvertently. The proposed CFM approach should match the reliability of local 

relays. Also, it is essential to consider the protection redundancy and backup. 

Table 1. Comparison of protection approaches 

Conventional protection approaches Proposed CFM approach 

Distributed protection method Centralized protection method 

Different protection designs are required for 

different smart grids 

One highly adaptive design for different 

smart grids  

Protection zones are fixed Protection zones are flexible 

Many relays distributed throughout a smart 

grid 

One CFM covers a large portion of a smart 

grid 

Simple, mostly analog sensor-to-relay wire 

connection 

Sensor information shared on a CFM unit, 

communication subsystem required 

Not applicable to AC/ DC grids Feasible for AC/DC grids 

Multiple protection schemes work together: 

need coordination 

Uniform protection scheme: 

no coordination necessary 

Elaborate configuration and coordination 

for protection devices 

Facilitates easy and standardized 

configuration for one CFM unit 

Limited post-fault control capability Uninterruptible load supply capability 
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A comparison of general attributes of the conventional protection approaches and the proposed 

CFM approach is listed in Table 1. 

1.4 Dissertation Statement 

Based on the above discussions, the objectives of this dissertation are: 

1. Proposing a highly adaptive protection approach for smart grids of different structures 

and operating features, i.e., a CFM approach, by solving the protection challenges in smart grids 

and achieving accurate fault localization and fast protection speed. 

2. Building a performance model for the CFM system. Characterizing the influence factor 

of the performance model, and then defining constraints for protection designs. 

3. Developing a generic design guideline for the application of the CFM approach. 

 

The remaining parts of the dissertation are organized as follows: Chapter 2 is the literature 

review that provides necessary background. Chapter 3 discusses the detailed structure of the 

proposed CFM approach. Chapter 4 defines the communication subsystem, which supports the 

CFM approach. Chapter 5 presents a preliminary hardware implementation for demonstration 

purpose. A Hardware-In-the-Loop (HIL) test follows, to validate the CFM approach. Chapter 6 

discusses the applications of the CFM approach for other smart grids by characterizing the 

influence factors of the CFM systems, and then deriving a generic design guideline for the CFM 

approach. Chapter 7 concludes the dissertation and suggests future work.   
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CHAPTER TWO 

LITERATURE REVIEW 

Components and devices play an important role in the design of the protection systems for power 

systems. This chapter reviews the basics of the protection of power systems that will be used 

later in the dissertation. 

2.1 Development of Protection Relays 

A brief development history of the protection relays is shown in Fig. 4. It is generally divided 

into four stages: electron-magnetic protection relays, static protection relays, digital protection 

relays, and novel intelligent and network protection relays for the 21st century [10].   

 

Fig. 4. Development of protection relays 

 

The first electro-mechanical over-current relay was applied at the beginning of the last century. 

Since then, the earlier relays evolved from the electro-mechanical, to the semiconductor, to the 

integrated circuit, and to the numerical technologies. In the 1980s, it was recognized that 

numerical devices are more powerful than electro-magnetic and semiconductor devices. The 

numerical technology enables protection schemes to perform current calculation directly instead 

of doing summation at current transformers. During the past two decades, the rapid development 
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of digital computers has made more complicated and ultra-high-speed numerical techniques 

possible, e.g., the transient-wave protection method and the wavelet analysis method. The fault 

detection is performed by numerical relays that consist of digital signal processors (DSP) with 

measuring and output circuits. Now, the DSP-based numerical relays have gradually replaced old 

relays in power systems. Novel integrated and intelligent network based protection schemes 

proposed at the beginning of the 21st century represent an attractive advancement for power 

system protection.  

2.2 Protection Zones of EDSs 

In designs of protection, EDSs are usually divided into a number of protective zones, each with 

different protection approaches: generator protection zones, transformer protection zones, 

transmission-line protection zones, load protection zones, busbar protection zones, etc. Note that 

overlapping of the zones helps to avoid blind areas. 

 

Fig. 5. Protection zone division for an EDS 
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Figure 5 shows the zone division of a typical EDS: two generators feed power to a 13.8 kV 

generator bus, two transformers deliver power from the bus to two transmission lines, and then 

ultimately to remote loads [11]. The substation has a high-voltage switchgear that feeds power to 

the transmission lines and routes that power over alternate paths during emergencies, or during 

routine dispatching operations. Circuit breakers are provided to permit removal of any zones of 

the EDS from service, while still deliver power to major loads. The circuit breakers are 

controlled by protection relays. The settings of the relays may be quite elaborate, with various 

levels of back-up and overriding protection covering all possible contingencies. Manual control 

of each breaker is also provided. The compartmentalization of zones helps to isolate faults in a 

zone of the EDS and to increase the speed of the overall protection system. 

 

2.3 Protection Schemes 

2.3.1 The overcurrent protection scheme 

Among protection schemes, overcurrent protection is the oldest and simplest. There are two 

overcurrent schemes: instantaneous and time-delayed [12]. 

2.3.1.1 Instantaneous overcurrent scheme. This scheme is widely used in the 

protection of feeders. Here, the relays work without an intentional time delay. The logic unit trips 

directly when the current reaches its threshold, as shown in Fig. 6. The instantaneous overcurrent 

relay is useful for protecting electrical equipment against short circuits, especially for high fault 

current. 

 

Fig. 6. Logic diagram of the instantaneous overcurrent scheme 
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2.3.1.2 Time-delayed overcurrent scheme. In this scheme, a current-time curve is 

applied to the relays. The curve implies that the operation time is inversely proportional to the 

magnitude of a fault current.  If the current is high, the relay should operate fast. The general 

equation is:   

� �
�

�����	
 � 1
 

where τ is operation time;  

 PMS is plug multiplier setting; and 

 K and n are preset coefficients. 

There are two settings that must be applied to time-delayed overcurrent relays: one is the pickup 

value and another is the time delay. The relays are designed to produce fast operation at high 

current, and slow operation at low current. Hence, the curve follows an inverse time 

characteristic. Relays from different manufacturers may have different inverse time 

characteristics. Figure 7 shows the IEEE standard pick-up curves for the relays. 

 

Fig. 7. The IEEE standard inverse-time characteristic of overcurrent relays [13] 
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The overcurrent protection schemes are widely used in the protection of the traditional EDSs 

because they are simple, low-cost, easy to coordinate and reliable. Fig. 8 shows a typical 

overcurrent relay coordinated protection system: relay 1, 2 and 3 are configured with different 

curves for time coordination. Relay 2 provides backup protection for relay 3, while relay 1 

provides backup protection for relay 2 and relay 3. The disadvantage of the overcurrent schemes 

is that they are not feasible for the EDSs with complex structures due to the time coordination 

issue. 

   

Fig. 8. Overcurrent relays coordinated protection system 

 

2.3.2 The pilot protection scheme 

In the pilot protection scheme, two pilot relays, which share a common characteristic, are applied 

to the two terminals of a transmission line. A communications path is applied to send signals 

from a relay at one end of the line to another relay at the other end. The pilot protection is shown 

in Fig. 9. The scheme is simple: the two relays compare the current at each terminal of the 

transmission line. If the two currents are equal, then there is no fault on the transmission line. If 

the two currents are not equal, there must be a fault in the transmission line.  
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Fig. 9. Demonstration of the pilot protection scheme 

 

2.3.3 The percentage differential protection scheme 

The Percentage Differential Protection (PDP) scheme is derived from Kirchhoff's Current Law 

(KCL). The concept of the scheme is to sum up all the currents in a protection zone. If the 

summation is equal to zero, then there is no fault in the zone. Otherwise, there is a fault in the 

zone. This scheme is accurate regardless of the type of faults and can be easily applied to large 

power components, such as transformers, generators, and busbars. The advantages of the PDP 

scheme are: ease of use, security flexibility, fast operating speed, sensitivity, and dependability 

[14]. 

 

Fig. 10. Concept of the PDP scheme 
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In a PDP relay, there are two coils: one is the restraining coil, which calculates the absolute sum 

of all currents; the other is the operating coil, which calculates the vector sum of all currents. We 

only need to configure the bias, or the percentage coefficient, on the relay. The operation 

principle of the PDP relay is as follows: 

��� �
|�� � ��|

��� � ��	/2
�   ����  

If the operating current (Iop) larger than the bias, the relay determines a fault. 

2.4 PEDs in Smart Grids and Their Impact on Protections 

When PEDs are integrated into traditional EDSs, protection issues related to fault interruption 

emerge. Several types of PEDs and their behaviors of fault interruption are discussed in this 

section. 

2.4.1 Rectifier 

2.4.1.1 Thyristor based rectifier. Thyristors can switch on a circuit at any operating 

point unless the circuit is conducting; in that case, they cannot switch off the circuit. In the 

connection topology shown in Fig. 11, in every cycle, each thyristor conducts only half a cycle, 

and it can switch off during the off-duty cycle [15]. Thus, the thyristor based rectifier is able to 

switch off a fault in a cycle. 

 

Fig. 11. Topology of a full-bridge thyristor rectifier 
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2.4.1.2 Insulated-Gate Bipolar Transistor (IGBT) based rectifier. IGBT is a full 

controllable device which can switch on and off at any operation point [16]. A typical 3-phase 

IGBT full bridge rectifier is shown in Figure 12. If a DC phase-phase fault happens on the IGBT 

based rectifier, the rectifier itself can switch off the six IGBTs. However, the anti-parallel diodes 

cause a problem on fault interruption: when a short circuit occurs on the DC side, the fault 

current can flow through an anti-parallel diode as shown in Figure 13. Thus, the IGBT based 

rectifier is not able to interrupt a DC phase-phase fault. 

 

Fig. 12. Rectifier topology of a full-bridge IGBT rectifier 

 

 

 

Fig. 13.  Anti-parallel diode fault path of the IGBT 
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2.4.2 Solid-state circuit breaker 

Solid-State Circuit Breaker (SSCB) [17], which is based on modern high-power semiconductors, 

offers considerable advantages in both speed and duration when compared to the traditional 

mechanical circuit breakers. The topology of a SSCB is shown in Fig. 14. SSCBs help to 

improve the voltage quality of an EDS during a fault by reducing the magnitude of the fault 

current. The interval time of fault interruption can be reduced to a few hundreds of 

microseconds. In contrast, the traditional circuit breakers require at least 34 ms to interrupt a 

fault. The major disadvantages of widespread use of SCCBs are the cost and the on-state losses. 

 

Fig. 14. SSFID topology  

2.4.3 Solid-state transformer 

Solid-State Transformer (SST) [18], which is capable of operating in AC-DC-AC hybrid smart 

grids, is one of key elements in the smart grid. The SST converts voltages in the same way as the 

conventional transformer. It also provides fault isolation and step up/down functions for the 

power electronic converters, which are the key components to achieve size and weight reduction 

and power quality improvement. Fig.15 shows the topology of an SST. The SST has bi-

directional energy flow control capability, allowing it to control active and reactive power flow 

and to manage the fault currents. The SST is able to interrupt faults on both the DC and AC 

sides, and thus provides the plug-and-play feature for distributed sources to rapidly identify and 

respond to operation changes in smart grids. 
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Fig. 15. Topology of a 20kVA solid state transformer 

  

2.4.2 Fault Current Limiter (FCL) 

In traditional EDSs, fault currents are normally limited by generator impedances only. When a 

fault occurs on a transmission line, the magnitude of the fault current is mainly limited by the 

transient and sub-transient impedances of the generator. Normally, fault currents are much larger 

than normal currents. The major problems of this method are the high arc energy and the high 

mechanical stress caused by the large fault currents. The advantage of this method is that the 

system structure is simple. 

Recently, there are some developments in the FCL method that uses high-power semiconductor 

devices. A thyristor-based FCL is illustrated in Fig. 16 [19]. The operation process of the FCL is: 

a commutation circuit switches on at the first half-cycle of a fault, so that the main thyristor 

ceases its conducting current. This results in an interruption of the fault current. After that, the 

FCL operates in a controlled and limited state by the method of phase angle control. Other FCLs 

of this type may utilize different turn-off devices such as Integrated Gate Turnoff Thyristors 

(IGCTs), or IGBTs. This type of FCL has a disadvantage of causing serious distorted current 

waveform. 



  

19 

 

 

Fig. 16. Principle of a thyristor-based FCL 

 

2.5 Fault Interruption Methods in Smart Grids 

This section discusses fault interruption methods used in smart grids, and the restoration 

strategies after a fault is identified. 

2.5.1 Smart grids with AC Circuit Breakers (ACCB) 

The ACCB is the most commonly used method for fault interruption in smart grids. As shown in 

Fig. 17, an ACCB is placed between the generator and rectifier. The ACCB turns off the AC 

circuit at a zero-crossing point, and the downstream DC line is de-energized. In this method, the 

ACCB takes about two cycles (33.4 ms) to interrupt a fault. After the fault is cleared, the ACCB 

recloses and then the generator restarts and re-energizes the downstream DC line. The advantage 

is that ACCB is very cheap and reliable. The disadvantage is that the generator will have to be 

shut down, and it then takes a long time to restart the generator and re-energize the whole 

system. 

 
Fig. 17. PED based system with ACCB  
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2.5.2 Smart grids with DC Circuit Breakers (DCCB) 

The DCCB is another fault interruption method for smart grids. As shown in Fig. 18, a DCCB is 

placed between the DC loads and the rectifier, turning off the DC circuit in a very short period of 

time (usually within 5ms) to shed the DC loads. After the fault is cleared and isolated by the DC 

switch, the DCCB recloses and then the DC system is re-energized. The advantage is that the 

system restoration after the fault can be very fast. The disadvantage is that the DCCB is costly 

and will increase system loss under normal operation. A rectifier with fault current limiting 

capability may be required for this configuration. 

 

Fig. 18. PED based system with DCCB 

 

2.5.3 Smart grids with rectifiers and switches 

Unlike circuit breakers and converters, which are capable of interrupting fault currents, switches 

are not designed to interrupt fault currents. However, switches help to isolate a fault after the 

fault current has been interrupted. By applying a large number of cheap switches to a smart grid, 

we can isolate any fault that happens in the system loop to a relatively small area.  

This fault interruption method is similar to the system that uses DCCBs. In the method, there are 

no CBs in a system, and the rectifier with fault interruption capability is connected to the load 

and the generator through switches. When a fault is detected, the rectifier turns off the DC circuit 

directly and quickly (usually within 10 ms). Then, the DC switches are opened to isolate the 

fault. After that, the rectifier re-energizes the load. The advantage is that the system restoration 

after faults can be very fast. The disadvantage is that rectifiers with fault interruption capability 

are costly. 
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Fig. 19. Smart grids with fault interruption capability rectifiers 

 

2.6 SCADA and Communication Subsystems in EDSs 

Supervisory control and data acquisition (SCADA) is an industrial control system that is used for 

the monitoring and control of entire sites, or complexes EDSs over large areas [20]. In a SCADA 

system, data acquisitions, including meter readings and equipment status reports, begin at 

Remote Terminal Units (RTU) that communicate with the SCADA. Data are then compiled and 

formatted in such a way that a control room operator can make supervisory decisions to adjust or 

override normal RTU control by using the Human–Machine Interface (HMI). Data may also be 

fed to a Database Management System (DMS) so as to allow data trending and other analytical 

auditing. The architecture of a SCADA is shown in Fig. 20. 

 

Fig. 20. The SCADA architecture  
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In the first generation, computing was done by mainframe computers. The SCADA was an 

independent system with no connectivity to other devices in an EDS. The associated 

communication subsystem was based on analog and wired connection.  

The second generation of SCADA was in a distributed structure. Data processing of the SCADA 

was distributed across multiple stations, which were connected through an Local Area Network 

(LAN). The network protocols included: Modbus RTU, RP-570, Profibus and Conitel, which 

were SCADA vendor-specific but widely adopted and used. 

The third and current generation of SCADA is in a networked structure. With rapid 

developments in the Internet, many SCADA systems are accessible from the Internet, which 

allows SCADA to manage a wide area of an EDS. The standard protocols are IEC 60870-5-101 

or 104, IEC 61850, and DNP3. The protocols also contain extensions to operate over TCP/IP 

protocols. 
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CHAPTER THREE 

THE STRUCUTURE OF THE CFM APPROACH 

This chapter presents the structure of the proposed CFM approach. Instead of deploying a 

number of relays distributed over a smart grid, the structure uses digital data acquisition and 

communication techniques to identify and locate faults over the smart grid. The differences 

between the CFM approach and traditional approaches are discussed. In addition, the CFM unit 

that implements the protection scheme, is discussed in detail. The discussion is followed by an 

example of a protection simulation, which includes a smart grid of looped structure, so 

illustrating the feasibility of the CFM approach. 

3.1 Protection Structure of the CFM Approach 

The structure of the proposed CFM approach is shown in Fig. 21. In the figure, a CFM system 

performs the protection function for a large area of a smart grid. The CFM system consists of a 

CFM unit, some Analog Merging Units (AMUs), and a communication subsystem. The CFM 

unit is normally placed in a control room, while the AMUs are distributed at measurement nodes 

of the target smart grid. The CFM system works as follows. Current Transformers (CTs) are 

distributed throughout the smart grid to transform high magnitude current (100 - 1000 A) of 

5000 V into low magnitude current (0.1-5 A) of 5 V, which can be safely measured by the 

AMUs. The AMUs are pre-programmed micro-controllers, or Intelligent Electronic Devices 

(IED), with Ethernet communication links. The AMUs measure their CT currents, digitize 

analog signals, and send digital data to the CFM unit via the associated communication 

subsystem. A CFM program is running on the CFM unit to process the currents data, execute the 

protection schemes, and determine whether there is a fault. In this way, the CFM system replaces 

the conventional local relays and implements protection for the smart grid.  
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Fig. 21. Protection structure of the CFM approach  

 

Figure 22 shows the differences between the traditional approaches and the CFM approach. In 

the traditional structure, distributed local CTs and VTs are connected to relays through copper 

wires so that local currents and voltages can be directly measured and processed by the relays. A 

separate SCADA system monitors the operation of a smart grids, using the current and voltage 

data measured at the relays. The advantages of this structure are its simplicity and reliability. 

However, the range of relays is limited by the copper wires. 

In the proposed CFM approach, digital data acquisition and communication subsystems replace 

local relays and copper wires so that the local currents and voltages are measured as digital data. 

Once the data are available on the CFM unit, it can protect the smart grid by executing the APDP 

schemes. The CFM system may also integrate some additional external control ability for 

ancillary protection functions, such as fault clearance or system restoration. However, protection 

is the primary function of the CFM system; hence, the SCADA system remains. 
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Fig. 22. Structures for traditional protection approaches and the CFM approach 
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Fig. 23. Flow chart of the CFM program 
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3.2 Protection Program of the CFM Unit 

The protection program of the CFM unit, i.e., the CFM program, implements the protection 

function of the CFM system. The CFM program continuously monitors and evaluates operating 

conditions in a smart grid, determines fault locations, and sends out a trip command to the 

FIDs/convertors whenever a fault occurs. The operation speed, accuracy and reliability of the 

CFM approach are highly dependent on the performance of the CFM program. This section 

presents detailed design of the CFM program.  

The flow chart of the CFM program is shown in Fig. 23. When the CFM program initializes, its 

first step is to establish communication between the CFM unit and the remote AMUs. Then, the 

CFM unit collects data from the remote AMUs and executes protection schemes in parallel for 

the zones of the target smart grid. The protection schemes are implemented on differential units. 

Should a fault occur, the differential unit of the faulty zone determines the existence of a fault 

and outputs a value of “1” to a counter. The initial value of the counter is 0, and it increases with 

each output of “1” from the differential unit. When the counter exceeds its threshold, for 

example, 5, a trip signal with the fault zone number will be generated. The reason for setting a 

counter here is to improve the accuracy and reliability of the CFM program by evaluating zone 

status with multiple timestamps, instead of one timestamp. 

As the CFM system is designed to be capable of tripping in less than a cycle, the operation speed 

of the CFM program is a key component. It depends on three factors. Factor 1 is the processing 

time (ε), which is very small considering today’s computer processing capability. Factor 2 is the 

threshold of the counter (c). A counter with a small threshold can improve protection speed, but 

it also increases the risk of false trips; a timer with a large threshold will not trip in a short time, 

but that threshold improves the accuracy of the trip decision. Factor 3 is the sampling gap (g) 

between two samples. The operation time of the CFM program (TCP) can be expressed as: 

TCP = ε + g * c       (1) 

For example, assuming the processing time (ε) caused by calculations of the CFM program is 1 

ms. For a sampling gap of 0.1 ms and a counter threshold of 10 sampling points, TCP = 1+ 0.1*10 

= 2 ms. For a sampling gap of 1 ms and a counter threshold of 10 sampling points, TCP= 1+ 

1*10= 11 ms. 
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3.3 Protection Scheme of the CFM Program 

In order to satisfy the requirements of high adaptability and speed for the CFM approach, we use 

an Adapted Percentage Differential Protection (APDP) scheme for fault identifications in the 

CFM program. Compared to the existing PDP scheme [22], the major distinctions are: 1) the 

APDP scheme covers a wide area of an EDS, instead of single power system components, such 

as transformers or busbars; 2) the APDP scheme is based on instantaneous value of sample 

points, rather than the RMS value, so that the CFM system can obtain a fast speed of a sub-cycle. 

The APDP scheme can be expressed as [23]: 

�∑ I! 
"
#$% �  �  S · ∑ |I!|  

(
#$% )  I*      (2) 

where k is the total number of measurement points;  

           Ii the current value at each point; 

           S the slope coefficient; and 

           I0 the threshold of minimum operating current value 

 

Fig. 24. Differential quantities of the APDP scheme 

 

The calculation procedure of the APDP scheme is as follows:  

a.  We calculate the operation quantity, which is the vector sum of all currents, and the 

restraint quantity, which is the magnitude sum of all currents, as shown in Fig. 24.  

b.  We map the two quantities onto the differential percentage-slope diagram, as shown 

Fig. 25. If the result is located in the operation region, we can determine whether a fault has 

occurred. If the result is located in the restraint region, there is no fault. 
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The percentage-slope characteristic helps to prevent undesired relay operations from abnormal 

power flow, such as load switching, current transformer (CT) saturation, or heavy external faults 

[23].  

   

Fig. 25. The differential percentage-slope diagram [23] 
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the CFM program with digital output samples. Other components of the CFM system, such as 

data acquisition block, synchronization, and communication subsystems, are not included in the 

simulation. 

 

Fig. 26. Protection arrangment of the CFM approach for an exmaple smart grid of looped 

structure 
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trips, and protection units in other zones remain silent. Test results have shown that the proposed 

CFM approach identifies the fault location successfully and accurately 

 

Fig. 27. Matlab-Simulink model of the CFM program 
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Fig. 28. Fault in zone 1 

 

Fig. 29. Fault in zone 2 

 

Fig. 30. Fault in zone 3 

       

           Fig. 31. Fault at overlap area 
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CHAPTER FOUR 

THE COMMUNICATION SUBSYSTEM 

4.1 Structure of the Communication Subsystem 

In the CFM approach, a dedicated digital communication subsystem that implements the data 

transportation between the remote AMUs and the CFM unit is required, as shown in Fig. 32. The 

range and performance of the CFM system is highly dependent on the communication 

subsystem, which is critical to the success of the CFM approach. 

 

Fig. 32. Digital communication subsystem for the CFM approach 

  

For the CFM approach, the potential challenges in the communication subsystem are: 

1. Communication capability  

In real-time operating conditions, the communication subsystem must be able to deliver 

data from remote AMUs to the CFM unit within a short time.  

2. Accurate synchronization  

The CFM program is based on real-time calculation of instantaneous sampling points. 

This requires precise data synchronization across all remote AMUs in the communication 

subsystem.  

  

4.2 Requirements on the Communication Subsystem  

This section defines the requirements on the communication subsystem of the CFM approach, 

including synchronization and data acquisition, bandwidth, and round-trip cycle time. 
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4.2.1 Synchronization and data acquisition 

Since the protection algorithm of the CFM program is based on the calculation of instantaneous 

sample points, data values measured in different locations at the same sampling time are needed. 

Time differences between the measurements, or mis-synchronization, will result in a wrong trip, 

and failure of the CFM system. Therefore, the current (or voltage) values at different locations 

should be measured at simultaneously, or the measurements must be synchronized. 

In traditional AC power systems with the frequency of 60 Hz, as shown in Fig. 33, the cycle time 

of the sinusoid current waveform Tac = 1/60 = 16.7 ms. The error in degree (Derr), resulting from 

mis-synchronization can be expressed as: 

                                                              +,--  �  . / 360/16.7                                (3) 

where α is the synchronization error in ms between any two sampling points. The error (Verr) of 

the current sine wave, i.e., the error resulting from mis-synchronization, can be calculated as:   

                  5,--  �  sin �+,--	 – sin�0	             (4) 

The protection calculation error (Perr) refers to perturbation caused by Verr. Since the protection 

scheme is linear, Perr can be calculated via: 

      :,-- �  ; /  5,--                                        (5)  

where β is the impact coefficient, and dependent on the magnitude of the local current, according 

to the protection algorithm of Eq. (2), β ≤ ½. 

 

 

Fig. 33. Errors in sine waveform 
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As discussed in Chapter 3, the CFM program aggregates all current data measured from remote 

AMUs. These AMUs, which are identical, sample currents at a minimum rate of 17 samples per 

cycle and then transmit the digital samples to the CFM unit via the communication subsystem. 

For example, in the case of 17 samples per cycle, we have a sampling rate of 1000 Hz. 

According to Eqn. (5), a 1 ms synchronization error will result in a Perr of 18.3%; a 2 ms 

synchronization error will result in a Perr of 34.1%. According to the APDP as in Eqn. (2), for a 

typical slope coefficient of 0.3, the APDP can tolerate a Perr of approximately 30%. Therefore, in 

order to accommodate the protection requirement of the APDP, the error in the synchronization 

must be smaller than 2 ms. Thus, a 1 ms synchronization between measurements is necessary for 

the CFM approach. Considering that the data sampling gap must be smaller than the 

synchronization error, the sampling speed of AMUs can be determined, i.e., higher than 1000 Hz 

(17 samples per cycle). 

For smart grids of the DC type, the mis-synchronization may not cause a wrong trip in steady 

state operating conditions, since there are no phase differences in the waveform of the DC 

currents. However, it will still result in an undesired trip in non-faulty zones during the fault 

condition. 

4.2.2 Bandwidth 

Bandwidth is the data delivery rate of the communication subsystem. As in Fig. 17, the 

communication model applied here is N to 1 Modbus. 

Communication nodes:        n (2-100 nodes) 

Sampling rate:  b (>1000 Hz) 

Packet size:                        fz, frame (84 - 1538 bytes) or packet (104 - 65535 bytes) 

Bandwidth required:             B = n*b* fz *8    (Mbps)                (6) 

For example: for a CFM system with 10 AMUs (or 10 nodes), 1000 Hz sampling speed and 

packet size at 150 bytes, the total bandwidth needed is: 

B = 10*1000*150*8= 12 Mbps 
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4.2.3 Round-trip cycle time 

In the CFM approach, the communication subsystem shall continually deliver data packets from 

AMUs to the CFM unit in real-time. Thus, every packet must be delivered to its destination 

before start of the next scheduled packet, so that following packets will not be affected and the 

communication sequence will not be disturbed, as shown in Fig. 34. According to the sampling 

gap of 1 ms defined in Section 4.1.1, a round-trip cycle communication cycle time of less than 1 

ms is required. 

  

Fig. 34. Communication round-trip cycle time 
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After that, performance analysis of the protocols is conducted.   

4.3.1 Communication layers 

The Ethernet is a family of frame-based, or data-packet-based, networking technologies that are 

part of the IEEE 802.3 standard. The communication functions can be grouped into one of five 

logical layers, as in Table 2:  
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Table 2. Communication layers and their characteristics 

Layers 
 

Package Byte size Time delay Functionality 

L5 Host layer 
Data 

stream 
NA t4+t3+t2+t1+t0 Application for end to 

end connection 

L4 
Transport 

layer 
Segment 

(8+packet) 

~ 65535 
t3+t2+t1+t0 

End to end connection 

for interconnected 

networks 

L3 
Network 

layer 
Packet 

(20+frame) 

~ 65,535 
t2+t1+t0 

Interconnected 

networks 

(4*10
9
 nodes, wide 

area) 

L2 
Data link 

layer 
Frame 84 ~ 1538 t1+t0 Local area network 

(255 nodes, local area ) 

L1 
Physical 

layer 
bit  1/8 t0 (< <1 �s) Physical connection 

medium 

 
where L1 ~ L5 stands for layer 1 to 5; where t1-t5 the time delay of the layers, respectively. 

4.3.2 Communication protocols over regular Ethernet 

4.3.2.1 Distributed Network Protocol 3 (DNP3). DNP3 specifically designed for use in 

SCADA applications [24]. As shown in Fig. 35, the DNP3 protocol works on the application 

(host) layer, and its functionalities are based on UDP series on the transportation layer. 

Therefore, the performance of the DNP3 protocol is limited by the performance of the UDP; and 

the communication delay of DNP3 is expected to be larger than that of UDP. 

4.3.2.2 IEC 61850-9-2 (SMV) protocol. The IEC 61850 Standard describes an advanced 

communication technology that is dedicated to substation automation [25]. By defining a 

complicated communication structure, the standard proposes five types of communication 

profiles for various applications in power system communication: the abstract communication 

service interface profile (ACSI), the generic object oriented substation event profile (GOOSE), 

the generic substation status event profile (GSSE), the sampled measured value multicast profile 

(SMV), and the time synchronization profile.  The SMV profile in IEC 61850 helps in 
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transmitting data from the CTs to relays, or other devices, for protection purposes [26]. The 

SMV data frame is shown in Fig. 36, it is a regular Ethernet frame that will work on any kind of 

existing Ethernet.   

 

Fig. 35.  DNP3 communication protocols 

 

 

Fig. 36.  SMV data frame [26] 
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4.3.3 Round-trip cycle time of the communication protocols over regular Ethernet 

In a communication subsystem, the total communication cycle time (tcom) is the sum of the 

following items [27]:   

tcom = ttran + tproc + tprop +tque           (7) 

where   ttran is the transmission time; 

tproc is the processing time; 

tprop is the propagation time; and 

tque  is the queuing time. 

As the communication requirements of the proposed CFM approach discussed in Section 4.1.3, 

the communication process for every data packet must be completed before the next scheduled 

packet begins. In order to satisfy the requirement, tcom must be smaller than the data sampling 

gap and round-trip delay, both of which are defined as 1 ms. It is because the communication 

subsystem is designed to avoid any communication congestion, we assume that there is no 

queuing delay in the communication subsystem. 

   
     Fig. 37. The transmission time [27]  Fig. 38. The propagation time [27] 
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Fig. 39. The processing time [27] 

 

The three times of the Ethernet for different frame sizes, link speeds, offered loads, link 

distances, headers, and data sizes have been analyzed in the paper [27] and the analytical results 

are shown in Figs. 37 - 39. We can see that the delays are in magnitudes of hundreds of 

milliseconds. Among the three delays, the transmission time (ttran) mainly depends on the frame 

size and network bandwidth. As shown in Fig. 37, the green line which represents the Gigabit 

Ethernet (GE) of 1 Gbps has much smaller delay than the red line, which represents the Fast 

Ethernet (FE) of 100 Mpbs, as is usually the case in practice. The ttran varies from tens of µs to 

hundreds of µs, which is acceptable as compared to the delay constraint of 1 ms. The propagation 

time (tprop) depends only on the physical medium and the length of the cable. As in Fig. 38, the 

tprop is very small (less than 30 µs) and satisfies the delay constraint of 1 ms. The processing time 

(tproc) is dependent on multiple factors such as network bandwidth, protocol types and the 

number of nodes in a network. As shown in Fig. 39, the green and black lines show the tproc of 

the UDP protocol in FE and GE, while the red and blue lines represent the processing times with 

only Ethernet frames without any protocol header.  

As discussed in Section 4.2.2, the DNP3 is based on the UDP protocol, so the performance of 

DNP3 is limited by the performance of the UDP protocol. According to Eq. (7), the total 

communication time of the DNP3 can be calculated as:  

     tdnp3 = ttran_dnp3 + tproc_dnp3 + tprop_dnp3   (8) 
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From the Eq. (8), we can conclude:   tdnp3> tproc_dnp3> tproc_udp. The green and black lines in 

Fig. 36 show that even the processing time of the GE is larger than 1 ms, thus the DNP3 does not 

meet the communication requirement of the CFM approach. 

According to equation (7), the total communication time of SMV would be:  

     tsmv = ttran_smv + tproc_smv + tprop_smv   (9) 

From the Eq. (9), we can conclude:   tsmv  > tproc_smv> tproc_eth . The red and blue lines reflect 

the Ethernet frame without any protocol packaging, the time of the SMV will be larger than the 

processing delay of Ethernet. Notice the blue line exceeds 1 ms when the number of devices 

exceeds 10, which means that the SVM cannot meet the protection communication requirement 

for more than 10 nodes.  

Therefore, the protocols over regular Ethernet, such as the DNP3 and the SMV, cannot satisfy 

the round-trip requirement of the communication for the CFM approach.  

4.4 Real-time Ethernet 

The protocols over regular Ethernet normally have high bandwidth, but their response time is 

unpredictable. In order to accommodate the real-time communication requirements of the CFM 

approach, a communication protocol with more deterministic characteristics is needed.   

4.4.1 The EtherCAT protocol 

 

Fig. 40.  Data processing procedure of the EtherCAT protocol 
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The EtherCAT is a deterministic Ethernet protocol that works on the data link layer [28]. The 

term deterministic means that data packets will be delivered to their destination within a certain 

time. The topology of EtherCAT in serial is shown in Fig. 40. The master unit sends out a frame 

train to slave unit 1, and all the way through to the end slave, and then all slaves simultaneously 

upload their data onto the frame train (depicted in Fig. 41). The current hardware platforms of 

the EtherCAT technology allows 100 Mbps bus bandwidth with up to 32 slave units. 

 

Fig. 41. Format of the EtherCAT frame [30] 

 

4.4.2 EtherCAT modeling 

The performance of the EtherCAT were well studied in papers [27], [29], and [30]. In the papers, 

the authors analyzed the performance of the EtherCAT based on a numerical method of average 

modeling as presented in paper [29]. In this research, we use the results as follows: 

Total communication cycle time:      TCA = 2(TM + n*TS + TC
p
) + Tidle               (10)  

Communication delay at master:       TM= TP + TM
f 
+ TM

p
                     (11)  

Communication delay at slave:          TS= TP + TS
f 
+ TS

p
                       (12)  

Terms and parameters of the EtherCAT protocol are listed in Table 3. 

By setting the communication idle time Tidle to 0, we can have the minimum cycle time:    

      TCmin = 2*[TP + TM
t 
+ TM

p 
+n*(TP + TS

t 
+ TS

p
) + TC]        (13) 

                      = 2*[(n +1)*TP + n*TS
t 
+ (SFH+ STH +n*(s + SIFG))*TB + TC]       (14)  

Pre Destination 

Address 
Source 

Address

Ether 

Type

Ethernet 

Payload 
CRC IFG

8B 6B 6 B 2B 46-1500B 4B 12 B 

Ethernet Frame
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Header

EtherCAT 

Telegram 1

2B 

EtherCAT 

Telegram 2 ... 

EtherCAT Frame
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Header
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Working Counter

(WKC )

10B 2B 
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Table 3. Terms and parameters of the EtherCAT protocol 

Terms Description Value 

nT The number of EtherCAT telegrams included in one Ethernet frame 300 

nF The overall number of Ethernet frames 1 

SFH 

The size (in bytes) of the protocol control information (26B for Ethernet preamble, 

destination and source addresses, ethertype and CRC, plus 2B EtherCAT frame 

header) 

28B 

SIFG The inter-frame gap size of bytes 12B 

STH The size of the telegram protocol control information (Telegram header and WKC) 12B 

STi The size of the data field (payload) of the ith telegram 4B 

TB The transmission time of one byte (i.e. in 100Mbps networks) 80ns/byte 

TC EtherCAT cycle time N/A 

TCmin The minimum allowed EtherCAT cycle time N/A 

TM Total delay by the EtherCAT master N/A 

Ts Total delay introduced by an EtherCAT slave N/A 

TB
P
 Propagation delay along the cables (Cat 5 and upwards) 5ns/m 

Tp Maximum delay of the PHY (Rx + Tx) 500ns 

TM
f
 The frame time (forwarding time or transmission delay) of the master N/A 

TM
n
 The processing time of the master N/A 

Ts
f
 Forwarding time of the frame inside the slave N/A 

TS
P
 The processing time per slave N/A 

Tidle The time the system remains inactive between subsequent cycles N/A 

 

4.4.3 Improved EtherCAT model 

Recently, an improved parallel model of the EtherCAT was proposed in paper [27]. In the model, 

an EtherCAT switch is added between the master unit and slaves, as shown in Fig. 42. The 

master generates the same EtherCAT frame train to the EtherCAT switch, then the switch breaks 

the frame train into several data packets, and finally distributes the packets to target slaves. In 
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this way, instead of processing the data one after another, the slaves can send their data to the 

EtherCAT switch in parallel. However, as the frame train generated by the master is filled by all 

the slaves in serial, the network still represents a serial topology in general.  

 

Fig. 42. Enhanced EtherCAT topology [27] 

 

The communication time of the slave units in the serial topology can be expressed as:  

             TS = TS1 + TS2 +TS3 + …+ TSn     (15) 

Where TS stands for the total communication time at slave units; 

      sn stands for the communication time at slave unit n. 

The communication time at slave units in the parallel topology can be expressed as:  

            T’S = max (s1, s2, … sn)               (16) 

As in Eq. (15), the time of the slave units in serial communication depends on the number of 

slaves. Since the total communication time is limited to 1 ms (as discussed in Section 4.1.3), the 

number of slaves is also limited, and this constrains the CFM size. However, in Eq. (16) of the 

parallel topology, the number of slaves does not impact the total delay of slaves. Therefore, with 

the parallel topology of the EtherCAT, a CFM system will be able to cover a wide area, or even 

the entire area of a smart grid. 

The communication cycle time of the parallel topology can be expressed as:       

Master 
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TCmin   = 2*(TM + TH +T’S + TC)                  (17) 

                                             = 2*[TP + TM
t
 + TP + TH

t
 + (TP +TS

t
) +TC]                (18) 

      = 2*[3*TP + TS
t 
+ (SFH + STH +n*(s+ SIFG))*TB + TC]      (19) 

4.4.4 Performance of the two topologies 

As the average models of the EtherCAT in serial and parallel topologies shown in Eqs. (14) and 

(19), we can now evaluate the performances of the two topologies with different parameters. 

Figure 43 shows the Matlab calculation result on performances of the two topologies with 

different numbers of slaves. 

 
Fig. 43. Communication cycle times of the two topologies vs. number of slaves 

 

As shown in Fig. 43, the payload size is set at 4 bytes, and the transmission speed is set at 100 

Mpbs. In the case of a communication cycle constraint of 1 ms, we can, in theory, have more 

than 130 slaves for the serial topology, and more than 300 slaves for the parallel topology.  

In summary, according to the performance model of the two topologies, we can conclude that:  

a. Both topologies of the EtherCAT protocol satisfy the communication requirements of 

the CFM approach. 

b. The parallel topology has better communication performance than that of the serial 
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one. 

c. With the parallel topology, the number of slaves is no longer a major constraint for a 

CFM system.  

4.5 Summary 

In this Chapter, the communication requirements for the proposed CFM approach are defined. 

Analytical results have shown that the protocols over regular Ethernet cannot meet the 

requirements of the CFM approach. The EtherCAT is chosen as a communication solution.  
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CHAPTER FIVE 

PRELIMINARY IMPLEMENTATION OF A CFM SYSTEM 

This Chapter presents a hardware implementation of the CFM system based on the NI Compact-

Rio microcontroller platform with the EtherCAT. The CFM system is tested on a single zone 

test-bed to illustrate the performance of the APDP scheme on fault identification. After that, the 

CFM system is tested on an HIL test-bed with a looped smart grid simulated on RTDS. 

5.1 Demonstration of the CFM System 

In this section, we build a demonstration of the CFM system on NI EtherCAT Compact-Rio 

microcontrollers [31], as shown in Fig. 44. The CFM unit is implemented on the master unit of 

the Compact-Rio system and the AMUs are implemented on the slave units.  There are three 

slave units for the data acquisition task, and one master unit for the synchronization between the 

AMUs and the CFM unit. In addition, there is a computer to configure and control the master 

unit. The communication between the master and the slave unit uses EtherCAT protocol in serial 

topology. The communication between the master unit and the computer uses TCP/IP protocols. 

The CFM program is implemented on Labview software, which provides a platform for data 

acquisition and signal processing. 

 

Fig. 44. Connection diagram of the demonstration CFM system 

 

 

In the CFM system, the master unit is an NI 9022 microcontroller which is a part of the high-

performance Compact-Rio Programmable Automation Controller (PAC) platform. It features an 
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industrial 533 MHz Freescale MPC8347 processor for deterministic, reliable applications in real-

time, and contains 256 MB of DDR2 RAM and 2 GB of nonvolatile storage for holding 

programs and logging data. It also acts as a time source for synchronization and manages the 

EtherCAT communication in the CFM system. Each slave unit consists of an NI 9144 controller 

and an NI 9125 data acquisition module. The NI 9144 controller is an 8-slot rugged chassis with 

EtherCAT capability and compatibility with various data acquisition and I/O modules. The NI 

9215 data acquisition module is a high accuracy and performance analog measurement input 

card with 8 channels, 16-bit resolution and sampling speed up to 10k Hz. The module NI 9215 

can measure the polarity of the signals, which means the current values obtained are inherently 

defined with directions. The AD conversion time of the module is reduced to 4.4 �s, which is 

negligible compared to the total delay of the CFM system.  

In the CFM system, the cycle time (Tc) is set to 1 ms due to the limitation of the NI Compact-

Rio hardware, and the counter threshold c in the CFM program is preset to 3. The expected CFM 

response time can be calculated as: 

TCFM = (c+1)*Tc = (3+1)*1 = 4 ms                                (20) 

5.2 Test of the Protection in a Single-zone 

For the CFM approach, protection zones are basic units for fault identification, localization, and 

isolation. In this section, we build a physical test-bed that models a single-zone of 3 terminals to 

demonstrate how the APDP scheme of the CFM system identifies in-zone and out-zone faults.  

 

Fig. 45. Circuit connection diagram of the single-zone test-bed and the CFM system 
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The circuit connection diagram of the test-bed and the CFM system is shown in Fig. 45, and the 

experimental view is shown in Fig. 46. In the test-bed, two standard utility sources feed the load 

through two symmetric R-L circuits, which represent the distribution lines. The fault branch 

consists of a large capability resistor, and a switch which is connected in parallel with the load. 

Three current transformers (CT) are distributed at two source terminals, as well as at the load in 

order to provide low-energy current measurement for AMUs. The fault branch can be connected 

either to fault location A, for fault inside the zone, or to fault location B for fault outside the zone. 

 

Fig. 46. Experimental view of the test-bed and the CFM system 

 

Faults are tested on locations A and B, and the test results are listed on Table 5. Here we can see 

that the CFM system successfully identifies faults both inside and outside the zone. The 

protection result is shown in Fig. 47. The upper chart, which is the zone scope, shows the current 

information from the source-A (red), the load (white) and the source-B (green). Note that the 

zero-crossing points of the different current waveforms overlap each other, which means these 

AMUs are accurately synchronized. The lower chart, which is the protection scope, shows the 

trip signal (red) along with the source-B current waveform (white). When a fault is initialized, 

the load current drops, and the source currents increase, but only to twice the amplitude of their 
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normal current, which models the limited fault current; and then the differential unit starts to 

generate “true” output; after 3 ms, which is the threshold of the counter, a trip signal is generated 

by the CFM program. 

 

Fig. 47. Protection result on the CFM program 

 

Table 4. The results of protection within the single zone 

Fault locations CFM trip signal 

No fault N 

A Y 

B N 
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5.3 Hardware-In-the-Loop (HIL) Test on RTDS 

For a complete evaluation and validation of the CFM approach, we apply the CFM system to an 

HIL test-bed of a looped smart grid on a RTDS system. The RTDS system allows us to verify the 

proposed CFM system in a real-time environment very close to practical operation conditions of 

the smart grids. An AC type smart grid of looped structure, which includes the features of PEDs 

such as SST, DES and PV, is modeled on the RTDS [32]. Thus, the full HIL test is capable of 

combining the CFM system and the RTDS simulation of the looped smart grid into a closed-loop 

system.  

The closed-loop connection diagram and experimental view are shown in Fig. 48 and Fig. 49, 

respectively. The real-time analog signals, which reflect the simulation results of the smart grid, 

are transmitted at the analog output panel of the RTDS system. The AMUs measure and digitize 

these analog signals, then send the data to the CFM unit. The CFM unit monitors the smart grid 

based on these data and sends back a trip signal to the RTDS when a fault is determined.  

 

Fig. 48. Closed-loop HIL testing diagram 
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Fig. 49. The experiment view of the RTDS system and the CFM system  

 

5.3.1 Design and configuration of the CFM system 

When the simulation model of the smart grid is ready on the RTDS, we can apply the zonal 

division strategy to the smart grid. The circuit mapping and zone division (or zoning) are shown 

in Fig. 50, where the looped system is divided into four zones, with each covered by an APDP 

scheme (discussed in Section 3.2). However, the zone divisioning and system mapping are 

adaptable to different structures. The dashed-line circles indicate the division of the zones, which 

are usually edged by circuit breakers and SSTs, so as to isolate faults in a zone. Node 1, 2, 3, 4, 6, 

8, 10, and 12 are CT sensor locations. Overlapped areas are preset to eliminate the protection 

dead-zone in the looped system.  

After that, we configure the four APDP schemes for the four zones in the CFM program with the 

twelve measurement nodes, according to the graphic mapping in Fig. 50. The CFM program is 

built on Labview, and its control panel is shown in Fig. 51. The control panel consists of four 

zone-status lights and four monitoring boxes for the four zones. The four zone-status lights are 

located on the top of the control panel, they highlight the protection status of the CFM system in 

real-time. Initially, the four lights are off; however, when a fault is detected in any of the four 
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zones, the corresponding zone light will be turned on. The four monitoring boxes, which are 

identical, display details of operating conditions for the four zones in real-time. In each box, the 

upper scope shows the current value in the zone, and the lower scope shows the status of the trip 

signal. 

          

Fig. 50. Graphic mapping and zone divisioning of the looped smart grid 
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. Protection result on the CFM program 

 

ig. 52. Protection result on the RTDS 
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5.3.2 Test results and discussion 

As shown in Fig. 51, when a fault occurs at node 11, the CFM unit identifies the fault in zone 1 

in approximately 3 ms. Then, the status light for zone 1 is turned on and a trip signal is generated 

and sent back to RTDS. It can be seen in Fig. 51 that the waveform of the fault current is so 

distorted that it even looks square. However, the CFM still successfully identifies the fault in the 

zone 1, and the non-faulty zones (e.g., 2, 3, 4) remain silent. This is because the CFM approach 

uses the APDP scheme and calculation of instantaneous sample points. 

Figure 52 shows that a trip signal is obtained on the RTDS. We can see that the trip signal is 

received on RTDS approximately 4 ms after the fault occurs. The 4 ms delay is the total delay of 

the CFM system, which is measured from the time that a fault is initialized in the RTDS system 

to the time that the trip signal is returned to RTDS. The 4 ms delay meets the expected CFM 

operating speed as discussed in Section 5.1.  

Table 5. Protection results of the HIL test 

Fault location Zone1 Zone2 Zone3 Zone4 

n11 Y N N N 

n5 N Y N N 

n7 N N Y N 

n9 N N N Y 

n10 Y N N Y 

 

Faults at various locations are tested and repeated more than 50 times. The experimental results 

are shown in Table 5. We can see that the CFM system clearly identifies the faulty zones in the 

looped smart grid. For a fault happening in an overlap area, two zones are tripped as designed. 

The results demonstrate the effectiveness of the proposed CFM system. 
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CHAPTER SIX 

PERFORMANCE MODELS OF THE CFM SYSTEMS AND GENERIC 

DESIGN GUIDELINE 

This chapter extends the CFM approach to applications of other smart grids. We firstly define 

three types of CFM systems, then we present performance models of the three systems by adding 

all devices in a CFM system onto the communication models (as discussed in section 4.4). After 

that, we analyze influence factors of the three models with examples by Matlab. We conduct 

simulations on OPNET to validate the models. Next, we develop a generic design guideline 

about how to implement the CFM approach for other smart grids. Also, we describe the design 

guideline by an MVDC shipboard electrical system. 

6.1 Three Types of CFM Systems 

In this section, we present performance models for the CFM systems in order to study their 

performances and characterize their influence factors. The complete models describe accurately 

the performances of the CFM systems and provide benchmarks for implementation of the CFM 

approach.  

As discussed in Section 4.4, there are two types of communication topologies: the serial and 

parallel topology. The serial topology is simple; however, the parallel topology performs better 

for system with a large number of slaves (AMUs). The CFM unit to the AMUs can be either in 

line connection or star connection, as shown in Figs. 53 and 54, respectively. The line connection 

is simple for a CFM system, while the star connection offers better flexibility.  

In terms of the communication topologies and CFM-AMUs connection, there are three types of 

CFM systems:   

A. Line connection in serial topology.  

B. Star connection in serial topology.  

C. Star connection in parallel topology. 

In this section, we present performance models for the three types of CFM systems.  



  

57 

 

 

Fig. 53. CFM unit and AMUs in line connection 

 

 

Fig. 54. CFM unit and AMUs in star connection 
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6.1.1 Type A system (line connection - serial topology) 

The type A CFM system is based on the typical serial topology of the EtherCAT protocol and the 

line connection. A detailed function block diagram of the type A CFM system is shown in Fig. 

55. The block diagram includes all function blocks in the CFM system. The data acquisition 

block in the AMU digitizes analog current, and outputs data to an EtherCAT Processing Unit 

(EPU) block. The EPU block packs the data in an EtherCAT frame and passes the frame to an 

Media Access Control (MAC) block, which is a sublayer for the data link layer. The MAC block 

sends and receives the frame between devices. Once the frame arrives at the CFM unit, the EPU 

block passes it to an application block, which unpacks the frame and uploads the data onto the 

CFM program.  

 

Fig. 55. Detailed block diagram of the CFM system in line topology. 

 

We can find the CFM system cycle time (TCA) for the type A system by upgrading the 

communication time model in Eq. (14):  

    TCA= 2*[TP + TM
t 
+ TE

P
 + n*TP + TS

t 
+ TE

P 
+ TC

p
] + TM

p 
+ TS

p
     (21) 

       TC
p
 =2* < *∑ li

#  = 2* < *L         (22) 

         TCA = 2*[(n+1)*TP+ (SFH+STH +n *(s+ SIFG))*TB+n*(s + SIFG)*TB +2*<*L] 

+TM
p
+TS

p
                      (23) 
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6.1.3 Type C system (star connection - parallel topology) 

This type of CFM system is shown in Fig. 57. Compared to the serial topology system in Fig. 55, 

the only change is that there is an EtherCAT switch between the master (CFM) unit and slave 

(AMU) units. We find the round-trip cycle time of the type C system based on Eq. (22):  

 

Fig. 57. Function block diagram of the CFM system in star connection and parallel topology 

 

TCC = 2* (TM+TS+ TH +TC)                                   (27) 

      = 2* [TP+TM
t
 +n*(TP+TS

t
+TS

p
) + (TP+TH
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 +TH

p
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 +TM

p
+TS

p
      (28)                       

      = 2* [3* TP + (s + SIFG) *TB + (SFH + STH + (n+1)*(s + SIFG)) TB +TH
p
 + TS

p
 +2* < 

*L] +TM
p 

+TS
p
                 (29) 

6.2 Influence Factors of the Performance 

We now characterize the sensitivities and influence factors of the models so as to evaluate the 

performance of the CFM systems. According to the performance models Eqs. (23), (26) and (29), 

by neglecting the parameters of constant, we can conclude that the performance of the CFM 

systems relies on 4 factors: 

1. Transmission speed:  TP ,TB 

2. Slave number: n 
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3. Payload data size: s 

4. Propagation time in cable: TC
p
 

To study the impact of the 4 factors on the communication delay of the CFM systems, we 

analyze the performance models using Matlab. Figure 58 shows the cycle time vs. transmission 

speed. Figure 59 shows the cycle time vs. number of slaves. Figure 60 shows the cycle time vs. 

size of payload.  

6.2.1 Transmission speed 

For a constant payload size of 4 bytes, and a constant slave number of 10, the CFM cycle times 

vs. the transmission speeds are shown in Fig. 58. For example, at the transmission speed of 100 

Mbps, the CFM cycle times are 159, 276, and 257 �s for CFM systems type A, B and C, 

respectively. Transmission speed greatly impacts the performance of CFM systems. Note that 

100 Mbps is the highest transmission speed available for today’s EtherCAT technology. 

 

Fig. 58. CFM cycle times with different transmission speeds 
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6.2.2 Number of slaves 

The number of slaves stands for the number of AMUs in a CFM system, and it is the most 

important parameter in the CFM performance models. With a payload size of 4 bytes and a 

transmission speed of 100 Mbps, the cycle times vs. numbers of slaves are shown in Fig. 59. 

Here, we see that cycle time increases as the number of slaves increases. The type B system is 

the most sensitive to the number of slaves, while the type C system is the least sensitive. For a 

communication requirement of 1 ms in the CFM approach, the maximum numbers of slaves in 

the three systems are: 106, 55, and 290 slaves for type A, B, and C systems, respectively. 

 

Fig. 59. CFM cycle times with different number of slaves 

  

6.2.3 Payload size 

Payload represents the number of bits used for a sampled value in an EtherCAT frame. It 

depends on two factors: the data accuracy of sensor in an AMU and the number of sensors on the 

AMU. For instance, the float type data expresses a range of 6.4*10
-38

 to 6.4*10
+38

 with a payload 

size of 4 bytes, while the double type data expresses a range of 1.7*10
-308

 to 1.7*10
+308 

with a 

payload size of 8 bytes. 
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For different sizes of payload, with a fixed slave number of 10 and a transmission speed of 100 

Mbps, the communication cycle times are shown in Fig. 60. We can see that cycle times increase 

as the size of payload increases. In practice, the payload size is usually around 4-16 bytes.    

 

Fig. 60. CFM cycle times with different payload sizes 

 

6.2.4 Communication cable length 

The length of communication cable affects the total propagation delay in communication cable. 

The total length of the communication cable depends on the physical size of the target smart 

grid. In reference to Fig. 38, an increase of 1000 meters in cable length will result in an 

additional propagation delay of 5 �s. For a smart grid like the MVDC system, the cable length is 

around 2 km, and the total propagation delay resulting from the cable length is 10 �s, which is 

negligible compared to a total cycle time of hundreds of us. For a large smart grid, the cable 

length can go up to 20 km, resulting in a propagation delay of 100 �s, which cannot be neglected. 

In this case, the propagation delay should be added to the models as a constant.  

Note that the maximum effective range of a regular Ethernet cable is limited to 200 meters. 

However, the maximum range of the fiber optic cables can be much longer than that. 
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6.2.5 CFM program delay 

The CFM program delay represents the execution time on the CFM unit. For the CFM system as 

discussed in Fig. 56, the processing pipeline is shown in Fig. 61. We can see that the 

communication process and the CFM program work simultaneously in real-time. As long as the 

CFM program delay is smaller than the overall communication delay, the CFM program delay 

will not affect the cycle time of the CFM system. 

 

Fig. 61. Processing pipeline in a CFM system 

 

6.3 Validation of the Performance Models 

In this section, we use OPNET simulation to validate the performance models. OPNET is a 

network simulation software that is capable of defining protocols in packet format, of specifying 

network component interfaces in node mode, and of analyzing behavior of a particular network 

component in process model. In this way, OPNET provides a simulation environment that is 

close to the practical case [33]. The simulation result on OPNET will provide a benchmark for 

verifying the accuracy of the CFM models.  
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Figures 62 - 64 show the results of Matlab calculation and OPNET simulation for the 

performance models of CFM systems. In the figures, the solid lines represent the results of 

OPNET simulation, while the dashed lines represent the results of Matlab calculation. Figures 62 

shows the comparison of the cycle time of CFM systems vs. number of slaves. We can see that 

the maximum differences between OPNET simulation results and Mablab calculation results are: 

2.8% for the type A system, 5.0% for the type B system, and 7.4% for the type C system. These 

results validate the accuracy and correctness of the models. Figure 63 shows the comparison for 

different transmission speeds, here we can see the differences between OPNET simulation and 

Mablab calculation of the 3 systems are very small in the 100 Mbps case, which is a practical 

CFM application. Figures 64 shows the \comparison for different payload sizes, here we can see 

there are little differences between OPNET simulation and Matlab calculation. 

 

Fig. 62. The comparison for different slave numbers: OPNET and Matlab  
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6.4 Delay Jitters in CFM Systems 

The studies in this Chapter are based on the analytic method of average modeling, which reveals 

the performance of CFM systems only under steady-state conditions. In order to prove the 

feasibility of the average model method for analysis of CFM systems, this section discusses the 

impact of the jitters on the dynamic performance of the CFM systems.  

According to the SONET standard [34], the jitter is defined as short-term variations of the 

response time of a device or processing unit. In order to maintain the deterministic operating 

feature for the communication subsystem, jitters should be kept in a very small range. 

 

Fig. 65. Possible jitters in a CFM system 

 

As shown in Fig. 65, possible jitters in a CFM system include queuing jitter in the 

communication network, queuing jitter in the server, and physical jitters. Table 6 lists the terms 

that are applied to jitters. 

a. Queuing jitter in the communication network:  

In the EtherCAT protocol, each communication step is preset, and the “on the fly” 

technique allows processing on all AMUs over the whole network simultaneously. 

Therefore, we can assume that there is no queuing jitter in the real-time communication 

subsystem. 
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b. Physical jitters:  

Physical jitters are random delays in devices, such as jitters in network cards (MAC) and 

physical ports. These jitters are usually at the level of nanoseconds, and are negligible to 

the CFM cycle time of hundreds of microseconds. 

c. Queuing jitter in the server:  

Queuing jitter in the server reflects the delay caused by data congestion in the CFM unit. 

It depends on communication bandwidth, size of data flow, and distribution 

characteristics of data flow. Due to the operating feature of data acquisition in CFM 

systems, the distribution characteristic of data flow is a constant. Thus, the queuing jitter 

in the server can be neglected. 

Table 6. Terms in delay jitter 

Terms Description 

TCA Total cycle time of CFM system of type A 

TB The transmission time of one byte (in 100Mbps) 

TS
p
 The processing time at slave (data acquisition time) 

TH
p
 The processing time of the EtherCAT switch 

TM
p
 The processing time of the master 

Li Length of the communication cable 

< Propagation coefficient 

Dq Data acquisition 

EPU EtherCAT processing unit 

RX Receive port 

TX Send port 

Jp The queueing jitter in the server 

Jpp The jitter in the physical port  

Jpmac The jitter in the MAC card 

Jq The queueing jitter in the network 
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6.5 Generic Design Guideline for Applications of the CFM Approach to Smart Grids 

This section presents a generic guideline of how to implement the CFM approach to smart grids 

with different structures and operating features. We present general procedures for the design 

guideline. After that, we discuss in detail two of the procedures: the CFM calculation and the 

CFM configuration.  

6.5.1 Protection design procedures 

 
Fig. 66. General design procedures for the proposed CFM approach 

 

The general design procedures of the proposed CFM approach for different smart grids are: 

1. Define operating features, protection requirements and potential protection challenges 

of the target smart grid (as the yellow box shows in Fig. 66). 

2. Calculate the maximum number of slaves in a CFM system and the total number of 

CFM systems that are needed for the implementation of the protection (as the red box 
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shows in Fig. 66). 

3. Configure the CFM system: a. define coverage areas; b. connect the CFM systems 

with CTs; c. configure differential algorithms for protection zones (as the green box 

shown in Fig. 66). 

4.  Define ancillary protection devices for fault interruption, fault isolation and system 

restoration (as the blue box shows in Fig. 66). 

6.5.2 CFM design calculation 

CFM design calculation is the core procedure for the protection design. In this procedure, we 

calculate the constraints of the CFM approach with different parameters for different cases, 

based on the CFM performance models. The outcomes of the CFM calculation help us configure 

the coverage area of a CFM system and the number of CFM systems needed for the target smart 

grid.   

The CFM program determines a fault based on evaluation of multiple sample points, instead of 

one, for reliability and accuracy. The round-trip cycle time (Trc) is: 

Trc = TCFM /(c +1)           (30) 

where c is threshold value of the counter in the CFM program (as defined in Section 3.3).  

The design cycle time (Tc) can be calculated via: 

Tc= Trc/(1+ τ) = TCFM/(c +1)/(1+ τ)                   (31)  

where τ is a coefficient of safety margin, which represents the dynamic performance and 

modeling error of the CFM systems. 

In protection designs, the design cycle time (Tc) must be equal to or larger than the performance 

cycle time (TCFM), as presented in Eqs. (23), (26), and (29). Thus, we can obtain one design 

constraint: the maximum number of slaves (n) in a CFM system via Eq. (33): 
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2
nd

, we apply the minimum cycle time to the CFM performance models in Eq. (33), so 

that we can obtain the maximum number of slaves in a CFM system. 

3
rd

, we calculate the total number of CFMs based on the Eq. (34). 

6.6 An Example of the Generic Design Guideline 

The Medium Voltage DC (MVDC) shipboard electrical system is a complex and challenging 

shipboard EDS with high power density. In this section, we select it to explain the design 

guideline. 

6.6.1 Procedure 1: defining operating features and protection requirements of the MVDC 

system 

The MVDC system, which contains a large number of PEDs, is one of the most aggressive smart 

grids in medium voltage level [35].The general topology of the MVDC system is displayed in 

Fig. 68. It is a revised version of the system considered by the U.S. Navy for SES [36], [37], and 

it represents a generic multi-terminals DC shipboard EDS. The MVDC system has several AC 

generators feeding the DC main loop through rectifier converters. The DC loop bus is rated at 5 

kV, the two main generators are rated at 47 MVA, and the two auxiliaries are rated at 5MVA. 

The boost-type voltage-controlled bridge rectifiers are rated at 4 MW each, and they convert the 

4160-V, three-phase AC voltage to 7 kV DC. In the MVDC system, sectionalizers (DC switches) 

are placed on the middle of the line so that only one side of the line would be out of service 

during a fault on the main loop. The loads are supplied through the DC buck converters or 

inverters [38], [39]. 

For the protection of the MVDC system, the CFM approach must meet the quality of service 

(QOS) requirements for vital loads of the MVDC during rail-to-rail faults on the main loop. The 

extent of disruptions could be as severe as causing the entire port or starboard MVDC buses to 

trip off-line for several minutes (during split plant mode operation).  The QOS criteria for the 

service load of the MVDC is defined as Table 8:  
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Fig. 68. General topology for baseline MVDC system [37] 

 

Table 7. QOS criteria for the ship’s service load [40] 

Un-interruptible 
Loads that cannot tolerate interruptions of 2 

seconds or more 

Short Term Interrupt 
Loads that cannot tolerate interruptions of 2 

seconds or more 

Long Term Interrupt 
Loads that can tolerate interruptions of 5 

minutes or more 

 

Due to the characteristics of DC systems, the fault interruption method in the MVDC system is 

different from any of the AC systems [41]: instead of directly interrupting fault currents with 

circuit breakers, we use converters to interrupt the fault currents at terminals of the generators. 

When the fault currents are interrupted, the DC switches can be safely opened to isolate the fault. 

The procedures of fault interruption for the MVDC system are as follows:  

� Turn off the AC generators 

� Switch off the DC switches  

� Restore the MVDC system  
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The ESRDC also assessed the feasibility of designing an effective MVDC fault management 

system for Navy ships, and it summarized the major technical challenges as follows [42]:   

� Locating a fault in a looped structure with multiple generators 

� Limited magnitude of fault current 

� Highly distorted waveform 

� Ultra-fast protection requirement 

� Able to cooperate with PEDs  

6.6.2 Procedure 2: CFM design calculation for the MVDC system  

In this section we find the protection design constraints based on the protection requirements of 

the MVDC system. 

6.6.2.1 Size of the MVDC system. The size of the MVDC system affects the total length 

of communication cables. The propagation delay in the MVDC system is about 10 �s, 

approximately 2 % of the total delay of the CFM system, and so it can be neglected.  

6.6.2.1 The design cycle time. According to the proposal of the MVDC shipboard 

project, the overall MVDC system power interruption time, which includes fault detection, fault 

interruption and system restoration, is targeted at 8 ms for the following reasons: 

• Scalability and robustness of a fast and centralized fault location system 

• Availability of fast MVDC class (mechanical) disconnect switches 

• Management and coordination of rapid re-start of all source and load converters 

In this example, the threshold of the counter is set at c =3 for the tight speed requirement of the 

MVDC system. According to Fig. 69, the response time (TCFM) of the CFM system is limited to 

approximately 2 ms, and we can calculate the round-trip cycle limit (Trc) as: 

Trc = 2 / (3+1) = 0.5 ms= 500 �s  

For a safety margin τ of 50%, the design cycle time of the CFM systems can be calculated via Eq. 

(31): 

  Tc = Trc /(1+ τ) = 333 �s  
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Fig. 69. Protection procedures of the MVDC system in time sequence 

 

6.6.2.3 The number of slaves in the CFM systems and the number of CFMs. 

According to Eq. (33) and the CFM performance model in Fig. 53, we can calculate the 

maximum numbers of slaves for the three types CFM systems: 31 for type A system, 15 for type 

B system, 27 for type C system. Therefore, we can choose the type A system for protection 

application of the MVDC system. The CFM system parameters for this example are listed in 

Table 8. 

For the 34 nodes in the MVDC system and the redundancy coefficient of 2, we can calculate the 

number of the CFM systems via Eq. (34): 

NCFM = ceiling (m*k/n) = ceiling (34*2/31) = ceiling (2.06) = 3 

Thus, we need 3 CFM systems to implement the protection application of the MVDC shipboard. 

For the other CFM configuration parameters, the results of the CFM calculation are listed in 

Table 9. 
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Table 8. Parameters of the CFM system 

Terms Description Value 

SFH 

The size (in bytes) of the protocol control information (26B for Ethernet 

preamble, destination and source addresses, ethertype and CRC, plus 2B 

EtherCAT frame header) 

28 B 

SIFG The inter-frame gap size of bytes 12 B 

STH 
The size of the telegram protocol control information (Telegram header and 

WKC) 
12 B 

STi The size of the data field (payload) of the ith telegram 4 B 

TB The transmission time of one byte (i.e. in 100Mbps networks) 80 ns/byte 

TC EtherCAT cycle time 333 �s 

TB
P
 Propagation delay along the cables (Cat 5 and upwards) 5 ns/m 

Tp Maximum delay of the PHY (Rx + Tx) 500 ns 

TM
f
 The frame time (forwarding time or transmission delay) of the master N/A 

TM
P
 The processing time of the master unit 80 ms 

TH
P
 The processing time of the EtherCAT switch 80 ms 

TS
P
 The processing time per slave 5 �s 

Tidle The time the system remains inactive between subsequent cycles 0 �s 

 

  

Table 9. The design constraints with different protection configurations 

Protection configurations Design constraint 

Protection 

repose time 

(TCFM) 

Counter 

threshold 

(c) 

Safety margin 

(τ) 

Number of 

slaves (n) 

Number of 

CFMs 

(NCFM) 

2 ms  3 50 % 31 3 

2 ms 3 100 % 20 4 

2 ms 5 50 % 16 5 

2 ms 5 100 % 9 8 
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Table 9 – continued  

Protection configurations Design constraint 

Protection 

repose time 

(TCFM) 

Counter 

threshold 

(c) 

Safety margin 

(τ) 

Number of 

slaves (n) 

Number of 

CFMs 

(NCFM) 

4 ms 3 50 % 76 2 

4 ms 3 100 % 55 2 

4 ms 5 50 % 46 2 

4 ms  5 100 %  31 3 

 

6.6.3 Procedure 3: MVDC system zone mapping and CFM system configuration  

In traditional protection approaches, the range of protection zones are inherently defined by the 

range of the protection approaches (as shown in Fig. 5). In the proposed CFM approach, since all 

zones are protected by the uniform APDP scheme, the number and size of the zones are flexible. 

One simple but clear method for zone division is to use the switches in the MVDC system as 

boundaries: the areas of the zones are determined by the switches, as shown in Fig. 70. The 

advantage of this method is that any fault occurring in the MVDC system can be isolated in a 

small area by switching off the switches of the zone. 

The protection design constraints of the MVDC system are defined as: 

• NCFM = 3 

• n < 31 

• k=2 (each zone must be covered with two CFMs) 

Taking the constraints above into consideration, the zone mapping for the MVDC protection 

design is depicted in Fig. 70. The blue, yellow and green boxes stand for the coverage areas of 

the three CFM systems (A, B, and C). We can see that the three CFM systems manage multiple 

zones and cover the entire MVDC system. The number of nodes in each CFM system is less than 

31, and each zone is protected simultaneously by two CFMs for protection redundancy. 

After the number of zones and their coverage areas of the CFM systems are defined, the next 

step is to set the current values measured at MVDC nodes, to their corresponding CFM systems 

based on the zone division. After that, we can configure the APDP schemes on the CFM 
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programs to activate the zones. Since all the zones are protected by the uniform APDP schemes, 

in which the fault identifications in all the zones are independent, no coordination is needed 

between the zones. Thus the workload of the protection configuration is minimized.   

          

Fig. 70. Graphic mapping and zone divisioning for the MVDC system 
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Fig. 71. Protection arrangement of the MVDC system 

 

Based on design procedures discussed above, the protection arrangement of the CFM systems for 

the MVDC shipboard is shown in Fig. 71. The MVDC system is partitioned into a number of 

protection zones for the purposes of fault localization and isolation. The AMUs are distributed at 

the switches (SW) of the MVDC shipboard, where they measure current and send the digitized 

current data to their corresponding CFM unit. Simultaneously, three CFM systems monitor the 

whole MVDC system by executing protection schemes for all the zones in the CFM areas. The 

APDP schemes are applied to identify faults in/out of the zones. Note that each protection zone 

is covered by two independent CFMs; therefore, the protection redundancy requirement is 

achieved. 

6.6.4 Procedure 4: ancillary protection setting 

As the CFM systems are defined for the protection design of the MVDC system, the final 

procedure is to set up ancillary protection functions, including fault interruption, fault isolation, 

and system re-energization. Figure 72 shows the arrangement of the ancillary protection setting 
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for a CFM system. When a fault is identified and located by a CFM system, the first devices to 

react are the convertors or the circuit breakers at the generators. They interrupt the fault by 

shutting down of the whole MVDC system. Then, switches in the faulty zone are opened in order 

to break the faulty zone off the MVDC system. When the fault is isolated, the convertors or 

circuit breakers reconnect the generators so as to re-energize the MVDC system. After that, the 

rest of the MVDC system can then operate normally. 

 

Fig. 72. Ancillary protection setting in a CFM system 
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CHAPTER SEVEN 

CONCLUSION AND FUTURE WORK 

7.1 Conclusion 

In this research, we propose a CFM approach to protect smart grids in a centralized and efficient 

way. We define the requirements of the communication subsystem for the approach. We 

implement a demonstration CFM system and test it on both a single-zone test-bed, and an HIL 

test-bed on RTDS. We discuss the three types of CFM systems, and built performance models 

for them. The influence factors of the models and the constraints in protection design are 

analyzed in detail. We provide a generic design guideline to show how to apply the CFM 

approach to smart grids of different structures and operating features. Finally, we describe the 

guideline with the MVDC system as an example.  

The conclusions of this dissertation are: 

• Based on digital data acquisition and communication, a CFM approach that manages 

faults in a wide area of a smart grid is feasible.  

• The CFM approach is highly adaptive to smart grids of different structures and operating 

features, even to smart grids of both DC and AC. 

• Based on the performance models, the number of AMUs is the major design constraint of 

the CFM approach.   

• For the three types of CFM systems: the type A system is advantageous for smart grids of 

small scale; the type B system provides an alternative way to implement the star 

connection, but it sacrifices some performance; the type C system has the best 

performance for smart grids of large scale.  

• The results of the HIL experiment have shown that the proposed CFM approach rapidly 

detects faults within a quarter cycle of 60 Hz, and reliably determines faulty zones in a 

smart grid of looped structure and multiple sources. 
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7.2 Future Work 

• Accurate processing delay modeling of the CFM unit 

The processing delay of the CFM unit is modeled as a constant in this work. However, in 

practical cases, the processing delay depends on the processing speed of hardware and the 

traffic condition. An accurate model of the processing delay in the CFM unit will result in 

accurate CFM performance models.   

• Hardware implementation of an EtherCAT switch 

The hardware devices for type A and B systems are commercially available today, but 

not for type C system. For the hardware implementation of the type C system, we can use 

the existing master and slave units used in type A and B systems, but we will need to 

build an EtherCAT switch. 

• Full hardware implementation of MVDC shipboard protection 

The current demonstration CFM system for the HIL test-bed has only three slaves. In 

order to implement the protection functions for the MVDC system, we need to implement 

3 CFM systems with more slaves. 

• External control functions of the CFM program 

The CFM program discussed in Chapter 3 has only a basic function of fault identification. 

To work with PEDs in smart grids, the CFM program needs to add other external control 

functions.  

• Sensitivity analysis of the CFM program 

The sensitivity of the CFM program depends on the threshold value (c) of the counter in 

the program. It is set to a small number for the fast protection requirement of the MVDC 

system. For its application to other smart grids, we need to analyze the sensitivity and 

accuracy of the CFM system.  
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