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ABSTRACT 

 

 

This report shall discuss the threats to information and services in open systems.  

In it we shall provide an illustration where these threats are confronted, describe the 

three basic techniques of authentication, and comment on the various methods of 

access control.  We go on to explain information compartmentalization, information 

disclosure policies, preventing the unauthorized modification of data, and audit logs.  

Finally we outline a hybrid approach for access control that incorporates strong 

authentication and uses an access control tree to represent privilege.   

Our system is real-time, perimeter based, community centric, and user friendly.  

The intelligent security decision that results from using an access control tree is 

commendably better than any current system.  With our access control system we can 

dynamically determine capability based on real world conditions by incorporating 

security information from external data sources, software agents, as well as location 

based sensors. 
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CHAPTER 1.  INTRODUCTION 

 

 

1.1 A Hybrid Method for Access Control 

We present a secure system where every access decision can be modeled in an 

access control tree.  The sub-tree granted to a user represents their capability to access 

information, resources, and services.  The tree is rendered in such a way as to preserve 

location based relationships of the objects in their respective security perimeters.  Each 

node of the tree represents an object, and each branch represents an access operation.   

We outline a hybrid method for access control that is real-time, perimeter based, 

community centric, and user friendly.  This approach incorporates strong authentication 

and uses an access control tree to represent privilege.  By consolidating security 

information from external data sources, software agents, and location based sensors, 

the access control tree is able to dynamically determine capability based on real world 

conditions.  The intelligent security decision that results from the using an access 

control tree is commendably better than any other access control mechanism. 

Every element of the tree is dynamically labeled with a set of security 

requirements, as seen in Figure 2, these labels are updated in real time based on 

predefined policy and the data streams collected from internal and external sensors.  

These labels represent access restrictions based on identity, community membership, 

information compartments, integrity levels, and conflict classes.  Our system provides 

maximum security and allows for extreme flexibility by allowing permission to be 

described in the quantity of users and their level of authentication needed before access 

is granted to a controlled object. 

In this report, we will begin to discuss the threats to information and services in 

open systems and provide an illustration where these threats are confronted.  We shall 

detail the three basic techniques of authentication and then comment on the various 

methods of access control.  We will go on to describe information compartmentalization, 

information disclosure policies, preventing the unauthorized modification of data, and 
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audit logs.  Finally we demonstrate our perimeter based community-centric access 

control system. 

We shall prove that our contributions to the topic of access control are new, 

innovative, and better than any current access control architecture.  By encapsulating 

the best known security practices from several classic security models into a new 

system of security requirement labels, we are able to incorporate all aspects of 

desirable security. By allowing our security labels to react to real world scenarios, we 

create a flexible system that is highly secure. 

 

 

1.2 Threats to the Security of Information and Services in Open 

Systems 

It is impossible to protect something until one clearly understands what needs to 

be protected.  There are five major threats to the security of information and services in 

open systems: “destruction of information and/or other resources”; “corruption or 

modification of information”; “theft, removal or loss of information and/or other 

resources”; “disclosure of information”; and “interruption of services” [18] [29].   

An attack can be viewed as a sequence of actions performed by an attacker that 

transforms a system from a harmless state to a compromised state [45].  Attacks are 

originated by environmental factors and authorized or unauthorized users.   

People are the weakest link in any security scheme because they are not careful 

about keeping the secrets that form the foundation of secure systems, for example: 

passwords and access codes [32].  An authorized user that is granted access to 

information or services has the ability to commit errors or abuse their access privileges 

by giving away their access credentials [18].  Unauthorized users can conspire with 

inside predators to get their hands on information.  Most inside attacks are committed 

by contract workers in entry-level jobs, or by suppliers and vendors that have access to 

pass codes, passwords, or building key codes [8].   

Environmental factors and “acts-of-God” are potential threats, due to their ability 

to disrupt services and destroy information.  Fire, for instance, can cause irreparable 
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destruction of hardware and data, and the “smoke, corrosive gases, and high humidity 

from… fire can damage systems throughout an entire building” [35]. 

 

1.3 Confronting the Threats to the Security of Information and 

Services in Open Systems 

There are several ways to confront the threats to the security of information and 

services in open systems: utilizing strong authentication, providing mandatory access 

control, defining explicit data compartmentalization, enforcing information disclosure 

policies, preventing unauthorized data modification, and keeping audit logs [18] [46].   

We shall utilize strong authentication, as defined in Chapter 4.4, to make certain 

that the person requesting access is indeed who they claim to be.  Mandatory access 

control and explicit data compartmentalization, as outlined in Chapter 5. and Chapter 

6. , are used to ensure a user will only be granted access to the objects necessary to 

perform their duties.  By enforcing information disclosure and modification policies, we 

prevent information leaks and substantiate the authenticity and integrity of the data we 

wish to secure.  Audit logs shall provide traceability and accountability in the event an 

incident does occur. 
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CHAPTER 2.  THE UNIVERSITY EXAMPLE 

 

 

Imagine that tomorrow a University plans to roll out a new access control policy 

across its entire campus.  The University will rely on the dynamic nature of access 

control trees to define the capability of its populace to access all aspects of the 

university.   

Figure 1 shows a high level view of perimeter relationships among objects in the 

University.  These objects will be rendered on the access control tree to preserve their 

location-based relationships within security perimeters.  The top perimeter will require 

little access control; however objects that appear lower on the tree may only be 

accessible to a few individuals. 

There are countless situations where the University may require access control: 

for example, a student should be allowed to access a “technologically enhanced 

classroom” or Professor’s office during the day, but access to the same classroom or 

office after hours will most likely be prohibited.  Some situations may require specific 

people to be present to access information: certain departmental files may be deemed 

confidential enough that a professor and a secretary must be present to read them, and 

a professor and their department chair must be present to authorize removing them 

from the room. 

 

2.1 Community Access Control to Physical Data 

Imagine the scenario where Professor A wishes to access the confidential 

department files mentioned above.  These particular files are contained within a smart 

filing cabinet, see Chapter 2.2, inside the common office space of the department’s 

building on the University’s campus.  In order to reach the cabinets, Professor A must 

pass through the doors and the occupied space of the workplace.  By the time that 

Professor A reaches the cabinets, he passes several individuals and is recognized by 

them.  Had the individuals in the office space not recognized him, and felt that he was 

not supposed to be there, they might ask him to leave the office and call the authorities.  
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After passing through the various layers of security, Professor A pulls the lever 

on the smart cabinet drawer where he knows the information he wishes to access is 

located.  Because Professor A is the first person to use the smart cabinet this morning, 

he must wait a couple seconds for the cabinet to wake-up from power saving mode.  All 

of a sudden, a touch screen LCD pops out of the top of the cabinet and displays the 

access information for the drawer that Professor A was attempting to open.   

 

 

Figure 1.  A Perimeter View of the University 
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Professor A can see the access control tree for the university, and then the 

screen zooms in on the part of the tree that Professor A is attempting to use, see 

Figure 2.  In the upper right corner of the screen, Professor A notices the access 

context that determines the section of the tree that must be fulfilled for access at this 

given moment, currently displaying “Normal Operation – Daytime”. 

The screen is reminding Professor A that he alone is not authorized to access 

this information, and that he must access it in conjunction with other members of his 

community.  Professor A selects the “Find Authorized Community Combinations” option 

on the touch screen, and then is presented with the combinations of available 

community users, based on the tree’s security requirements, that can assist him with 

unlocking the drawer.  He finds that the assembly of himself and a secretary will 

together have permission to read the files, and the assembly of him and the department 

chair will together have permission to remove the files.   

 

2.1.1 Supervised Access 

Before bothering his boss, Professor A wants to make sure that these files are 

what he’s looking for.  Professor A now looks for a secretary to ask for assistance in 

opening the drawer.  After he finds someone, the two of them then go to the filing 

cabinet together.  This time, Professor A pulls the handle on the drawer and the drawer 

opens.  By means of location based sensors, the access control system knows that the 

drawer may be opened now that both community members are present.  The Professor 

is able to examine the files while the secretary is present to supervise him.  After looking 

at the files, Professor A determines that these are the ones that he needs to update; he 

places them in the drawer for the meantime while he obtains authorization to modify 

them. 

 

2.1.2 Supervisory Access 

Professor A must now must ask Professor B, the department chair, to assist him 

in checking the files out for update, but before doing so, Professor B needs to verify the 

legitimacy of the access.  Once she agrees that Professor A should be able to update 

the files, the two professors will go to the filing cabinet together.  This time, when
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Figure 2.  Access Control Tree Security Labels  
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Professor A pulls the handle on the drawer, it does not open.  A screen on the cabinet 

displays a message asking Professor B to confirm the release of documents for update 

from this specific drawer of the cabinet, using his fingerprint.  After doing so, the drawer 

opens; now that both professors are there and Professor B’s fingerprint has been 

verified. 

 

2.1.3 Unsupervised Access 

Later that evening Professor A wishes to return the confidential data to the filing 

cabinet.  Since he already has the files, he knows he should be allowed to return them.  

He pulls the handle to open the cabinet, however the drawer doesn’t open.  Since it’s 

late in the evening, the access context has changed, and the cabinet requires additional 

authentication.  Professor A pushes the “Find Authorized Community Combinations” 

option, but the list returns no combinations.  Professor A now has two options: wait until 

tomorrow to file the documents back in their proper drawer; or drop the files in the 

secured drop-box drawer.  Professor A chooses the latter since this information is 

confidential and it cannot be left unsecured overnight.  He then places his fingerprint on 

the biometric reader, the slot on the drop-box opens, and he drops the files in.  

Tomorrow morning an authorized Information Clearing Agent [11] will verify the integrity 

of the file, and return the file to the correct drawer. 

 

2.2 The Smart Cabinet 

The University’s access control system protects physical objects as well as 

services, resources, and information.  Most of the access paths in the access control 

tree represent read-only operations, for example allowing a person to open a door or 

enter a secure area of a building.  Other operations like access to physical information 

are harder to secure, a monitoring mechanism is needed to administer access control, 

remind users of their responsibilities, provide an audit trail to maintain integrity, and 

allow for rollback.   

The monitoring mechanism that the University uses to control physical access to 

confidential documents is the smart cabinet.  It enforces access control using several 

pieces of hardware.  The touch screen LCD makes the system user friendly by both 
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allowing quick input without a keyboard or mouse, and informing the user about the 

necessary access requirements for each drawer.  The LCD is connected to a small 

networked PC which keeps the system updated in real-time via a built-in network 

connection.  The cabinet also includes location-based sensors, to identify users when 

they approach the cabinet and connections to the building sensory network.  Biometric 

readers are also present, and help verify the identity of users when the location-based 

sensors alone are not sufficient.  The cabinet also contains an uninterruptible power 

supply that provides electricity when there is a power outage. 

The smart cabinet’s software is configured to enforce integrity through version 

control.  Each document in the smart cabinet is automatically scanned and stored on an 

encrypted hard disk.  Should information be corrupted, rollback is possible by reverting 

to earlier images.  The smart cabinet, via its display of prompts, reminds users about 

their responsibilities.  For example, in Chapter 2.1.2, the cabinet displayed a prompt 

asking Professor B to confirm the fact that Professor A needs to access the content.   

 

2.3 Physical File Alarms 

Even though the files have left the physical security of the smart cabinet, they are 

still being monitored.  The University has chosen to embed sensors within important 

physical assets, like confidential files and expensive equipment.  Should a user attempt 

to remove a controlled asset from the office space, an alarm will be triggered.   

When dealing with data removed from a smart cabinet, the person who removes 

the files may be different from the person who removed them from the cabinet; this is 

one reason that the University has chosen to continuously monitor who the files are with 

and where they are headed.  If the files are noticed moving, without either party that 

retrieved them, a pre-alarm is triggered.  This will alert the office community that they 

need to secure all doors, and attempt to recover the files themselves.  In the event that 

they are unable to do so, and the files or controlled assets are removed from the 

controlled area, the real alarm sounds and notifies the University Police that a breach 

has occurred. 
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2.4 Audit Logs 

Audit logs are generated for every action in the University, and are categorized in 

many ways.  Every time a user enters a building, office, or dorm room, a new entry is 

appended to that user’s physical access log.  Computers shall keep their own logs 

separate from the access control tree logs. 

Audit files are encrypted to prevent tampering.  To alleviate some of the privacy 

concerns of the University inhabitants, the audit logs can only be reviewed by System 

Administrators with a court order, and may be periodically reviewed by the subject that 

they represent. 

 

2.5 Selection of Access Context 

As seen in Figure 3, the University has chosen to define several access contexts 

as trade-offs between security and usability; the acceptable access policy is based on 

the presence of community members, the time of day, and emergency status.  The most 

common access context for a user will be “Normal Operation – Daytime”.  This context 

is used during normal business hours of the university.  During these times security may 

be relaxed to accommodate normal business.  For example, all office doors may be 

unlocked to allow students to visit their Professors during office hours. 

The next access context is “Normal Operation – After Hours”.  This type of 

access is used when the University is closed, all doors are locked, and only authorized 

people should be present in the workspace. 

Two other uncommon, yet extremely necessary access contexts are “Emergency 

Operation – Planned” and “Emergency Operation – Unplanned”.  These contexts allow 

people to escape in an emergency or removal documents if they are in physical danger.  

An example of a planned emergency may be a hurricane; in this instance warning is 

provided at least 24 hours in advance.  The system receives weather alerts, and is fully 

aware of impending danger.  An unplanned emergency may be an earthquake, fire, 

tornado, or change in terror alert; in these instances little notice is given, and time is 

extremely critical.   
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After operating in the “Emergency Operation – Unplanned” access context for 

twenty four hours, the access context reverts back to the “Emergency Operation – 

Planned” access path, however, this transition can be overridden; for example during 

fire drills or when testing the system.  Eventually the access context will revert back to 

“Normal Operation – Daytime” or “Normal Operation – After Hours”, as the case 

warrants. 

 

 

 

Figure 3.  The University’s Access Contexts 
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CHAPTER 3.  DESIRABLE SECURITY PROPERTIES 

 

 

The following chapters shall outline the desirable properties for our access 

control system.  In Chapter 4. we speak about the three factors of authentication that 

can be used to validate a user’s identity, and how we can combine several 

authentication factors to create “strong authentication”.  Chapter 5. discusses physical, 

logical, discretionary, mandatory, and role based access control; we shall incorporate 

the concept of roles from the RBAC model into our own.  Chapter 6. details: the military 

security policy, the Bell-La Padula Confidentiality Model, and the Chinese Wall Model; 

from these models we gain the concepts of security clearances, information 

classification, conflict classification, and need-to-know.  In Chapter 7. we outline the 

Clark Wilson and Biba Integrity Models; we integrate the concepts of integrity 

classifications and separation of duties from their models into our model as well.  

Chapter 8. illustrates the common uses of log files on which we base our audit 

mechanisms. 

 

 

 

Figure 4.  Desirable Security Properties 
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CHAPTER 4.  AUTHENTICATION VS.  IDENTIFICATION 

 

 

Identification and authentication are widely confused with one another; 

“identification is the means by which a user provides a claimed identity to a system”, 

while “authentication is the means of establishing the validity of this claim" [35].  A user 

is authenticated in several ways: for example by something the user knows – the 

knowledge factor; something the user has – the possession factor; or something the 

user is – the being factor [28] [43].   

Identification and authentication are the first line of defense against attacks for 

most computer systems.  Once the system is able to identify and differentiate users, it 

can enforce access control by preventing unauthorized people or processes from 

consuming resources, and provide user accountability for authorized users [35].   

 

4.1 Authentication by the Knowledge Factor 

During World War II, American soldiers would ask strangers cultural questions 

like “Who won the 1940 World series?” to determine if they were friend or foe [43].  The 

assumption was that the enemy would not know the answer. 

Present day examples of the authentication by something the user knows are: 

passwords, secret handshakes, personal identification numbers, or the combination to a 

lock [43].  In order to authenticate a user, the system compares the knowledge 

presented by the user to the knowledge stored in the system; if a match is found access 

is granted.   

 

4.1.1 Passwords and their Problems 

The most common way for someone to gain access to a computer system is by a 

password: a secret form of authentication data, used to control access to a resource.  

The password is kept secret, and those wishing to gain access are tested on whether or 

not they know the password.  If they do not know the password, they are denied access 

[52] [28].   
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Ordinarily, a user is allowed to choose a password themselves.  The user will 

choose something that they can easily remember, which is something that can also be 

easily guessed by an attacker or a password attack program.  In the event a 

meaningless password is chosen for a user, the password will be forgotten and 

therefore written down.  Even though this is the first line of defense, the security of 

confidential information should not be based on an assemblage of characters.   

 

4.2 Authentication by the Possession Factor 

Authentication can be performed by something that the user posses, like an 

identification card or an external security device; the assumption is that only authentic 

users would posses an authentic security object, therefore if we can validate the object, 

we can validate that the user is who they claim to be.  Examples of security objects 

used for authentication are: hardware tokens, smart cards, government issued 

identification cards, and electronic passports [39].   

Tokens are considered much stronger than fixed passwords because the token 

generates a new one-time use password each login.  Tokens and smart cards are 

complex, difficult to forge or copy, and can be used for multiple applications [35].  

Unfortunately, there are problems with tokens and smart cards as well.  They require 

special readers which can be costly, they can be lost or stolen, the user may not always 

want to carry them, and they may require substantial administrative overhead to activate 

and revoke [28] [27]. 

 

4.3 Authentication by the Being Factor 

Biometric Authentication uses the unique characteristics of human-beings to 

authenticate their identity.  Fingerprints, hand prints, faces, retinas, voices, hand-written 

signatures, and keystroke timing can all be tied to a unique individual [28].   

First a user must enroll, by allowing their biometric profile to be created.  When 

attempting to authenticate, the system computes a new biometric profile and compares 

it to the known biometric profile of the user attempting to be authenticated; if a match is 

found, access is granted [35].   
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The main advantage of using biometrics is that there is no need for a user to 

remember a password or carry an external security device; a user doesn’t even need to 

keep their biometric secret, because it is so difficult to reproduce.  There are, however, 

weaknesses with biometric authentication.  If the biometric reader is not monitored in 

some fashion, an attacker could submit false physical characteristics to coerce the 

system into believing that the submitted characteristic belongs to a registered user of 

the system [19].   

 

4.4 Strong Authentication 

We know that any single method of authentication may not be enough evidence 

to verify the identity of a user.  Advanced multiple-factor authentication is needed before 

granting access capabilities.  Strong authentication, where at least two independent 

methods of verification are incorporated, is used to ensure that the person requesting 

access is indeed who they claim to be [28] [27].   

Some combinations of strong authentication are “stronger” than others.  The 

combination of a smart card with a PIN is considered “less strong” than the smart card 

with a fingerprint, due to the unforgeable nature of biometrics.  The strongest form of 

authentication would be combining all the above authentication factors together [27]. 
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CHAPTER 5.  METHODS OF ACCESS CONTROL 

 

 

Often, the concept of access is confused with authorization; in reality the two are 

very different.  While access is the ability to do something with a resource, authorization 

is the permission to use the resource once you have been authenticated [35] [27].   

As expressed in [9], [49], [53], and [40] access control can be defined by the set 

of subjects, objects, and actions that must be protected.  The goal of access control is 

to limit the use of restricted objects to only those authorized individuals with an 

established identity.  Activities performed on these objects should be limited to the 

minimum required to complete the task at hand [19].   

All organizations should document their resources, assets and systems in order 

to assign a relative value of importance to the organization for each of them; these 

classifications help to determine what access controls are necessary to protect these 

objects [32].   

 

5.1 Physical vs.  Logical Access Control 

Both physical and logical access control are needed to provide a secure working 

environment.  In the military sense, physical access controls are used to prevent 

“unauthorized access to equipment, installations, material, and documents” by providing 

protection against “espionage, sabotage, damage, and theft” [11].   

Physically Controlled areas can be isolated with barriers, such as fences, true 

ceiling to floor walls, and locked doors [35].  Screening measures, like metal detectors 

or x-ray machines, at entry points in the barriers could be employed to physically 

monitor what is entering and leaving the secured zones.  Staff members who work in a 

restricted area serve an important role in providing physical security as they can 

challenge individuals who are not recognized [19].   

Without physical access control, an unauthorized user can gain access to 

hardware and damage a system; for example, a denial of service attack can be 

performed by unplugging all the servers in data center if the room was not protected.  
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While physical access controls restrict the movement of personnel within a work area, 

logical access controls restrict the information that one can access in that area.   

“Logical access controls provide a technical means of controlling what 

information users can utilize, the programs they can run, and the modifications they can 

make” [35].   Not only do they describe who or what can gain access, but also the type 

of access that is permitted.   

 

5.2 Mandatory vs.  Discretionary Access Control 

The Trusted Computer System Evaluation Criteria [12] defines two fundamental 

approaches to access control: discretionary access control and mandatory access 

control.  Most security policies for access control are of the discretionary type, meaning 

that the individual user of the system, at their own discretion, is allowed to determine 

who is authorized to access the objects that they own [53].  Discretionary access 

control is “a means of restricting access to objects based on the identity of users or 

groups to which they belong” [26].  The goal of a discretionary policy is to protect a 

user’s private objects against unauthorized disclosure or modification by others.  The 

owner should be considered as the best person to make this decision, being that they 

are more familiar with the objects than anyone else [48] [22].   

Mandatory access control is “a means of restricting access to objects based on 

the sensitivity of the information contained in the objects and the formal authorization of 

users to access information of such sensitivity” [26].  In mandatory access control 

schemes the granting of access permission is removed from the user and placed into 

the hands of administrators.  The administrators then define the access rules according 

to organizational policies using security labels attached to subjects and objects [42].  

This scheme makes more sense when the owner of the object is not a single user, since 

a single user alone should not be allowed to decide how the object may be accessed 

[22] [48].  Mandatory access control is especially needed when controlling access to 

military systems, while discretionary access control is considered appropriate for the 

security needs of civilian organizations [26]. 
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5.3 Role Based Access Control (RBAC) 

 “RBAC captures the features of traditional group-based access control that are 

implemented in current operation systems [21].  Many access control systems 

commonly provide groups of users as the access control unit,” [42] the RBAC model 

defines differentiates roles according to the job responsibilities within an organization.  

RBAC centers on the assumption that it is more feasible to apply a common set of rules 

to a role rather than to a set of individuals [19].  Subjects and objects are indirectly 

related thought he concept of roles; subjects are assigned to roles, permissions are 

assigned to roles, and subjects acquire permissions by being members of roles [21].   
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CHAPTER 6.  DATA COMPARTMENTALIZATION, 

ENFORCING INFORMATION DISCLOSURE POLICIES 

 

 

6.1 Military Security Policies 

The military security policy regulates the control of classified information within 

the government; it states that all classified information shall be protected from 

unauthorized disclosure or declassification.  Mechanisms used to enforce this need-to-

know policy include the mandatory compartmentalization and labeling of all documents 

with their classification level, and the assigning of user access categories based on the 

clearance of all persons permitted to use this information [7].  The Trusted Computer 

System Evaluation Criteria [12] outlines how this policy is formalized in computers. 

Presidential Executive Order #12958 [16] prescribes a uniform system for 

compartmentalizing, classifying, safeguarding, and declassifying national security 

information; the classification labels form a hierarchical relationship based on the 

consequences of “unauthorized disclosure of which reasonably could be expected to 

cause… damage to the national security that the original classification authority is able 

to identify or describe” [16].  The disclosure of Confidential Information would result in 

damage to national security, the disclosure of Secret Information would result in serious 

damage to national security, and the disclosure of Top Secret Information would result 

in grave damage to national security.   

Information may only be classified by the President, agency heads and officials 

designated by the President, or subordinate agency officials that have a “demonstrable 

and continuing need to exercise this authority” [16]. 
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6.2 Bell-La Padula (BLP) Confidentiality Model 

By using mathematics and set theory, the Bell-La Padula Model [3] model is a 

formal definition of allowable paths that information may flow in a controlled system.  It 

precisely defines “the notion of secure state, fundamental modes of access and the 

rules for granting subjects specific modes of access to objects” [12].  Its main goal is to 

protect the confidentiality of information by requiring information to flow in a one-way 

direction from low security levels to high security levels [46]. 

 All subjects and objects are labeled with classification levels.  The BLP [3] model 

has two security properties.  The simple security property, often referred to as the no 

read up rule, states that a subject may have read access to an object only if their 

security classification is greater than or equal to the object’s security classification level.  

The star property, often referred to as the no write down rule, states that a subject can 

only write to an object that has a greater than or equal security classification level than 

any objects he has read access to.   

 

6.3 Chinese Wall Security Policy 

The Chinese wall security policy models the constraints needed to avoid 

situations where conflict of interest can occur [1].  The policy involves defining a set of 

conflict classes, and assigning companies to each one so that companies who compete 

against each other are present in the same conflict class.  The concept of sanitization is 

used to allow information to be exchanged between companies of the same conflict 

class, by preventing the discovery of a corporation's identity by disguising its 

information.  Sanitization can only be used when there is sufficient data to prevent 

inference of the owner of the data.   

This policy can be described by these theorems [5]: A subject may only access 

objects within the company dataset that he has already accessed, or within a different 

conflict of interest class.  A subject may only have access to one company within each 

conflict of interest class.  The flow of un-sanitized information is confined to its own 

company dataset; sanitized information may however flow freely throughout the system. 
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CHAPTER 7.  DATA INTEGRITY: NOT ALLOWING THE 

UNAUTHORIZED MODIFICATION OF DATA 

 

 

7.1 A Common Misconception about Integrity 

 A common misconception is that data integrity prevents change to information; 

this is not the case as change is inherent to any system, the act of processing 

information creates new data and old data is modified [34].  If a piece of information is 

said to have integrity, “it is not being misused, abused or otherwise used in a way that 

its owner could disagree” [17].  Integrity can more formally be defined as “freedom from 

corruption or tampering which adversely affects a system's functions” [34]; this implies 

that the information processing performed by the subjects and objects of an access 

control system happens correctly and without error.  It’s obvious that data integrity really 

“depends on the correctness of the changes that occur to data, and not on prevention of 

change” [34]. 

 

7.2 Clark Wilson Commercial Security Policy 

“Clark and Wilson base their model on four principles: authentication, audit 

logging, separation of duty, and well-formed transactions” [25]. The model contains 

special transformation procedures to place constraints on data, and integrity verification 

procedures to query these constraints [1].  The notion of constraints on data represents 

the data’s ability to be an input or output to a transformation procedure [25].  Well-

formed transactions prevent users from manipulating data and ensure internal 

consistency.  Separation of duties prevent “authorized users from making improper 

modifications, thus preserving the external consistency of data by ensuring that data in 

the system reflects the real-world data it represents” [31]. 
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7.3 Biba Integrity Model 

The Biba Model’s goal is to protect the integrity of information by requiring 

information to flow in a one way direction of high integrity levels to low integrity levels 

[46].  Information cannot flow up towards levels of higher integrity, or the “impure” data 

from the lower-integrity levels would contaminate the “pure” data held in the higher 

levels [1].   

The Biba integrity model is the counterpart to the BLP model, because of the 

dual relationship between integrity and confidentially.  While confidentiality is a 

constraint on who can read a message, integrity is a constraint on who may have 

written or altered it [1].  The no read down and no write up polices necessary to enforce 

integrity are the opposite to the no write down and no read up properties necessary to 

enforce confidentiality.   

 The Biba model has two integrity properties.  The simple integrity property states 

that a subject can modify an object only if the integrity level of the subject is greater than 

or equal to the object; this prevents an object from being corrupted by a subject with 

less integrity.  The integrity star property states that a subject can only write to an object 

that has a less than or equal integrity level than any objects he has read access to [31] 

[40].  The star property prevents the propagation of information from sources with less 

integrity to a higher integrity level than the original, this makes sense because we do not 

want to imply a greater level of integrity for a new object when the source object did not 

have that same level of integrity [31] [40]. 
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CHAPTER 8.  AUDIT LOGS  

 

 

8.1 Traceability and Non-Repudiation 

“According to Counterpane's Bruce Schneier, one of the most fundamental 

decisions that an organization will have to make is deciding what needs to be logged” 

[15].  Log files are extremely useful to audit the security of a system; they contain the 

most credible information about user activity and the condition of a system.  Logs can 

be reviewed to determine usage patterns, find abuse, or improve security measures 

[30].  This information can be incredibly useful during an internal investigation, where 

one is trying to “recover from a break-in, trace the source of a harassing e-mail or 

gather information that will be used to terminate a problem employee” [24]. 

 The main purpose of security logging is non-repudiation and making users 

accountable for the actions.  In the event a security breach occurs, log files make 

damage control easier by documenting the attack, indicating the subjects are objects 

associated with the event. 

 

8.2 Physical Access Logs 

Physical access control systems can produce audit logs with the help of a 

connected computer interface and special software that records the features that need 

to be logged.  In [35], NIST provides criteria for logging physical access events: the 

data and time of the event, the gate or door where access was attempted, the individual 

making the access attempt, and the success or failure of the access attempt. It also 

suggests that administrative capabilities of granting, revoking, and transferring physical 

access privileges should also be logged. 
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8.3 Common Sources of Log Files 

Log sources may include: “IDSs, firewalls, VPNs, routers, authentication 

systems, access controls, databases, web servers, mail servers, application servers, 

antivirus systems, content management systems, operating systems, and services” 

[15].  Log files usually contain a considerable amount of personal information.  Mail 

logs, for example, contain information about: who sent e-mail to whom, when the e-mail 

was sent, and when the e-mail was downloaded from the server.  Servers that assign IP 

addresses using Dynamic Host Configuration Protocol (DHCP) record the hardware 

MAC address of every Ethernet card they see [24].   

 

8.4 Financial Institution Logs 

The FFIEC provides guidance to financial institutions on the steps needed to 

ensure that sufficient data is collected into secure log files.  Enough data should be 

present in order to: “identify and respond to security incidents” and “monitor and enforce 

policy compliance” [19].  Although institutions are advised to make risk-based decisions 

on where and when to log activity, the following data items are recommended: “inbound 

and outbound Internet traffic”, “internal network traffic”, “firewall events”, “intrusion 

detection system events”, “network and host performance”, “operating system access”, 

“application access” and “remote access” [19].   

 

8.5 Military Logs 

 The Orange Book [12] provides a great sample of events to log including: 

“identification and authentication mechanisms”, “introduction of objects into a user's 

address space (e.g., file open, program initiation)”, “deletion of objects”, “actions taken 

by computer operators and system administrators and/or system security officers”, and 

other security relevant events. 
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CHAPTER 9.  A PERIMETER BASED COMMUNITY-CENTRIC 

ACCESS CONTROL SYSTEM 

 

 

9.1 Basic Principles 

A highly secure system can be made insecure if the authentication mechanisms 

are difficult or tedious to use; subjects will find ways to circumvent and shortcut security 

leading to vulnerable systems [2].  In normal circumstances people have to get their 

work done and do not have time for security; the result is that security becomes 

someone else’s problem [14].  However, by utilizing strong authentication, implementing 

mandatory access control, defining explicit data compartmentalization, enforcing 

information disclosure policies, preventing unauthorized data modification, and keeping 

audit logs, we shall establish a secure access control system.   

 

9.1.1 Dynamic Update 

The right of a user to access resources and services is dynamic in nature; 

access rights can vary due to context.  A subject may have different authority depending 

on the other users attempting to gain access to an object [19]. 

 

9.1.2 Need to Know 

In a “need-to-know” security policy, a subject is granted access to a controlled 

object only if the information contained in the object is absolutely necessary for the 

subject to complete his approved tasks [44].  In order to manage something, we need to 

measure it; in order to define how information may be used, we shall label objects with 

an information classification that describes the information the object contains.  These 

classifications enforce a need to know policy: if a user does not have knowledge of a 

particular information classification, they will not be allowed to access any object with 

that information classification.  We shall also prevent write access to an object unless 

the subject has the exact information classification as the object 
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9.1.3 Least Privilege 

Least privilege is one of the fundamental principles of computer security.  Users 

should only be given the rights necessary to complete their daily tasks, and nothing 

more [38].  Least Privilege must be taken into account when defining the security labels 

of subjects, objects, and operations.  Our system shall enforce least privilege in its 

interpretation of the security requirements on the access control tree.   

 

9.2 System Overview 

As seen in Figure 5, the Perimeter Based Community-Centric Access Control 

System is dividend into several sub-systems.  The Input Transformation Sub-System 

shall consolidate the sensory data from internal and external sources into a data stream 

that is understandable by the Authentication Sub-System and the Access Control Tree 

Sub-System.  The Authentication Sub-System receives filtered input from the entire 

organization’s authentication infrastructure including connections to LDAP / Active 

Directory servers, biometric readers, access key pads, and location-based sensors, and 

relays an authentication decision to the Access Control Tree Sub-System.  The User 

Profile Sub-System stores all user profile data, including community membership, role 

information, and biometric profiles, and relays this information to the Authentication 

Sub-System and the Access Control Tree Sub-System.  The Access Control Tree Sub-

System produces an access authority response which is passed on the individual 

Network Resources. Audit Trails are sent to the Audit Sub-System from services, 

resources, the Access Control Tree Sub-System, and the Authentication Sub-System.  

In Chapters 10 – 14 we shall discuss each sub-system in greater detail. 
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Figure 5.  Components of the Perimeter Based Community-Centric Access Control System 



 

 28

CHAPTER 10.  Input Transformation Sub-System 

 

 

10.1 Sub-System Input and Output 

The Input Transformation Sub-System receives the raw data stream from the 

network of internal and external sensors, including authentication credentials.  It 

translates and filters the data into an authentication stream and a consolidated input 

stream that the Authentication and Access Control Tree Sub-Systems can update 

themselves with, and base their security decisions upon. 

 

10.2 Network of Location-Based Sensors 

As demonstrated in [51] and [41], protected zones shall be equipped with a 

network of location-based sensors.  These sensors shall allow the position and 

proximity of users to be used as a tool for authentication.  By monitoring the access to 

the various building work spaces, we can determine who is attempting to access what 

data, and enforce our security policies upon them. 

 

10.2.1 RFID 

RFID is a term that describes the short-range radio technology used to 

communicate digital information between movable and unmovable objects [32].  RFID 

tags are small and inexpensive devices that can be deployed in large numbers are 

attached to the moveable objects that need to be managed.  The tags operate 

automatically by responding the transitions of the tag readers.  We shall used 

embedded RFID tags in ID Badges to authenticate users and objects based on their 

position within the physical perimeters of an organization. 

 

10.3 External Data Sources 

 External data sources are objective information points that allow our access 

control system to dynamically update the security properties of the subjects, objects, 

and operations which it bases its security decision on.  We shall incorporate data 
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streams from the Computer Emergency Response Team (CERT), the Department of 

Homeland Security (DHS), the National Oceanic and Atmospheric Administration 

(NOAA), and the National Institute for Standards and Technology (NIST) to model the 

real word; thereby determining our access context, and allowing us to make better 

security decisions. 

The “reasoned and actionable cyber security information” [6] alerts received from 

CERT, and the terror alert levels received from DHS [13] provide awareness to the 

current situation of the country’s civil, military, and cyber forces.  The time stream from 

NIST provides the most accurate time source [36], and the weather advisories from 

NOAA allow the system to react to impending danger from volcanoes, floods, 

hurricanes, tornadoes, and earthquakes [37].   

 

10.4 Data Fusion and Refinement 

Multi-sensor Data fusion is a new engineering discipline “used to combine data 

from multiple diverse sensors and sources in order to make inferences about events, 

activities, and situations” [3].  We shall use this technique to combine the data collected 

from our network of sensors and external data sources.  For each sensory input, the 

time and event description are recorded.  We correlate these events in time and space, 

and then assign a weight of importance.  For example, a terror alert may take 

precedence over a hurricane that will not strike land for over a day.  The events are then 

dealt with using the most secure access control necessary to support the highest priority 

event without endangering the security of subjects or objects in the system. 
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CHAPTER 11.  Access Control Tree Sub-System 

 

 

11.1 Sub-System Input and Output 

The Access Control Tree Sub-System receives information from the Input 

Transformation Sub-System, Authentication Sub-System, and User Profile Sub-System 

to produce an access authority response.  The authority response is then passed on to 

the information containers, resources, services, and the Audit Sub-System. 

 

11.2 The Access Control Authorization Tree 

 A tree is a form of data structure where each element is called a node; we shall 

call branches the connections from one node to another.  Each node is the parent of 

zero or more child nodes and each node has one and only one parent.  The one 

fundamental node, which doesn’t have a parent, is called the root node [23].   

Our “access control tree” is inverted and drawn so that we represent objects in 

relation to the security perimeters necessary to reach them.  The root of the tree 

represents the outer-most perimeter, and is rendered at the top of the access control 

structure.  Each branch of the tree represents an access path and each node 

represents an access object.   

 

11.3 Security Perimeters 

This report uses the security perimeter as a collection of objects and operations 

that share common security requirements.  The notion of a security perimeter eases the 

administration of our access control system because we can apply a set of security 

requirements to a perimeter instead of every object and operation in the system. 

 

11.4 A Sensitivity Classification: Security Requirements 

We shall use our security requirements for objects and operations as a form of 

sensitivity classification similar to that of the Military as defined in [40], the 
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Compartmented Mode Workstation presented in [9], the BIBA Model, the BLP Model, 

the Chinese Wall Model, the Clark Wilson Model, and the RBAC model.  By labeling 

both the nodes and braches with security requirements, we maintain flexibility and 

create maximum security. 

Each subject, object, and operation in our access control system contains 

properties on which we base our security policies; these properties are described in 

Table 1.  Each tree element is dynamically labeled with a set of security requirements 

that contain these properties.  There are two types of labels: one used for operations 

and another used objects.  Updates to these labels are made through the data received 

from the Input Transformation Sub-System’s and its connection to the Access Control 

Sub-System.   

 

Table 1.  Properties of Objects and Operations 

Property Name Description 

Authentication Factors 
Describes the required authentication 

factors necessary to invoke an operation 

Role 
Describes the required role necessary to 

invoke an operation 

Access Context 
Describes the context in which the 

operation is being requested 

Cardinality 
Describes the number of participants 

needed to invoke an operation 

Information Classifications
Describes the content of the information 

contained in an operation or object 

Community 
Describes the community membership 

necessary to access an object 

Integrity Classification 
Describes the level of integrity necessary 

to access an object 

Conflict Classifications 
Describes the conflict classification which 

may prevent access to an object 

Perimeter Location 
Describes the position of the object within 

a physical space 

 

 

The access control tree is the muscle of our access control system, being that it 

enforces our defined access control policies.  By comparing the security permissions of 
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each subject to the security requirements of the operation and object, we decide 

whether or not the subject is allowed to execute the operation on the object in question. 

 

11.5 Tree Branches: Authorized Access Paths 

We will refer to the actions that a subject can perform on a node as an access 

path.  The set of all access paths is defined by the product of the set of “access 

operations” and the set of “access contexts”.  We shall consider the following as valid 

“access operations”: create, read, update, and delete.  “Access contexts” are 

specifically defined by an organization as part of their overall security policy definition.  

The University example uses day, night, and emergency.  A military policy may be 

based on the DEFCON level [11].  It is important to note that access paths can be 

enforced in either direction of tree traversal. 

As depicted in Figure 6, each operation contains an access context and a set of 

security properties.  These properties denote the required number of users, required 

authentication level for each user, required role membership of each user, and 

information classifications of the required users.   

 

11.5.1 Access Context of Operations 

The access context provides insight into the state of the access control system; 

we use it to define the amount of access control that needs to be enforced in a given 

situation.  For example, if a fire were to break out, the security requirements of corridors 

may be relabeled to allow occupants to escape from the building unharmed; 

additionally, doors where the fire is located may reconfigure themselves so that only 

firefighters or emergency personal may enter. 

 

11.5.2 Cardinality of Operations 

Several security constraints are implicitly specified in the security requirements of 

operations represented in the access control tree.  We denote the required cardinality of 

access operations in several ways: both by the number and type of users that need to 

be present to perform an operation.  Because the system is community-centric, certain 

resources are secured via group access.  By specifying more than one set of 
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requirements we are stating that certain members of the community must be present for 

access to be granted.  By specifying a pair more than once, we designate that two or 

more people of the same privilege are required in order to perform an operation.  In 

order to support the separation of duties, the same user shall only be allowed to use 

one of their roles to satisfy a security requirement.   

 

11.5.3 Information Classification of Operations 

By specifying an information classification of operations, we can enable the 

technique of hidden access, essentially providing a backdoor for those that have 

privileged knowledge.  If we do not specify an information classification, then we are 

stating that the operation itself is not sensitive, and anyone can invoke it if they meet the 

other specified security requirements.  This feature is useful in need to know situations 

where a subject may be told that a particular object exists, but not where it is located or 

how it is used. 

 

11.5.4 Dynamic Path Activation and Deactivation 

Paths may be active or inactive depending on the interpretation of the network 

sensory data.  In the military sense, the access path direction may be extremely 

important; for example, a person may not be allowed to leave a secured area until they 

are physically search by a guard; this policy may be enforced to prevent the removal of 

sensitive information from a controlled area.  In normal settings, the reverse direction of 

an access path may be deactivated; however we do not want to limit the flexibility of the 

system by not including this feature. 

 

11.6 Tree Nodes: Access Objects 

“The object of an access operation can be any kind of resource or function that is 

accessible and protected for security reasons” [49].  Objects include any resources that 

store information, perform specific services, or can even be a piece of physical 

equipment [47] [35].  We will refer to a security object which can have an access 

operation performed on it as an “access object”.  The set of “access objects” is defined 

by the inventoried resources of an organization.  The amount of access control that is 
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necessary to protect an object is determined by its relative value of importance to the 

organization, and its placement within a security perimeter. 

As depicted in Figure 6, the properties for objects are: perimeter location, 

community membership, information classifications, integrity classifications, and conflict 

classifications. 

 

11.6.1 Perimeter Location of Objects 

The placement of an object on the access control tree denotes its position within 

physical space.  Before an object can be accessed, a subject must satisfy all parent 

security requirements used to enter each security perimeter. 

  

11.6.2 Community Membership of Objects 

Because our access control system supports the notion of communities, we allow 

the set of communities to which an object belongs to be defined.  Our need-to-know 

policy prevents one community from accessing the information of another, unless it has 

been specifically authorized by the security policy.  If no community membership is 

specified than no community restriction of the subject is enforced 

 

11.6.3 Information, Integrity, and Conflict Classification of Objects 

Particular categories of information “require special security access, special 

handling, and special storage facilities” [10].  In our system, information classification 

describes the content of the information encapsulated by that object; integrity 

classification describes the level of integrity necessary to access an object; and conflict 

classification prevents access to an object by describing the conflicts of interest to which 

that object is a party of.  By specifying information, integrity, or conflict classifications we 

prevent subjects that: do not have a need-to-know, are not trusted enough, or have a 

conflict of interest from accessing particular objects.  If we do not specify any 

classifications, then we are stating that the object can be used by anyone that meets the 

other specified security requirements. 
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11.7 Subjects of Access Control 

In this report, a subject is anyone or anything that requests access to a resource 

object; “the subject is usually linked with a real person who has been identified during 

authentication” [49].  In a commercial setting, subjects can be employees, vendors, 

contractors, customers, or visitors [19]. 

 

11.7.1 Roles and Community Membership 

The ways in which users chose to disclose information, and how, when, and to 

whom they disclose it, marks them as affiliated with one community or another [14].  In 

the community context, a role will be defined as a job with a named collection of 

responsibilities that reflect regulations and procedures; it will contain a collection of 

access permissions and a set of users that belong to it [50].   

Because our access control system supports the notion of communities, we 

define the set of communities to which a subject belongs, and enforce our need-to-know 

policy by preventing a subject from accessing the information of another community. 

Each role within an organization represents a certain job function; based on 

these job functions we can authorize a subject to access information.  Being that 

subjects can simultaneously act in multiple capacities, their role within a designated 

community shall default to the lowest necessary to perform an access operation on a 

particular object.  In Chapter 2.1.2, the Department Chair was also a Professor, since 

the object that was being access required more authorization than two Professors; the 

Chair’s additional security designation was used. 

 

11.7.2 Information, Integrity, and Conflict Classification of Subjects 

Subjects are assigned information, integrity, and conflict classifications that 

describe the level of authority they represent in their organization.  A subject’s 

information classification represents all the categories of information to which the 

subject already knows.  A subject’s integrity classification defines the integrity of that 

individual in relationship to the organization, the level may change as a subject is 

promoted within an organization, and is negatively affected by any loss of integrity 

determined to have been caused by the subject.  The conflict of interest classifications 
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of a subject are defined by the objects which he has accessed; the conflict of interest 

classification of every new object that the subject operates on is appended to the 

subject’s classification. 

 

11.8 Authorization Policy 

As depicted in Figure 6, Object access is provided by the subjects’ movement 

from object to object (node to node) in the access control tree via an access operation.  

Subjects are granted access to the requested node, if the subjects dominate the set of 

security requirements for both the object and the operation used to gain capability of the 

node.   

 

11.8.1 Least Invasive Authorization 

Access control trees can be composed of a variety of objects, some of which 

may not be sensitive from an access control point of view, while others may require high 

levels of confidence in the authentication of users.  Ideally, would like to allow users to 

authenticate themselves to the minimum required level to access the objects they need 

to perform their tasks.  By associating different levels of authentication with different 

operations, and defaulting users to the lowest role necessary to satisfy a security 

requirement, we can promote user friendliness and usability [19]. 

 

11.8.2 Access Object Authorization 

A single subject is said to dominate an “access object” when: it can reach the 

security perimeter where the object is located; community membership of the object is a 

subset of the subject’s community membership; it possesses higher information and 

integrity classifications than the object; and it does not contain any conflict 

classifications of the object.   

A set of subjects are said to dominate an “access object” when: all subjects can 

reach the security perimeter where the object is located; community membership of the 

object is a subset of the subjects’ community membership; all subjects possesses 

higher information and integrity classifications than the object; and no subject contains 

any conflict classification of the object.   
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In order for a subject or set of subjects to modify an object, the above rules must 

be satisfied, however all the subject’s information classifications must be exactly equal 

to the objects information classifications. 

 

11.8.3 Access Path Authorization 

A single subject is said to dominate an access path when: it is authorized to use 

the operation in the given access context; it is authenticated to the required level 

specified in the security requirements of the access path; its role classification is greater 

than or equal to the access path’s role designation; and when it possesses all 

information classifications of the access path.   

A set of subjects are said to dominate an access path when: each subject is 

authorized to use the operation in the given access context; each subject is 

authenticated with the required factors specified in the access path’s security 

requirements; the combination of the subjects’ roles meet the security requirements of 

the access path; and each member of the set of subjects includes all information 

classifications of the access path.  
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Figure 6.  Security Domination of Objects and Operations 
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CHAPTER 12.  Authentication Sub-System 

 

 

 The Authentication Sub-System is an integral piece of our access control system, 

however, for this report we shall treat it as a black box; the subject presents its identity 

and credentials to the access control system and the system shall grant access as 

specified in security policy. 

 

12.1 Sub-System Input and Output 

The Authentication Sub-System receives an authentication input stream from the 

Input Transformation Sub-System and security profile data from the User Profile Sub-

System. It outputs an authentication decision to the Access Control Sub-System that 

represents the levels of authentication that a subject has reached and records an audit 

trail which is sent to the Audit Sub-System.  

 

12.2 Authentication Sources 

The Authentication Sub-System performs all the authentication operations 

necessary for the Access Control Sub-System to make its access decision; it verifies 

the claimed identity of the subject by collecting input from an organization’s entire 

authentication infrastructure. It receives data from LDAP / Active Directory servers, 

biometric readers, access key pads, and location-based sensors. 

 

12.3 Authentication Threshold 

In our access control scheme, strong authentication is required if the operation is 

higher than a pre-defined security threshold. We allow do not specify the threshold or 

the exact factors that are required when this threshold is reached, instead we provide 

the means for an organization to implement these features based on their own policies. 
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12.4 Least Privileged Authentication 

  The Authentication Sub-System treats each user as a guest they request 

access to controlled resources.  If the operation that they wish to perform requires a set 

of authentication factors, then the user must provide the credentials to the system. In 

some instances the credentials are provided automatically through the use of location-

based sensors in ID badges. 

 

12.5 Session Time-Out 

To promote user-friendliness we allow the caching of security credentials to a 

certain extent. We provide a session time out feature which requires a subject to re-

authenticate after a certain amount of inactivity. This time-out threshold is granular in 

nature and can be defined on the subject, object, operation, and perimeter levels. 
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CHAPTER 13.  User Profile Sub-System 

 

 

13.1 Sub-System Input and Output 

The User profile Sub-System is responsible for relaying security profile data that 

was recorded during the registration process, to the Access Control Sub-System.  

 

13.2 User Registration 

In order for the system to function properly, each user must be registered in 

advance.  The enrollment process involves several steps. First, a user’s system account 

is generated. Next a user is assigned a role within each community to which he will 

belong. Later, information classifications are defined based on the information that the 

user will need to know in order to perform his newly assigned duties. An integrity 

classification is granted to a user based on their job function and a background check. 

Based on the user’s role, a resource pool is assigned, and usage windows are 

established for all objects and operations.  Later, encryption keys are generated and the 

RFID smart badge with photographic identification is issued.  Finally, the user’s 

biometric profile is created by capturing keystroke dynamics, fingerprint minutiae, and 

retinal characteristics, as necessary. 

 

13.3 Workstation Registration 

In order to leverage community based security as an access control mechanism 

for the individual workstation, we need to install a software agent on each computer that 

requires access to controlled services.  The software agent allows a workstation to 

connect to our access control system and receive access authority from the access 

control tree.  Before installing the software agent, we: record the MAC address of the 

computer; validate compliance with all policies; apply all OS patches and software 

updates; download the latest virus definitions; and run a diagnostic suite to ensure that 

the workstation is using the access control tree properly. 
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CHAPTER 14.  Audit Sub-System 

 

 

 The Audit Sub-System is a fundamental piece of our access control system; we 

use it as a video recorder and burglar alarm [24].  In the video recording analogy, we’ll 

consult the Audit sub-system when evidence of wrongdoing arises; in the alarm 

analogy, we will use it as an automated process that regularly scans the for security 

breaches. 

 

14.1 Alarms 

 Our system shall incorporate an alarm mechanism that is able to “monitor the 

occurrence or accumulation of security auditable events that may indicate an imminent 

violation of security policy” [12].  The alarm will immediately notify the security 

administrator, and security guards if necessary, when thresholds are exceeded and 

shall trigger the least disruptive response to terminate the event [12]. We shall allow the 

organization to specify on the subject, object, operation, and security perimeter level 

what events trigger an alarm. We shall also use the concept of multi-tiered alarms, 

essentially alerting the security perimeters in an inside-out pattern, so that all everyone 

in the organization is not affected by a single person’s actions. 

 

14.2 Our Approach To Audit Trails 

An audit trail of accesses to protected objects shall be shall be created and 

maintained according to the auditing specification of an A1 TCSEC system [12].  The 

audit trail will be protected from modification and destruction; the files themselves shall 

be read only, and access shall be granted to only those who need to audit the data. 

For each recorded event we shall record the following: the date and time of the 

event, all subjects pertaining to the event, the type of event, and the success or failure 

of the event.  For each access request, a log entry is created documenting the access 

path and the users that gain permission to release the resource.  
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CHAPTER 15.  CONCLUSION 

 

 

We proposed a dynamic perimeter based community-centric access control 

system that confronts each of the major threats to information and services in open 

systems.  We illustrated, through a practical example, how capability can be defined in a 

set of security labels on the nodes and branches of an access control tree.  We have 

explained the three basic techniques of authentication and discussed various methods 

of access control.  We described information compartmentalization, information 

disclosure policies, preventing the unauthorized modification of data, and common uses 

of audit logs. Finally we outlined our perimeter based community-centric access control 

system.  

 Throughout this report, we have demonstrated our contributions to the topic of 

access control, and shown that our architecture is better than any current access control 

system.  By combining classic security models into a new system of security 

requirement labels, we are able to encapsulate the best known security practices. We 

place these labels on objects and operations in our access control tree, and allow their 

location relationships within a security perimeter to be captured. We then allow our 

security labels to be dynamically updated via a network of internal and external sensors, 

thereby creating a system that reacts to real world scenarios.  
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