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ABSTRACT 

Passwords are still one of the most common means of securing computer systems. Most 

organizations rely on password authentication systems, and therefore, it is very important for 

them to enforce their users to have strong passwords. They usually try to enforce security by 

mandating users to follow password creation policies. They force users to follow some rules such 

as a minimum length, or using symbols and numbers. However, these policies are not consistent 

with each other; for example, the length of a good password is different in each policy. They 

usually ignore the importance of usability of the password for the users. The more complex they 

are the more they frustrate users and they end up with some coping strategies such as adding 

“123” at the end of their passwords or repeating a word to make their passwords longer, which 

reduces the security of the password, and more importantly there is no scientific basis for these 

password creation policies to make sure that passwords that are created based on these rules are 

resistance against real attacks. In fact, there are studies that show that even the NIST proposal for 

a password creation policy that results in strong passwords is not valid.  

This paper describes different password creation policies and password checkers that try 

to help users create strong passwords and addresses their issues. Metrics for password strength 

are explored in this paper and new approaches to calculate these metrics for password 

distributions are introduced. Furthermore, a new technique to estimate password strength based 

on its likelihood of being cracked by an attacker is described. In addition, a tool called PAM has 

been developed and explained in details in this paper to help users have strong passwords using 

these metrics. PAM is a password analyzer and modifier, which rejects weak passwords and 

suggests a new stronger password with slight changes to the original one to ensure the usability 

of the password for each individual.  
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CHAPTER 1 

INTRODUCTION 

As systems continue to rely more and more on passwords for authentication security, 

password security and therefore password creation policies become more important to 

investigate. Most of the users do not pay sufficient attention to protect their password or to 

choose a strong password for their accounts. Therefore, password creation policies try to enforce 

security by mandating users to add complexity to their passwords such as including numbers or 

special characters. However, These policies usually results in coping strategies like repeating a 

word just to make passwords longer because of the policy requirements, which reduces security 

since an optimal password cracker would be aware of these strategies. There have been few 

studies regarding password creation policies, but none of them showed how effective these 

policies could be against real attacks. None of the studies to date focused specifically on 

password strength, which should be provided by the password creation policies. Therefore, an 

important research question that has not yet been answered is which password creation policies 

can be more effective when defending against real attacks. And how can we guide users to create 

strong passwords that are both secure and usable?  

A variety of password policies now request 14 characters or more [7]. But human 

capability of remembering long passwords is limited and an increase in password length usually 

results in using predictable passwords. There are other password policies that try to add some 

randomness to the user-chosen password, but humans remember sequence of items that are 

familiar ‘chunks’ such as names, or familiar numbers, but not any arbitrary sequence of 

characters. Therefore, password creation policies should be a tradeoff between security and 

usability. We believe that none of these policies by themselves are good enough. The approach 

we propose is based on implicit password creation policies, in which the system has a reject 

function based on estimated password strength. A password is strong if it takes a long time for 

the attacker to crack that password.  

Based on this definition and using one of the most recent techniques for password 

cracking called probabilistic password cracking [1], we have designed and built a tool called 

PAM to evaluate user-chosen password strength, determining if it is strong or not, and to suggest 

a new stronger password for the user if necessary. We first calculate the probability of that 
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password being cracked using the probabilistic password cracker, and then decide if the 

password should be rejected or not. If a password were rejected, then the system would suggest a 

new password to the user with slight changes to their chosen password so that the user can still 

have their chosen password as the base. The goal is to end up with a password, which makes the 

guessing process for the attacker longer and more tedious, while the user can remember and use 

it easily. 

There are a few studies [16,21] that have been using Shannon Entropy (See Definition 

2.1) as a metric for password strength to compare different password creation policies, but 

unfortunately, the approach they are taking to calculate the entropy value for a password 

distribution is not valid. We will show in the following the limitations with their approach and 

we will develop a mathematically sound approach for calculating entropy based on context-free 

grammars. The other problem with these studies is that Shannon Entropy corresponds with the 

average size of passwords in bits using an optimal coding for the passwords, while Guessing 

Entropy (See Definition 2.2) measures the resistance against offline attacks [26] and can be a 

good metric together with the Min Entropy for password strength. We will describe these 

additional metrics further in the following and use these metrics in our proposed password 

analyzer and modifier.  

The remainder of this paper is organized as follows. We first explore the previous studies 

on different attacks, password checkers and password creation policies in Chapter 2. Chapter 3 

covers Shannon Entropy and Guessing Entropy as a metric for password strength, we also 

propose our new way to calculate Shannon Entropy for password distributions using a context-

free grammar. We propose our password analyzer and modifier (PAM) and our approach to 

estimate password strength using the probabilistic techniques in Chapter 4; we also describe our 

reject function, which rejects weak passwords based on their likelihood to being cracked by an 

attacker. In Chapter 5 we describe our approach to create new passwords for users when their 

chosen password is not strong, to balance both security and usability of the password, and 

Chapter 6 deals with maintaining the system secure and adapting PAM system to new passwords 

as users keep using it. We also describe some new ideas to increase entropy values of a password 

distribution and provide our results. In Chapter 7 we discuss using GPU’s parallelism for our 

password cracking system and introduce some ideas for cracking TrueCrypt files. 
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CHAPTER 2 

BACKGROUND AND RELATED WORK 

In this chapter, we discuss some background needed to understand our approach. Our 

approach is to develop a system that can analyze a user’s password and suggest a stronger 

password if necessary (password analyzer and modifier). Our work is based on the probabilistic 

password cracking system developed by Weir et al [1] and we discuss this system in some detail. 

We also review the research work that exists with respect to password checking and 

strengthening, and study password creation policies and systems.  Finally, we discuss the current 

status of the use of entropy as a metric to help in the determination of the strength of passwords. 

2.1 Password Cracking 

Passwords are the most common form of authentication that protects access to files, 

computers and network servers. The study of password security has been going on ever since the 

UNIX password scheme was first implemented [2]. Passwords are used because they are simple 

and inexpensive, but at the same time they are recognized as being an extremely poor form of 

protection. It has been proposed that system administrators estimate the risk of attacks on their 

system by trying to crack their own user’s passwords. Thus, it is important to have password 

cracking systems that can test the effectiveness of user passwords. Password crackers also have 

been a great help for law enforcement to deal with encrypted files and hard-drives during their 

investigations.  

There are two different types of password cracking attacks: online, and offline. In an 

online password cracking attack, the attacker is trying to gain access to an active account. In this 

case, the security features such as only a limited number of failed logins for each account is still 

active. In an offline password cracking attack, on the other hand, the attacker has already 

obtained the password hashes or encrypted files and then tries to decrypt the file, or find the 

password by guessing different passwords and trying each of them. In this case there is no 

limitation such as the number of guesses the attacker can make to find the password, except the 

time he is willing to spend. The typical approach to crack a password is to repeatedly try guesses 

for the password, given that the attacker has the hash of the password. The attacker first guesses 

the password for example: “football123”, and hashes this password using the same hash 
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algorithm that was used for the original password. The two hashes are compared; if they match 

the password is broken, if not this process is repeated until a match is found.   

The two main categories of password cracking techniques are brute force attacks and 

dictionary attacks. In brute force attacks, the idea is to try the entire possible password space 

until the correct one is found. While this technique is guaranteed to crack the password, it is not 

feasible for very long passwords due to time and resource constraints. In dictionary attacks, the 

attacker tries all possible words in a list called a dictionary. In the case of password cracking, this 

list is the list of all words that are more likely used by users as a password. However, users 

usually modify these words because of different password policies. For example, in some 

policies you are not allowed to use only letters, so the users usually change the words slightly 

because they still need to be able to remember the password. In a dictionary attack, the attacker 

tries to do the same. He uses an input dictionary and creates different password choices using 

some mangling rules. For example, a mangling rule can be adding a number “2” at the end of a 

dictionary word. This technique is usually faster and more popular, but attackers are still limited 

by the number of word-mangling rules they can apply, especially when they combine different 

rules. For example, adding a two digit number at the end of each word in the dictionary will 

makes the number of guesses a hundred times larger. So the most important challenge for most 

of the dictionary attacks is choosing the right word-mangling rules because each rule results in a 

large number of guesses when the input dictionary is large.  

There are many existing tools available for password cracking. The main difference 

between these tools is not the technique they are using but the different types of hashing 

algorithms that they support [3]. One of the most popular is John the Ripper [4] that is also free 

and open source. It was initially developed for the Unix operating system, but later expanded to 

support different platforms. John the Ripper offers both dictionary attack and brute force attack. 

One of the most recent techniques to crack password is the probabilistic password cracker 

developed by Weir et al [1]. Due to the importance of this technique to this research, we explore 

this approach in some detail in the next section.  

2.1.1 Probabilistic password cracker 

The explanations in this section are drawn from Weir et al [1] where the authors used 

probabilistic context-free grammars to model the derivation of real user passwords and the way 
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users create their passwords. The basic idea of this work is that not all the password guesses have 

the same probability of being the original password. For example, adding the number “2010” to a 

password guess might be more probable than adding a random number “6710” at the end of a 

dictionary word. The main idea is then to generate guesses in a decreasing order of probability.  

A context-free grammar is defined as G = (V, Σ, S, P), where: V is a finite set of 

variables (or non-terminals), Σ is a finite set of terminals, S is the start variable, and P is a finite 

set of productions of the form α → β. 

Here α is a single variable and β is a string consisting of variables or terminals. The set of all 

strings derivable from the start symbol is the language of the grammar. Probabilistic context-free 

grammars [5] have probabilities associated with each production such that for a specific left-

hand side variable, all the associated production probabilities add up to 1. In Weir [1], strings 

consisting of alphabet symbols are denoted as L, digits as D, special characters as S and 

Capitalization as M. The authors also associate a number to show the length of the substring. For 

example, the password “football123!$” would be L8D3S2. Such strings are called the base 

structures. There are two steps for this technique: the first is generating the context-free grammar 

from a training set of publicly disclosed real user passwords and the second is generating the 

actual guesses in probabilistic order using the context-free grammar.  

2.1.1.1. Training  

 The first step is to automatically derive all the observed base structures from the 

training set of passwords and their frequency of appearance in the training set. Then the 

same information for the probability of the digits, special characters and capitalization 

will be obtained from the training set.  

 The probability of any string derived from the start symbol is then the product of the 

probabilities of the productions used in its derivation. Table 2.1 shows an example of a 

probabilistic context-free grammar. Using this grammar, for example, we can derive 

password “987dog!” with probability 0.04992. 

S   D3L3S1   987L3S1987dogS1987dog! 

0.8 × 0.24 × 0.5 × 0.52 = 0.04992 

Note that the L part of the guess comes from the dictionary with probability equal to one 

over the number of words of length i.  
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2.1.1.2. Probability smoothing  

It is obvious that the training set used will not have all the possible values regardless of 

how large it is. There are many numbers and combinations of the special characters that 

may not occur in the training set and therefore they will not be used when generating 

guesses. In order to solve this problem, since ideally a good password cracker needs to 

try all possible values, the authors [1] tried to add the not found values into their context-

free grammar but at a reduced probability. Let K be number of different categories, and 

Ni be the number of items found in category i. They used a variant of Laplacian 

smoothing where the probability of each element i is as follows: 

    pi = N i +"( ) / N i +K +"#( )   (2.1) 

where α is between 0 and 1.  

2.1.1.3. Guess Generating  

 The guess generator part of this technique generates the possible password guesses in 

a decreasing order of the probability using the context-free grammar obtained from the 

previous step. It can take more than one dictionary with some probability associated to 

each. While it is not hard to generate the most probable password guess (you just need to 

replace all the base structures with the highest probability pre-terminals and then selects 

the pre-terminal with the highest probability), generating the next password guesses is not 

trivial. They developed an algorithm called “Next” which uses a priority queue. As each 

pre-terminal is popped from the queue and password guesses related to that pre-terminal 

are generated, the “Next” function determines which children of that node have to be 

pushed into the priority queue.  

 

 Their experiments show that using a probabilistic context free grammar to create the word-

mangling rules through training over known password sets can be a good approach. It allows us 

to quickly create a rule set to generate password guesses for use in cracking unknown passwords. 

When compared against the default rule set used in John the Ripper, this method managed to 

outperform it by cracking 28% - 129% more passwords, given the same number of guesses. 

Since this password cracker is one the most recent techniques shown to be very effective in 

cracking passwords and our research group has access to real user passwords for training and 

testing, I use this system in my work. I was fortunate to have access to all the relevant code, and 
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I was able to use the system as a basis for my proposal for a password checker and to explore 

metrics for password strength.  

Table 2.1 Example probabilistic context-free grammar 

Left Hand Side Right Hand Side Probability 

S D3L3S1 0.8 

S S2L2 0.2 

D3 123 0.76 

D3 987 0.24 

S1 ! 0.52 

S1 # 0.48 

S2 ** 0.62 

S2 !@ 0.21 

S2 !! 0.17 

L3 dog 0.5 

L3 cat 0.5 

 

2.2 Password Checking/strengthening 

There have been several attempts for measuring password security and developing 

techniques (such as hardening) for passwords to be both strong and usable for the user. Yuan et 

al [6] conducted an experiment involving 400 first-year students at Cambridge University. They 

found that users have difficulty memorizing random passwords and that mnemonic passwords 

could provide both good memorability and security. Nowadays many systems encourage users to 

create mnemonic phrase-based passwords [7], as we will discuss further in chapter 3. For 

creating a mnemonic password, the user chooses a memorable phrase and uses a character 

(usually the first letter) to represent each word in the phrase. Organizations usually suggest 

mnemonic password as a stronger password because first, you cannot find mnemonic password 

in dictionaries used for password cracking, and second, a user can incorporate different types of 

characters such as numbers and punctuations easily in their chosen password. An example of a 

phrase is “Attitude to me is more important than facts” and the password would be: 

“atmimIMtf”. Kuo et al [8] however show that mnemonic passwords may not be as strong as 
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commonly believed. They assume that many users will choose phrases that have been posted on 

the Internet and therefore they can generate a mnemonic password dictionary to crack these 

passwords. Although mnemonic passwords were slightly more resistant to brute force attacks 

than normal passwords, they could become more vulnerable in the future.   

Charoen et al [9] investigated problems from the end users’ point of view in terms of 

password utilization. They found that users are not unanimous about the necessity of having a 

strong password. Some agreed that a strong password is necessary to protect the systems. 

However, some users disagreed with the password policy. They believed that a strong password 

is not necessary for the system.  

Monroe et al [10] proposed a technique for improving the security of password-based 

applications by incorporating biometric information into the password. They recorded each 

user’s keystroke features (keystroke durations and latencies between keystrokes) when typing his 

password. In this experiment they had 20 users, 481 logins and 1 password. This method of 

hardening user passwords has some similarities to password salting. A salt is a randomly 

generated s bit number, which is used to permute some bits during the encryption process [11]. 

This method can also be used to improve salting, by determining some or all of the salt bits using 

the user’s typing features. Also it can be useful against an attacker who knows the password and 

is typing to login as that user. Their approach increases the time that it would take an attacker to 

exhaustively search for this hardened password.  

Current proactive password checkers are based on a dictionary attack. Yan [12] check the 

user-chosen password against a dictionary and if it matches a dictionary item, then that password 

is unacceptable and therefore rejected. But this approach sometimes fails to filter some weak 

passwords with low entropy. They suggested a method to dig out effective patterns of weak 

passwords with low entropy. 

Riley [13] did a study on users’ behaviors toward selecting their password. Of 315 

participants, the average number of character per password was found to be 6.84. Almost 75% of 

them reported that they have a set of predetermined passwords that they use frequently. Almost 

60% reported that they don’t change the complexity of their password depending on the nature of 

the site. A recent poll by Sophos [14] reported that almost one third of users use the same 

password for all their accounts on different websites. These results also have been backed up by 

another study by Stone Grass et al [15] who took over the Torpig botnet for ten days and 



9 
 

collected around 298 thousands username and passwords. They found that almost 28% of users 

reused their passwords for accessing different websites and they managed to crack over 40% of 

the passwords in less than 75 minutes. These results show that having strong passwords for less 

important websites such as social networking websites is as necessary as for the higher value 

websites like online banking. Another study by Shay et al [16] was conducted to seek an 

understanding of the factors that make creating and following password policies difficult. They 

gathered the results of a survey of 470 Carnegie Mellon University students, faculty and staff. 

Their results imply that users were not happy about changing the password creation policy to a 

stricter one and they also found that around 80% of users reused their passwords across different 

accounts and 60% use one password with slight changes for different accounts. They reported 

that it took on average 1.77 tries to create a new password base on the new password creation 

policy that the system accepted. Riley [13] also found out that the average length of time users 

have maintained their primary personal use password was reported as 31 months and 52% of 

them never change their password.  

Studies show that even password expiration is not enough to have a secure password. 

Zhang et al [17] presented the first large-scale study of the efficiency of password expiration. 

They did an experiment on a dataset of over 7700 accounts to show whether an attacker can 

easily get access to an account by capturing the account’s previous passwords. They suggest that 

at least 41% of passwords can be broken offline from previous password in a matter of seconds 

and five online password guesses in expectation suffices to break 17% of accounts. Adams and 

Sasse [18] and Stantor et al [19] report that frequent password expiration causes users to write 

down their passwords or to choose very simple ones that would be more easily broken by a 

dictionary attack.  

These studies show that having an effective password creation policy does not always 

mean having strong passwords and a secure system, since users are forced to create passwords 

that may not be easy to memorize, most users tend not to change their passwords often or have 

different passwords for different websites.  
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2.3 Password creation policies 

Many of the organizations and websites give specific advice to their new users on how to 

create a “secure password”. In this section we review some of the recommendations found on the 

Internet. Password creation policies are varied in the required length, number of symbols and 

digits, and even in different symbols that can be used. Therefore, these policies are not consistent 

with each other, most of them are not based on scientific approaches and they do not necessarily 

lead to strong passwords. Many of these policies only emphasize resistance to brute-force 

attacks, which is not enough since there are many advanced password crackers.  

2.3.1 Different policies and advice on password creation 

“A secure password should include punctuation marks and/or numbers. You should mix 

capital and lowercase letters. Include substitutes such as “$” for “S” and “0” for “O”. You should 

not use personal information like names and birth dates. Do not use dictionary words, keyword 

patterns and sequential numbers. Do not use repeating characters (aa11).” [20] 

  “A strong password should be at least 7 characters length, contains a combination of 

capital and lowercase letters, numbers and standard symbols. You should avoid using personal 

information, dictionary words, and repeating characters or sequences (qwerty). Use mnemonic 

passwords and substitutes.” [Yahoo – How do I choose my password?] 

“Keys to password strength are length and complexity. An ideal password is long and has 

letters, punctuations and numbers. Whenever possible use at least 14 characters or more. The 

wider the variety of characters the better.” [Microsoft.com]  

Table 2.2 illustrates a small sample of current password policies. As you can see there is 

no uniformity in these policies and the reason may be that there is no proof of effectiveness of 

any of these approaches for password security.  

 

Table 2.2: Different password policies 
Organization Length Number Special Char Other 

Chase.com 7-32 1+ Not allowed At least one letter 

Bank of America 8-20 1+ Certain ones allowed At least one letter and 

certain special not allowed 

Ets.org 8-16 1+ At least one At least one uppercase and 

one lowercase letter 

Banana Republic 5-20 ok Not allowed - 
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As indicated there are many different types of advice for creating a secure password. In 

fact some of the recommendations even contradict each other, which make them unreliable for 

users. One example of clearly contradictory advice is not including the website name (many sites 

suggest this) in the password vs. including it (as suggested by WikiHow). In the next section we 

discuss some existing password checking systems designed to help users develop better 

passwords. 

2.3.2 Existing Password checkers 

 Many websites and organizations try to help users create a strong password by providing 

a tool for them to check their password strength easily. They ask users to enter their chosen 

password, and they measure the strength based on different parameters. They usually have a 

minimum requirement for the chosen password. Here we briefly review a number of checkers to 

give a flavor of the variety of approaches and recommendations those checkers provide. 

 

2.3.2.1. Password Meter
1  

This is a web-based program and is also available as a desktop version for free download. 

As mentioned in the website: “Since no official weighting system exists, we created our 

own formulas to assess the overall strength of a given password. This application is 

neither perfect nor foolproof.” 

Minimum Requirements: 8 characters in length, contains 3/4 of the following items: 

Uppercase Letters, Lowercase Letters, Numbers, Symbols. 

 

2.3.2.2. How Secure is my password 
2
 

This website gives you the number of days or years it would take for a desktop PC to 

crack your password. This is the simplest one, which is only based on the brute force 

attack, and all it is doing is calculating the number of possible characters to the power of 

length of the password divided by calculations per second, which is set to be 10,000,000.  

For example, password123 is one of the common passwords, and our probabilistic 

password cracker would find this password in its very first guesses, but a naïve user 

                                                
1 http://www.passwordmeter.com 
2 http://howsecureismypassword.net 
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trusting this website would choose this password as a strong password for his account 

since based on their calculations it would take about 16 years for a computer to crack this 

password which obviously is not true. 

 

They have also referred to Eric Wolfram’s writing on How to pick a Safe Password: 

• Make your password as long as possible: at least 6 characters 

• Use as many different characters as possible: digits and punctuation characters 

• Have both upper and lower case letters 

• Do not use personal information 

• Do not use dictionary words/your account number 

• Choose password such that they are easy to remember, so they do not have to be 

written down 

 

2.3.2.3. Microsoft
3
  

Microsoft also has a password checker. They ask the user to have a password of length 14 

characters or longer which includes a combination of uppercase and lowercase letters, 

numbers, and symbols. 

They have different kinds of rules for a strong password such as: the fewer types of 

characters in your password, the longer it must be. This means that for example if you 

cannot create a password that contains symbols, you will need to make it considerably 

longer to acquire the same degree of protection. 

It classifies “password123!” and “aaaaaaaaaaaaaa” as strong passwords; however, we 

know that a password cracker like the probabilistic password cracker can crack these very 

easily. On the other hand, it classifies “lfi[d;jky.” as a weak password. This shows that 

their classification is mostly based on brute force attack and that this classification is not 

always correct as you can see in these examples. 

 

 

 

                                                
3 http://www.microsoft.com/athome/security/privacy/password_checker.mspx 
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2.3.2.4. Geekwisdom
4
  

This password strength meter, as they claim, is meant to help users learn how to create               

stronger passwords. 

Here is how they calculates points: 

 

• 18 point for length (16) 

• 1 point for at least one lower case char 

• 5 points for at least one upper case char 

• 5 points for at least one number 

• 5 points for at least three numbers 

• 5 points for at least one special char 

• 5 points for at least two special chars 

• 2 combo points for upper and lower letters 

• 2 combo points for letters and numbers 

• 2 combo points for letters, numbers and special chars 

 

Example:  ';jhui-86jdgrq] is a weak password based on this password checker. 

 

  All of these password checkers are just checking the password against some rules and 

giving some weights to these rules to find a numeric value for the strength of the password. The 

problem though is that the weights and points given to different parts of passwords have no basis 

that has been proven scientifically or empirically. There is no study showing how much each 

element of a password like length, numbers, special characters or capitalization affects the 

strength of password. There have been some studies [21,16] attempting to use Shannon Entropy 

as a metric for measuring password strength that we will explore next, but as we will see, these 

approaches also have flaws and weaknesses. 

It should be clarified that what we have in mind as a password analyzer and modifier is 

quite different than what is typically meant by a password checker. A password checker simply 

checks to see if the user’s password follows all the rules of password creation. In all the research 

                                                
4 http://www.geekwisdom.com/dyn/passwdmeter 
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work that we have found, what is defined as the strength of the password is not based on 

evidence from real attacks, but rather only on the password structure, such rather on the overall 

length of the password, whether it can be found in a dictionary, etc. 

2.4 Metric for password strength: Entropy 

 In this section, we review a few approaches based on measuring password entropy. The notion 

of entropy was introduced by Claude Shannon [23] as a measure of the uncertainty associated 

with a random variable. In other words, it is the expected value of the information contained in a 

message in bits. Shannon defines it mathematically as follows: 

 

Definition 2.1 Shannon Entropy: Let X be a discrete random variable with probability mass 

function p(x) = Pr{X=x}, x ∈ X. the entropy H(X) of such random variable X is defined by 

   (2.1) 

 

For example, in a fair coin toss, the entropy is 1 bit since the probability of coming up heads or 

tails is 0.5. We will first review studies on password entropy and then we address some of their 

flaws and problems. 

2.4.1 The NIST Model of Password Entropy 

NIST [21] has published an electronic Authentication Guideline in which they used the 

notion of entropy for estimating password entropy and strength. Entropy can be described as a 

measure of the amount of uncertainty that an attacker faces to determine the value of a secret 

[21]. Its value shows how uncertain we are of the outcome of the random variable.  

 

The authors of the NIST study chose to use Shannon’s work in using entropy for ordinary 

English text perhaps because they assume that user-chosen passwords do not have a uniform 

random distribution and are probably following the patterns and character frequency 

distributions of ordinary English text. 

 

Many of the systems ask users to follow some rules on password selection to prevent them from 

choosing a bad password. These rules can be either testing the word against an extensive 

H(X) = " p(x)log p(x)
x#X

$
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dictionary and disallowing the passwords found in that, or compositions rules such as: using 

lower case letters, upper case letters, and symbols or number. The composition rules approach is 

generally following the NIST recommendations. They assign an entropy value to each variable 

component using the following criteria and then they add up all the entropy scores to have a final 

entropy value. 

• The entropy of the first character is taken to be 4 bits. 

• The entropy of the next characters are 2 bits per character 

• For the 9th through the 20th character the entropy is taken to be 1.5 bits per character 

• For character 21 and above the entropy is taken to be 1 bit per character 

• A bonus of 6 bits of entropy is assigned for a composition rule that requires both upper 

case and non-alphabetic characters.  

• A bonus of up to 6 bits of entropy is added for an extensive dictionary check. 

 

So, for instance, if we specify a policy which asks users to have 7 character passwords, and at 

least one symbol and one uppercase letter the total entropy would be: 4 + 2 + 2 + 2 + 2 + 2+ 2 + 

6 = 22 bits.  

 

NIST defines a Level 1 security as the probability being 2-10 that an attacker can discover the 

user’s password by trying the maximum number of different passwords allowed. (It is assumed 

no other information is known to the attacker such as name, etc.  And therefore, if the system 

limits the number of possible trials to 222 
× 2-10 trials, the password strength requirements of level 

1 are satisfied.  

However, Weir et al [24] performed standard password cracking attacks against multiple 

sets of real life passwords and showed that the use of Shannon entropy as defined in NIST is not 

an effective metric for gauging password strength. They used passwords collected from the 

RockYou password list [25] which was originally obtained by an attack against rockyou.com 

website. This list contained 32 million passwords, but they used smaller sets of passwords to run 

the experiments. They examined the minimum password length requirement in password 

creation policies and since they did not have access to real passwords of such policy, they 

modeled this policy by dividing the test set based on the minimum length. The results can be 

seen in Table 2.3. For example, for a minimum length of 7 characters, the NIST entropy is 16 
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and therefore the number of allowed guesses is 216/210 in Level 1, which is 64. The actual 

percentage of cracked passwords using 64 guesses in this experiment is 3.21%. However, the 

acceptable level 1 failure rate is 0.097%. This implies that NIST entropy measurement cannot be 

an effective model for the success rate of a password cracking against human generated 

passwords. See Table 2.3 (Table 4.2.4 from the referenced paper).  The level 2 security is 

similarly defined with a value of 2-14. 

Table 2.3: Targeted Cracking Attack vs. the NIST Entropy [24] 

 
 

In the NIST approach, which is generally used by most password policies, a heuristic entropy 

value is calculated by evaluating the number of characters used, whether or not a dictionary was 

used to filter out common passwords, and whether or not digits and special symbols were used. 

A high entropy value suggest that it is a strong password but it has been generally recognized 

that the NIST password entropy does not give a sufficient model to decide on the strength of a 

given password. 

The notion of Guessing Entropy was introduced [27] as an improved model of the 

difficulty of cracking a set of passwords as follows: 

Definition 2.2 Guessing Entropy: Assume that the probabilities pi are denoted in a decreasing 

form p1 " p2 " ..." pn  then the resistance against complete off-line attacks is measured by the 

Guessing Entropy denoted by G(X): 

G(X) = i.pi
i=1

n

∑     (2.2) 
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When a password has n-bits of guessing entropy then an attacker has as much difficulty guessing 

the average password as in guessing an n-bit random quantity [21]. 

2.4.2 Shay Model of Password Entropy 

Shay et al [16] also used Shannon entropy in an attempt to show how hard it is to predict 

the value of a variable. They mentioned that when the entropy of a given distribution increases, it 

is more difficult to guess a password from that distribution. They based this claim on a lower 

bound of the guessing entropy as a function of the Shannon Entropy derived by Massey [27]. See 

equation 2.2. This bound was for an arbitrary discrete distribution. 

G(X) " (
1

4
)2

H (x )
+1                        (2.2) 

The authors however did not discuss the problems when the Shannon Entropy is not 

maximal.  It has been shown in many papers that the chance of breaking a password can be very 

high even if the Guessing Entropy is very high. 

 

Since Shannon entropy for independent components is additive, Shay et al [28] separately 

calculate the entropy value from password length distributions, character placements, number of 

each character type and the content of each character; they then estimate the total entropy by 

summing these values.  They continued their work in a large-scale study to investigate password 

strength. They conducted an online study on five different password creation policies. Table 2.4 

shows entropy calculations for different conditions. They have also performed some attack on 

the passwords using password cracker John the Ripper [4]. The results show that 

comprehensive8 and basic16 conditions produced passwords more resilient to cracking. They 

cracked 0/997 from comprehensive8 passwords and 9/971 from basic16. These results contradict 

with their entropy values since the entropy value of basic16 is considerably higher than comp8. 

 

As they have also mentioned, there are some problems with the way they calculate 

entropy, generally arising from the failure of the independent variables assumption. For example, 

what they calculate as the entropy of numbers is actually the entropy of a single digit. However, 

in their study users used an average of 2.45 digits per passwords. This problem also exists in 

lowercase letters and uppercase letters and also symbols respectively. For instance, digit “2” has 

a tendency to follow “1”, and when a user adds “123” at the end of his password these digits are 
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not independent from each other. The other problem with their approach is that certain symbols 

are only found in certain positions, so the probability of “where they occurred” is dependent on 

“what they are”.   

Table 2.4: Entropy calculations across conditions [28] 

 
 

We believe we have a much better approach to estimating the true entropy of the 

distribution of passwords since we derive our probabilities from real passwords sets in a different 

way. We are able to derive a context free grammar, which we believe matches the (training) 

password distribution. In Chapter 3 we will show how this enables us a better measure of entropy 

that we can subsequently use in our password analyzing system. Furthermore, since we are using 

the probabilistic password cracking system, we can actually calculate the guessing entropy by 

using the guess generator, which generates guesses in highest probability order. Determining the 

guessing entropy has never been really considered practical in previous work, since it was 

assumed that the distributional probability was really not known. Even in the Shay model, the 

guessing entropy was only used to support the difficulty of cracking passwords based on the 

Shannon Entropy.  As we have indicated before, this is not a good argument. 
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CHAPTER 3 

METRIC FOR PASSWORD STRENGTH 

Shannon Entropy has been used in few studies as a metric for password strength. As we 

have discussed in previous chapter, none of these studies calculated the entropy for passwords 

distribution correctly. Our main goal in this chapter is to develop a better estimate of the actual 

entropy value. First we review the Entropy properties required and then we will explore 

calculation of Entropy using the context-free grammars.  

3.1 Entropy definition and properties 

Review: Let X be a discrete random variable with probability mass function p(x) = Pr{X=x} , x 

∈ X. the entropy H(X) of such random variable X is defined by 

    (3.1) 

 

Definition 3.1 Joint Entropy: The joint entropy H(X,Y) of a pair of discrete random variables 

(X,Y) with a joint distribution p(x,y) is defined as  

    (3.2) 

 

Definition 3.2 Conditional Entropy: The conditional entropy H(Y|X) of two events X and Y is 

defined as 

    (3.3) 

         (3.4) 

                         (3.5) 

 

Where p(x,y) is the probability that X=x and Y=y. The conditional entropy is the amount of 

randomness in the random variable Y given that you know the value of X.  

 

H(X) = " p(x)log p(x)
x#X

$

H(X,Y ) � " p(x,y)log p(x,y)
y#Y

$
x#X

$

H(Y | X) � p(x)H(Y | X � x)
x"X

#

� " p(x) p(y]x)log p(y | x)
y#Y

$
x#X

$

� " p(x,y)log p(y | x)
y#Y

$
x#X

$
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Theorem 3.1:  

 Chain Rule     (3.6) 

 

Theorem 3.2: The joint entropy of two random variables is no more than the sum of the 

entropies of each individual random variable, and is equal if the two random variables are 

independent.  

             (3.7) 

3.2 Calculation of Entropy based on Context-free Grammars 

By calculating entropy using the context-free grammar for a set of passwords, we follow 

a mathematical approach to calculate the entropy of a password’s distribution. In 2.1.1 we 

described the probabilistic password cracker technique, in which they train the system based on 

real user passwords and they produce a probabilistic context-free grammar with frequency of 

appearance of each pattern associated to each rule as its probability. Since we already have an 

automated system that can generates context-free grammar from a set of passwords, and we also 

have all the probability values, we can easily compute the entropy value using our approach. The 

Context-free grammar learns from real user passwords how they create their passwords and has 

already captured all the conditional dependencies between different patterns and characters used 

in passwords, therefore, it can be a good model for password distribution. 

Typically a random variable X is defined as a function from a probability space Ω to R 

(the set of real numbers), but the range could be arbitrary. It can be thought of as a quantity 

whose value is not fixed, but which can take on different values. The probability distribution of a 

discrete random variable is a list of probabilities associated with each of its possible values and 

should satisfy the following: 

1. 0 " p(x i) "1 for each i    (3.9)    

2. p(x i) =1
i

∑             (3.10) 

In our work, X can be viewed for example, as a probability of the distribution of strings that 

represent passwords. The context-free grammar for password distribution can be seen as two sets 

of derivations. One is from the Start symbol to the Base Structures and the second one, from the 

sentential forms of base structures to the terminals. We define two random variables for 

password distribution. We have discrete random variable B for base structures that can take n 

H(X,Y ) = H(X) +H(Y | X)

H(X,Y ) " H(X) +H(Y )
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different values b1, b2, … , bn where n is the total number of base structures, with the probability 

distribution that Sbi defined to be P(Sbi)=p(B=bi).  

 

Table 3.1 Example Context-free grammar to calculate entropy 

Random Variable B Random Variable R 

Rule Probability Rule Probability 

SL5D3S1 0.7 L5D3S1 shiva123!   
                shiva999# 
                shiva999! 
                shiva123# 

0.32 
0.08 
0.12 
0.48 

SL3D2 0.3 L3D2    cat12 
                cat99 

0.4 
0.6 

 

For example as seen in Table 3.1 B can take value b1 which is the first base structure in 

the context-free grammar which can be L5D3S1 with probability p(b1) computed from the 

training. The next step, after having the base structure is deriving the terminals from that. We 

call these steps the “Rest” of the derivations and we define a random variable R for it. This 

random variable also satisfies equations (3.9) and (3.10). It has a probability distribution such 

that for example if the rule derives “cat12” from the sentential form L3D2, p(L3D2cat12)= 

p(cat) × p(12) × p(LLL), where p(LLL) means the probability of a three letter word with all 

lowercase characters. The random variables B and R have different probability distributions 

determined by training on real-world user passwords. Note that our training actually implicitly 

calculates P(R|B).  

To compute the entropy of password distribution (the terminals) we are looking for the joint 

entropy: 

H(B,R) = H(B)+H(R |B)   based on the chain rule   (3.11) 

                          = H(B) + p(bi)H(R |B = bi)
bi

∑                  (3.12) 

Calculating H(B) is easy using the equation 3.1 since we have the base structure distribution and 

its probabilities. To understand how to solve the second part of the equation 3.12 let us consider 

the following example. Suppose the password distribution only has three different base structures 

{b1=L5D3, b2=L2S4, b3=D4S3} with probabilities p(b1), p(b2), p(b3). 

 

H(B,R) = H(B)+H(R |B)   
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= H(B) + p(bi)H(R |B = bi)
bi

∑  

= " p(bi)log p(bi)
bi

# + p(bi)H(R |B = bi)
bi

#  

= " p(bi)log p(bi)
bi

# + p(b1)H(L5D3) + p(b2)H(L2S4 ) + p(b3)H(D4S1)[ ]  

We next consider the calculation of one of the components in the above example, H(L5D3):  

Note that when we calculate the probability of a password derived using the context-free 

grammar, say “snake123”, we multiply p(snake) by p(123) and also p(m5) which is the 

probability of the capitalization of the letter part, here for entropy calculation whenever we have 

a letter part in the base structure we need to consider the capitalization also.  

H(L5D3) = " p(l5,m5,d3)log
d3

# p(l5,m5,d3)
m5

#
l5

#  

Since l5, m5, and d3 are independent (consistent with the context-free grammar rules) we can 

write the joint probability as production of each,  

              = " p(l5)p(m5)p(d3)log p(l5)p(m5)p(d3)( )
d3

#
m5

#
l5

#  

 

= " p(l5)p(m5)p(d3) log p(l5) + log p(m5) + log p(d3)� �
d3

#
m5

#
l5

#  

= " p(l5)log p(l5) + " p(
m5

# m5)log p(m5) + " p(d3)log p(d3)
d3

#
l5

#  

= H(L5) +H(M5) +H(D3)  

 Entropy of each component is easy to calculate since we already have the context-free grammar 

and therefore, all the probabilities assigned to that component. For example for H(B) we just 

need to calculate Shannon entropy using the equation 3.1 and the probability of each base 

structure from the grammar.  

To summarize, the total entropy for the password distribution given in this example is: 

H(B,R) = H(B)+H(R |B)  

             = H(B) + p(bi)H(R |B = bi)
bi

∑
 

            

= H(B) + p(b1) H(L5) +H(M5) +H(D3)� � +
 

  p(b2) H(L2)�H(M2) �H(S4 )	 ] � p(b3) H(D4
) �H(S3)	 ]  
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We did several experiments to backup these calculations. We generated the context-free 

grammar for small sets of real-user passwords. We did the calculation as we explained above on 

the context-free grammar to compute entropy for these sets (equation 3.12). Then using the 

context-free grammar we generated the actual guesses (password distribution) with the 

associated probability for each password guess using the guess generator program and we 

computed the entropy using equation 3.1 for this distribution, which is the real entropy of the set 

and the result is as follows: 

Table 3.2. Results of the comparison on calculating entropy using equation 3.1 and equation 3.12 

 
Shannon Entropy by equation 

3.1, the actual value 

Entropy based on context-free 

grammar by equation 3.12 

Training on 23 Myspace 

passwords resulted in 610 

password guesses 

8.428352548 8.42836 

Training on 50 Rockyou 

passwords resulted in 473 

password guesses 

7.2899 7.29072 

Training on 70 Myspace 

passwords resulted in 10164 

password guesses 

11.1349 11.1349 

 

The result confirms the equation, showing that we can calculate the true value of the entropy 

using the context-free grammar and without actually generating all the guesses.  
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CHAPTER 4 

PAM - PASSWORD ANALYZER AND MODIFIER 

As systems continue to rely on passwords for authentication security, password creation 

policies become more important to investigate. As previously discussed, none of the creation 

policy studies really focused on the strength of a password based on empirical evidence. 

Therefore, an important research question that has not yet been answered is how to develop a 

password creation policy that is the most effective against attacks. We believe that our approach, 

based on training and learning the context-free grammar and then using this to generate usable 

passwords for the user, goes a long way to solving this problem. We have designed and built a 

tool called PAM to evaluate user-chosen password strength based on the probability of that 

password being cracked by an attacker. Furthermore, we suggest a new stronger password for the 

user if the user-chosen password is not sufficiently strong. 

4.1 Password creation policy categories 

We categorize password creation policies into three classes: (1) explicit where rules are 

given that define which passwords are allowed; (2) external where passwords are essentially 

system defined; and (3) implicit where the system uses a reject function based on a reasonable 

analysis of password strength.  

4.1.1 Explicit password creation policies 

Explicit policies give rules for how a password should be constructed. A variety of 

password policies now request 14 characters or more [7]. But human capability of remembering 

long passwords is limited and an increase in password length usually results in using predictable 

passwords. Currently, there are many password creation policies, which force users to use 

passwords of a specified minimal length or for example to include at least two numbers or non-

alphanumerical characters as we have seen in 2.3. However, their actual effectiveness against 

real attack techniques has not been studied. The problem with this policy is that, for example, a 

policy mandating that a user include at least three digits in a password will often result in the 

user simply appending “123” on the end of an insecure password. Thus, rules such as requiring 

passwords to be 14 characters long can not only frustrate the user, but they can also help an 
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attacker since users tend to follow common patterns and may end up choosing common keyboard 

combinations or simply repeating the same password two or three times.  

4.1.2 External password creation policies 

External policies are where the system provides the password. Several researchers have 

considered such policies. For example the system might assign a randomly generated password 

to the user. There has been research to make this approach more user-friendly, such as assigning 

the user a random passphrase instead of a random password [29]. Others have attempted to add 

randomness by appending random values to user-chosen passwords. One of the important studies 

regarding users’ behavior has been [30] where researchers attempted to examine user acceptance 

of such a policy. They found that as more intrusive creation policies, (where additional random 

values were inserted into the user’s password), were implemented, users started selecting simpler 

base passwords. 

There are many tools to generate random passwords for users such as PCTOOLS [31], 

THE BITMIL [32], RANDOM [33], RANDPASS [34]; the only problem is the usability of the 

password since it does not make any sense to the user. 

4.1.3 Implicit password creation policies 

We believe that none of the above two categories by themselves are good enough. The 

approach we propose is based on the use of a reject function based on estimated password 

strength and we call this approach implicit password creation. The users can enter their chosen 

password and the system will accept it if the password is strong enough; if not, it will be rejected 

and the system will either suggest a new password or the user will have to choose a new one.  

4.2 PAM Overview 

The key to a good password checker is the ability to help user create a secure password 

while the password is easy for the particular user to memorize. Both of these aspects are 

important since it is very easy to develop a policy that results in strong passwords (the same as 

random password generators) that is particularly unusable. We use the techniques described in 

the probabilistic password cracking section 2.1.1 to first evaluate the probability of a user-

selected password being cracked based on actually trying to crack it. Thus we effectively build a 

reject function that will reject any password with probability larger than a set threshold. This 
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threshold will be set after training the system on real user passwords and, consistent with other 

password policies, the goal is to accept a password, which makes the guessing success for the 

attacker extremely small. In our approach, as contrasted with others however, we actually have a 

reasonably good idea of the probability of the password through our training phase. In addition, 

coupled with the reject function we have developed a modification system that suggests a new 

password to the user based on the proposed password but with probability within the acceptable 

limits and also with limited changes to the user-selected password so that the user can still have 

their chosen password as the base. Figure 4.1 is an overview of PAM design. 

 

 
Figure 4.1 Flow chart of PAM design 

4.2.1 Preprocessing 

4.2.1.1. Training 

 In the preprocessing phase, we need to train the system on real user passwords 

using the same technique used for training the probabilistic password cracker. After 

training, we produce a context-free grammar with associated probabilities for each pre-

terminal. So now, the set of real user passwords are modeled into a context-free grammar 
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with their probabilities set to the frequencies of the different patterns found in them. For 

example, the base structure S1D3L2 might have occurred with probability 0.3 in the 

training set. This step only needs to be done once. But obviously it needs to be repeated if 

you are willing to use a different training set for the system. We assume that the training 

set used in this step is a comprehensive set of passwords (and a sufficiently large sample 

set) that shows how users select their passwords in general.     

 

4.2.1.2 Set the threshold 

We also need to set a threshold in the preprocessing phase. The threshold is a 

probability value t that assumes that passwords with probability smaller than that are 

strong enough. The strength of a particular password is related to the time it takes for an 

attacker to crack that password. As explained earlier, there are different kinds of online 

attacks such as brute force and dictionary attacks. Here and overall in this paper, we 

believe that probabilistic password cracking approach is the most powerful to date. And 

so, whenever we talk about an attack we are assuming that the attacker is clever enough 

to use the best tool for cracking the password. The basic assumption is simply that the 

attacker will try the highest probability passwords in order. The threshold then allows us 

to determine, if an attacker starts guessing from the highest probability order, how many 

guesses g(t) he needs to make before guessing a password with probability equal to the 

threshold value t. By dividing this total number of guesses g(t) by the value of 

calculations per hour c for each system (depending on the hash type, speed of the system, 

etc) we know exactly how much time it will take the attacker to reach to that threshold 

point. This gives us equation 4.1: 

 

  
Total_ number _of _ guesses

Calculations_ per _ hour
= Expected _ time(hour)  (4.1) 

 

We propose two different ways to set the threshold: 

1. In  the  first  approach,  by  running  the  guess  generator  of  the  probabilistic 

password  cracker  once  beforehand, we would  have  a  table  that matches  each 

probability with  the  total  number  of  guesses  the  attacker  has  to make  before 
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reaching  this  probability.  Although  this  approach  is  more  accurate  and 

straightforward, it is not always feasible to reach the desired number of guesses 

due to time and resources. Table 4.1 shows an example of this table produced by 

running  the guess generator  that has been  trained on a  sample  set of 281,886 

real user passwords. For example,  if we set  the threshold to be 10‐14, based on 

the result on table 4.1, if the probability of a password is less than the threshold, 

we know that it will take at least 1 week and 3 days to crack that password using 

the optimal password cracking strategy. 

 

2. The next approach gives us only a  lower bound for the number of guesses g(t) 

until  we  reach  a  given  value  t  but  it  only  requires  using  the  context‐free 

grammar  and  does  not  require  actually  generating  all  the  guesses.  Thus  it  is 

conservative with respect  to ensuring that a proposed password  is strong. The 

algorithm starts with choosing a threshold t and trying to estimate the number 

of elements in each base structure that are greater than this value.  

 

 
Figure 4.2 Example of setting the threshold using the context-free grammar 
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We  further  describe  the  algorithm  using  an  example.  Consider  the  first  base 

structure say b1=L5D3S1 with probability p1 and the threshold probability t. We 

would  like  to  estimate  the  number  of  guesses  from  this  structure  that  have 

probability higher than t/p1.  We start by testing the middle elements (which are 

rank  ordered  in  terms  of  component  probabilities  from  highest  to  lowest)  for 

each component {L5, D3, and S1} as it  is shown in Figure 4.2. By doing a binary 

search we  can  find  a  password with  an  index  in  each  component  say  i,j  and k 

whose probability is the closest one to t/p1, but which is greater than or equal to 

it.  Then  we  are  certain  that  there  are  at  least  i×j×k  guesses  with  probability 

greater  than t/p1  for  this base structure. We keep doing  this  for  the remaining 

base structures b2,….,bn. At  the end by adding up  the number of guesses  found 

for  each  base  structure  we  will  have  a  lower  bound  on  the  total  number  of 

guesses  to  reach  the  threshold  t.  Finally, we can  repeat  the  same steps  for  the 

next  proposed  probability  value  and  thus  we  can  generate  a  table  of  the 

probabilities with the associated total number of guesses such as Table 4.1.  

 

Table 4.1 Example of a table of total number of guesses associated with probabilities for use as 
threshold 

Total number of guesses 

g(t) 

Probability 

t 

Time  (On Macbook 2.4 GHz Intel 
Core 2 Duo for MD5 hash) 

18,232,457  10‐9  35 sec 

267,502,177  10‐10  9 min 

1,333,206,535  10‐11  44 min 

11,560,239,481  10‐12  6h, 25 min 

80,951,574,299  10‐13  1 day, 21 h 

439,490,255,114  10‐14  1 week, 3 days 

 

4.2.2 the Reject function 

PAM starts with asking users to enter their chosen password. Since PAM is based on an 

implicit creation policy, it has a reject function based on the strength of the password. The first 

thing PAM needs to do after having the user-chosen password is to see if this password is strong 
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enough. It calculates the probability of password based on the training set using the context-free 

grammar we generated in the preprocessing phase. In order to do that, we first parse the given 

password to its components. For example if the password is “shiva123!” we will parse it to 

“L5D3S1”. Next, we find the probability of the base structure L5D3S1 in the context-free 

grammar, along with the probabilities of “shiva”, “123” and “!”. The product of these 

probabilities would be pu the probability of user-chosen password. This probability pu will let us 

determine, if the attacker follows an optimal attack policy of trying the guesses using the 

probabilistic password cracker, where this password stands with respect to the threshold 

probability that defines if a password is strong. By comparing the result value with the threshold 

we will know either we can accept this password or we should reject it. PAM will accept the 

password if its probability is smaller than the threshold, and it will reject it otherwise.  

The issue that might occur in this phase is not being able to determine the probabilities 

from the context-free grammar. The question is what happens if the base structure or some other 

components of the user-chosen password is not included in the context-free grammar. Here is 

how we handle these situations for each component:  

• If the base structure of the user-chosen password is not included in the context-

free grammar, we can either assume that the password is strong enough and 

accept it, or we can find the lowest probability for the base structures and set it as 

an estimate for the probability of this base structure. Since we are only following 

the latter approach, and we have not tested the system with both these solutions, 

we have no result to indicate which one is better.  

• If the digit component of the password or the special characters component were 

not initially in the training data, we can still find a probability associated with 

those values since our grammar includes these not-found values through 

smoothing on the training set discussed in 2.1.1. 

• If the alphabet part of the password is not included in the dictionary, we use the 

probability associated with a word of the same length in the dictionary, since all 

the words of a same length have equal probabilities. We also assume that all the 

words have the same probability and they all will be found in the dictionary. In 

the future we can try different approaches such as giving much smaller probability 

to the words not found in the dictionary.  
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CHAPTER 5 

SUGGESTING NEW PASSWORDS 

When PAM rejects a password because of its large probability value, PAM tries to create 

a new password, which is strong (has a higher probability than the threshold) and usable for user 

by modifying the user-chosen password with slight changes. We first discuss the usability of the 

password and how it can be defined by distance functions. Furthermore, we explain the 

modifying algorithm to create the new stronger password with distance one.  

5.1 Password Usability 

As we discussed before, generating secure password is a trade off between creating a 

password that is both hard to crack and usable. There have been many studies of passwords 

[6,35], to provide some understanding of how various policy factors make creating passwords 

easier, memorable, and usable, but none of them have been applied in practice. Overall studies 

have shown that restrictive password policies make users more frustrated while creating their 

passwords; it does not allow them to use their normal password methods for choosing password 

and results in coping strategies like repeating a word just to make their passwords longer because 

of the policy requirement, which reduces security. A study by Shay et al [28] specifically 

working on different password policies and analyzing user’s behavior, shows that the more 

restrictive and complicated the policy, the less user-friendly it is.  

Many of the deficiencies of password authentication systems arise from limitations of 

human memory [6]. A usable password is a password that is easy to remember and type. Things 

people can remember are different for each group of people based on their age, situation, 

location and many other things. For example, people of certain age might be familiar with words 

and sentences of a popular movie in their time or people who live in certain cities might be able 

to remember certain numbers or names that make sense to them and can remember it easily. 

Beside this, there are special numbers or names that are only important to an individual. Humans 

remember sequence of items that are familiar ‘chunks’ such as words or familiar symbols, but 

not those drawn from an arbitrary and unfamiliar range. Due to these facts, usability and 

memorability of a password is not something that you can have rules for and be sure that 
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following these rules users will be able to remember the password. We believe users should be 

free to choose any word, numbers or special characters that make sense to them.  

If a password is not strong enough, it will be rejected by our system. Then we will 

try  to  generate  passwords  with  slight  changes  to  the  user‐chosen  password  using  a 

distance function. The distance function we define here is based on Edit distance to fulfill 

the need of usability for users. We believe users choose certain digits or words for a reason 

and  it  should  not  be  changed  completely  unless  necessary.  Hence  we  start  generating 

passwords with distance one  from  the user‐chosen password. Furthermore, we  calculate 

their  probability  using  the  context‐free  grammar with  the  same  technique we  calculated 

the probability of the user‐chosen password. And we suggest the new password to the user 

if  its probability  is within  the acceptable  limit.  In this way, users are allowed to select their 

passwords however they like and if the probability does not meet the acceptable probability the 

system will propose new passwords with limited changes so that the user can still have their 

chosen password as the base.  

5.2 Distance Function 

Distance functions usually map a pair of strings to a real number d, where a smaller value 

of d indicates greater similarity between those two strings [37]. One of the important 

distance functions is called the Levenshtein distance or Edit distance function. The 

Levenshtein distance is a metric for measuring the amount of difference between two sequences 

or strings of characters. The distance is the minimum number of operations needed to transform 

one of the sequences to the other one. The operation is defined as an insertion, deletion or 

substitution of a single character. The Damerau-Levenshtein distance is another distance 

function, which is an extension of Levenshtein distance that also counts transposition of two 

adjacent characters as an operation.  

5.2.1 PAM’s distance function 

In our system, we defined the distance function similar to Levenshtein distance function with 

some changes to make it more efficient for our password structures. We defined two sets of 

operations for our distance function. An operation can be done either on the base structure or on 

the component. 

Operations on the base structure: 
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• Insertion: Inserting a component of length one is allowed only when it is not of a 

same type of its adjacent components. For example, if the base structure is L5D3S1 

we can insert D1 in the beginning to make D1L5D3S1 but we cannot insert L1 in 

that position.  

• Deletion: deleting a component can be done if the number of components is not 1 

and if it does not make two components of the same type adjacent. For example, 

we can delete D2 from base structure D2S1D1 to make S1D1 but we cannot omit S1 

in this example.  

• Transposition: Exchanging two adjacent components can be done only if it does 

not make two components of the same type adjacent to each other. For example, 

we are not allowed to exchange D3 and S1 in base structure D3S1D1. 

Operations on the component:  

• Insertion: Inserting one character of the same type inside a component is allowed. 

Example if component D3=123. We can transform it to 4123 by inserting 4 in the 

beginning.  

• Deletion: Deleting one character inside a component is allowed only if the length 

of the component is not equal to 1.  

• Substitution: we can substitute a character with another character of the same 

type. Example: if S2=!! it can be transformed into “!#”. 

The cost of each operation is 1 in our current system. Obviously, with further studies, we can 

allow for different costs for different operations based on the tested usability of each change for 

users. For example, if an operation empirically makes passwords easier to remember for the 

users, we can give it a smaller cost. We can also study more complex distance functions and try 

them empirically to see if it would improve the users usability needs. 

 

5.3 Modifier algorithm 

When users enter their password, the system automatically parses their password to its 

base structure. To build a new password, first we execute all the above operations on the base 

structure and components. If you think of the user-chosen password as the root of a tree, then the 

result of all the operations will be its children. Each of the new base structures will have a list of 

all the possible substitutes to try. In the example shown in Figure 5.1 the user-chosen password is 
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shown as the root of the tree “shiva123!” with base structure L5D3S1. Here we have examples  of 

different operations such as insertion in base structure, where S1 is inserted in the first position 

resulting in a new base structure S1L5D3S1 with a list of all possible special characters 

{!,@,#,…} called the NotTried list, transposition in base structure where D3 and S1 are 

exchanged resulting in a new base structure L5S1D3, and substitution in component D3, which 

because of its length results in three new children each for one digit with a list of NotTried digits.  

 
Figure 5.1 Example of modifier algorithm, creating all the passwords with distance one from the 

original one 
 

Having this tree, for trying each new password we start from the root of the tree and we 

traverse the tree until we find a new password within the acceptable limits. In our current 

algorithm we randomly try the children at each level of the tree until we determine a new 

password. If this new password is not strong enough, we randomly try again. During each 

traversal, we actually mark each component previously tried so that the next pass will find a 

different password. This algorithm is only designed for creating passwords of distance 1 from the 

user-chosen password. Therefore, it is possible that you will not find a password within distance 

1 with the desired probability. In order to get a password with distance 2, one can repeat the 

same steps for passwords with distance 1 starting from any of the distance 1 passwords. See 
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Appendix A for a pseudo code of this algorithm. By selecting the new passwords randomly, we 

are avoiding the possibility of suggesting the same password to different users with the same 

originial password. In Figure 5.2 you can see a snapshot of PAM. The user enters a password 

such as “life45!”. PAM calculates the probability of this password which is 1.13E-12. Since the 

probability of this password is greater than the threshold, PAM suggests a new password using 

the modifier algorithm and choosing one of the operations randomly. Here for example the 

suggested password is life^45! which is created by an insertion operation in the base structure.  

 

 
Figure 5.2 Snapshot of PAM suggesting a new password to the user. 
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CHAPTER 6 

MAINTAINING THE SYSTEM 

 In order to maintain the system as efficient as we want it to be, and to adapt it as users 

keep using it, we need to have some strategies to update the probabilities and frequencies of 

different patterns and passwords. In this chapter we will first address the issue rising from using 

PAM without updating the system, furthermore, we will discuss the algorithm to update the 

probabilities without having to train it on real user passwords again. We will also describe some 

of the experiments done in order to increase the entropy values of such system.   

6.1 Using the proposed password Analyzer and Modifier 

Using PAM has its advantages; Users are not frustrated with different password creation 

policies. They can choose any password they want, and with very slight changes they can be sure 

that their password is a strong password since we know that for example it would take a weak or 

a month for an attacker to crack the password using reasonable resources. With all the other 

policies one can never tell if a password is strong enough or not, since there is no scientific proof 

of how different factors of a policy like using numbers or length of the password is important to 

the overall strength of the password. But overall, the goal of all policies is to have a password, 

which makes the guessing process for the attacker longer and more tedious. Fortunately, we can 

comply with this goal due to the fact that the password strength in PAM is defined based on the 

time it takes for an attacker to crack it.  

PAM tries to make users to use less common passwords and instead use uncommon ones 

(those having smaller probabilities). But what really happens after using the system for a period 

of time is that less common passwords would be used more often. And therefore, whenever a 

recent set of real user passwords become revealed and an attacker uses them to train the 

password cracker on them, since now the supposedly strong passwords suggested by PAM have 

become in use more and they would have higher probability in the guessing generator, the 

attacker can crack the users account very easily and therefore the system fails significantly. One 

can argue that we can always use the most recent set of passwords as the training set, but it is not 

always easy to access a set of large real-user password.  
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To solve this problem we propose to consider the new password that has been suggested 

to user as one of the publicly disclosed passwords used in the training set. By adding the new 

password to the training set, we always have the updated version of it and if for example a 

password structure like L6D2 has been suggested mostly because of its low probability, after a 

while and after adding each new password to the training set, this password structure will get a 

higher probability and the system automatically will not suggest it anymore.  

6.2 Updating the training set through adjusting the context-free grammar 

As explained in 2.1.1 the probabilistic password cracker gets a set of real-user passwords 

and after analyzing them it generates a context-free grammar from the set with some 

probabilities. Then PAM uses this context-free grammar and the associated probabilities to 

evaluate the strength of a password or to suggest a new one. Interestingly enough, in order to 

update the training set, we do not need to add the actual password to the training set, repeat the 

training step and reproduce the context-free grammar again, but we only need to adjust the 

probability values in the context-free grammar using the following approach. Since the 

probability values are actually the frequency of each structure or component used in the training 

set, we only need to update the frequency of the components and base structures used in the new 

password. As an example if the new password is “!!78liar”, we only need to change the 

probabilities of the base structures, S2, and D2. We decided to not change the probability of letter 

parts of the password throughout this study because the probability of the letter parts does not 

come from the training set but from the dictionary and PAM considers all the words (whether 

they are included in the dictionary or whether they are not) the same. Obviously, it can be 

improved with more studies regarding dictionary words. Assuming the same example “!!78liar” 

as the new password, the probabilities are modified as follows:  

By considering the probability of each element as the frequency of it in the training set 

we have pi = ni / N, where ni is the number of occurrences of the element and N is the total size 

of it. With this in mind, seeing another element i would change the probability to pi
’
= 

(ni+1)/(N+1) and the probability of the rest of the elements would change to pj
’
 = nj / (N+1). 

Adjustments in the probability values for the new password “!!78liar” is shown in Figure 6.1. 
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Figure 6.1 Example of adjusting probabilities for new password “!!78liar” 

 

6.3 Maximizing Entropy values 

Knowing that entropy values discussed in chapter 3 are metrics for password strength, we 

were eager to find out if we can increase password strength or even maximize the entropy values. 

Although we had previously introduced Shannon Entropy (see definition 2.1) and discussed its 

use as the metric for password security, it should be clarified that it only corresponds with the 

average size of passwords in bits using an optimal coding for the passwords and the average 

information given by a distribution and does not tell much how attackers might try to break the 

system in a password cracking attempt, while Guessing Entropy (See Definition 2.2) measures 

the resistance against offline attacks [26] using an optimal strategy, which is trying the most 

probable password first, and then the second most probable and so on. Guessing Entropy is 

defined as the average number of tries for finding the password. This concept directly relates to 

the security of passwords, meaning that the more guesses it takes for the attacker to crack a 

password the more secure the system is.  

Choosing the guessing entropy as the actual metric for password security, we should not 

disregard the fact that Massey [27] showed that Entropy H for a discrete distribution is upper- 

bounded by the Guessing entropy G of the distribution by  

H " 2
 log(G #1)      (6.1) 
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However, a large Shannon Entropy (and consequently guessing entropy) by itself is not 

sufficient to guarantee a secure password distribution [26]. In cases when the probability of the 

first guess being successful goes to one, even if the guessing entropy is large, the distribution is 

not secure since the attacker would most probably find the password guess in the first try. This 

has been shown by Min Entropy H∞(X) given by –log (p1) [22]. For a password distribution to 

be secure the Guessing entropy should be large and the Min entropy should also be large or 

equivalently p1 should be small.  This being said, the goal of every password distribution should 

be maximizing the Guessing Entropy while making sure that the Min entropy is large enough.  

Interestingly enough, we have tried algorithms to increase the Guessing Entropy as well 

as the Shannon Entropy of the password distribution. Using PAM, and using these algorithms we 

can always suggest the new password to the user in a way that choosing that passwords makes 

the resulting distribution closer to the maximum Guessing Entropy. Although these algorithms 

are still at their experimental stage, the results are very promising.  

Before presenting some experimental results, we discuss some theorems relating to the 

defined entropies and their maximums.  

 

Theorem 6.1: For a probability density function X on a finite set {x1, x2,…, xn}, H(X) ≤ log n, 

with equality if and only if X is uniform, i.e., p(xi) = 1/n for all i [36]. 

 

Theorem6.2: For a finite discrete distribution, the Guessing Entropy is maximized when pi=1/n , 

n being the number of elements.  

 Proof: Suppose this claim is not true, hence the maximum guessing entropy occurs for a 

distribution with at least 2 values not equal to 1/n. Let these be pK and pL with pK=1/n+ε and 

pL=1/n-ε. Consider a new distribution where every value is the same as the previous one, except 

that we decrease pK by ε/2 and we increase pL by ε/2, where ε=min(pK - pK+1 , pL-1 - pL). 

Therefore, the difference between the Guessing entropy for the first distribution G1 with the 

guessing entropy of the new one G2 is equal to: 

G2 "G1 = K(pK "#) "K .pK � L(p
L
�#) " L.p

L
 

             � L." #K." � "(L #K) > 0  

Since the value of Guessing entropy has been increased by this change, this contradicts the 

assumption.� 
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For the experiments, we assume using a system such as the Password Analyzer and 

Modifier explained above. The user enters his password, and if it were rejected by the system, 

the user would get a suggestion for the new password in return.  In the first experiment we 

selected the new password for the user in a way that its probability is less than or equal to 1/n, n 

being the total number of passwords in the distribution. Then the probability of the base 

structures and other components would be updated with the same technique described in 6.2. 

These steps have been repeated until there is no password with probability less than 1/n. This 

experiment has been done on a password set of 740 real user passwords randomly chosen from 

the MySpace [38] set which resulted in 37667 password guesses. The maximum Shannon 

Entropy value for this distribution by theorem 6.1 is 15.2011. Figure 6.2 shows the changes in 

the Shannon Entropy for each round in the beginning. As it is shown in this graph, the entropy 

starts decreasing and it is not monotonic. But after about 700 iterations it start to increase 

monotonically as it is shown in Figure 6.3 until it reaches the max entropy.    

 

 
Figure 6.2: Example Shannon Entropy changes for the MySpace set using the first algorithm 

(iteration 1-700) 
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Figure 6.3: Example Entropy changes for the MySpace set using the first algorithm (iteration 

700-3500) 
 

In the next experiment, we selected the new password for the user in a way that its 

probability is the smallest probability in the distribution. Then the probability of the base 

structures and other components would be updated with the same technique described in 6.2. 

These steps have been repeated until there is no password with probability less than 1/n, n being 

the total number of passwords in the distribution. This experiment has been done on the same 

password set as experiment 1. The maximum Entropy reached was 15.17 in around 7000 rounds. 

Figure 6.4 shows the absolute increase in the Entropy for each round. Using this algorithm the 

entropy converges faster to its maximum. 

Figure 6.5 shows the increasing Guessing Entropy for both algorithms. And it also shows 

that the second algorithm converges faster to the maximum Guessing entropy. The maximum 

Guessing Entropy using Theorem 6.2 is 18,834 for this set.  

The results show that interestingly enough, we are able to push a password distribution 

toward a uniform distribution. We are aware that this might not be even useful due to the fact 

that new passwords suggested with these approaches might not be even useful for the users since 

we have not done any studies on the usability of passwords. However, the important point is that 

in these algorithms, when updating the training set, we are not changing the probabilities of the 

passwords directly, but we are changing the password distribution implicitly by changing the 

context-free grammar. And it was not obvious at the beginning by changing the context-free 
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grammar, how the distribution would change since the updating algorithm, not only changes the 

probability of the base structure that was added to the training set, but also changes the 

probability of the other base structures and other components as well in each iteration.  

Knowing these algorithms and the fact that we are able to change a password distribution, 

we need to do more studies to see how effective and useful these changes can be for the users 

and for the security of the system.  

 

 
Figure 6.4: Example Shannon Entropy changes for the MySpace set using the second algorithm 

 
 

 
Figure 6.5: Example Guessing Entropy changes for MySpace set using both algorithms 
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CHAPTER 7 

EFFICIENT PASSWORD CRACKING 

The initial work on probabilistic password cracking system was not to develop a system to 

analyze password strength, but to target how to improve the cracking system and how to 

implement it to crack more passwords faster. Because of the increasing availability of graphic 

processor units or GPUs and the parallel nature of password cracking we decided to study if we 

can speed up our cracking system simply by using GPUs. We also decided to see if we could 

build our own system to hash the password with different hashing algorithms and compare it 

against the real hash instead of relying on programs such as John the Ripper, which we were 

using at the time. Since one of the most important tasks for law enforcement is cracking 

TrueCrypt files, we decided to work on that to design some algorithms to help them. In the next 

two sections we briefly discuss these works and ideas and address the importance and also the 

issues of implementing them.  

7.1 Parallel Password Cracking 

We built our system using OpenCL framework on Mac OS X 2.4 GHz Intel Core 2 Duo 

with NVIDIA GeForce 9400M GPU. We were able to hash passwords on GPU simultaneously 

and compare them with the original hash values we had. However, since the unit we were using 

was very simple, there wasn’t that much improvement using the GPU vs. CPU. It is obvious that 

it can be improved by using a more powerful system. Since we were able to implement the 

system and we were aware of the implementation issues and the importance of different things 

such as data structure, we did not continue to test our system on more powerful systems.   

7.1.1 Graphic Processor Unit 

Graphic Processor Unit or GPU is specialized for compute intensive and highly parallel 

computation. It was built initially to accelerate rendering shapes such as polygons. Later, it was 

used to accelerate geometric calculations such as rotation and nowadays it is able to do 

calculations related to 3D computer graphics. Since there are over a million pixels on a typical 

screen, the best way to rapidly render graphics is to process more than one pixel at a time. A 

GPU includes a large number of processing elements and the more processing elements it has, 

the faster it can calculate the pixels to produce the graphic on screen. Since each processing 
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element works on one pixel, in order to have each frame on the screen it is required for the 

different processing elements to work on the different pixels at the same time. The latest GPUs 

process over a hundred pixels simultaneously to render even the most complex 3D scenes. From 

the computational perspective, GPUs are performing operations at supercomputer performance 

levels, with the fastest GPUs performing around one trillion computations per second (1000 

gigaFLOPS) [39]. 

Using GPU’s parallel structure can be useful in password cracking projects where the 

hashing is complex and time consuming. Whether you use brute-force, dictionary attacks or 

probabilistic password cracking methods, the important question is how many trial passwords 

can you hash and compare against the real password at a time? As explained in section 2.1, in an 

offline password cracking attack, the attacker has already obtained the password hashes or the 

encrypted files and tries to find the password by guessing different passwords and trying each. 

The typical approach to crack a password is to repeatedly try guesses for the password, given 

that the attacker has the hash of the password. The attacker first guesses the password for 

example: “football123”, and hashes this password using the same hash algorithm that was used 

for the original password. The two hashes are compared; if they match the password is broken, if 

not this process is repeated until a match is found. Since hashing each password and checking it 

against the real hash is a data-parallel task, we can take advantage of GPU’s parallel structure in 

the system using the OpenCL framework. In the beginning, scientists and researchers started to 

take advantage of GPU performance in their applications. The floating point performance in 

GPUs led to a huge performance boost. The problem was that the GPU required using graphics 

programming languages like OpenGL and therefore, scientists had to change their applications to 

look like graphics application and map them into problems that drew different shapes such as 

triangles and polygons. This obviously limited the use of GPU performance for science. Later, 

Nvidia [40] decided to invest in modifying GPUs to make them programmable for scientific 

applications and added support for high-level languages like C, C++ and Fortran.  This led to the 

CUDA architecture for the GPU. [41]  

GPU computing is the use of GPU to do general purpose computing. Usually in the GPU 

computing model we use both CPU and GPU together. The sequential part of the application 

runs on the CPU and the computationally intensive part runs on GPU. The GPU in the other 

words is the massively data parallel co-processor. 
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7.1.2 OpenCL 

OpenCL was submitted by apple in summer 2008. OpenCL is a low-level API standard 

for heterogeneous computing that runs on the CUDA architecture [42]. The OpenCL API 

provides functions that allow an application to manage parallel computing tasks. It can use all the 

computational resources in a system and is an efficient parallel programming model. OpenCL 

also performs its calculations asynchronously; the application can continue to run its main thread 

on the CPU while the GPU is executing kernels. The model consists of a host connected to one 

or more OpenCL devices. An OpenCL application runs on a host according to the models native 

to the host platform. The OpenCL application submits commands from the host to execute 

computations on the processing elements within a device [43]. When a kernel is ready for 

execution, an index space is defined. An instance of the kernel executes for each point in this 

index space. This kernel instance is called a work-item. And it is identified by a global id. Then 

work items are organized into work-groups. After creating a context containing the target 

devices, for example all the GPU devices, creating command queues and memory objects, we 

piped the passwords from the probabilistic password guesser to this system batch-by-batch. We 

sent each batch of data to the kernel to hash them simultaneously using the GPU and then 

compared each hash with a hash file we were trying to crack. When the application is ready to 

execute a kernel, it calls the OpenCL API to specify the data and the number of parallel kernel 

instances required. The OpenCL runtime moves the data required by the kernel up to the GPU’s 

VRAM. The GPU then executes the kernel simultaneously on its processing elements [39]. Each 

work-item is executed on scalar processors. As mentioned above work-items are organized into 

work-groups, which are executed on multiprocessors. local_work_size is defined as the number 

of work-items that make up a work-group. The local_work_size depends on the problem, but we 

need it to be as large as it can to hide latencies. We did an experiment for a batch of 2048 

password guesses with different local_work_size shown in table 7.1; the kernel code is the MD5 

hashing. Note that our GeForce 9400m GPU has only 2 multiprocessors while the more powerful 

GPUs have thousands of cores. In the case the local_work_size is set to NULL, the OpenCL 

implementation will determine how to break the work_items into appropriate work_group 

instances. We also did some experiments to figure out the perfect batch_size and 

local_work_size to have the most efficient implementation. In our case, the best result occurred 

when we had 8192 password guesses in the kernel and the local_work_size was 256.  
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Table 7.1. Example of changing the local_work_size. 

Local_work_size Time 

1 8.30 ms 

2 4.32 ms 

4 2.2 ms 

8 1.08 ms 

16 0.617 ms 

32 0.46 ms 

64 0.429 ms 

128 0.41 ms 

256 0.35 ms 

NULL 0.31 ms 

 

It is also important to note that the programmer needs to understand the programming model 

of the GPU to be able to use its features efficiently. The architectural attributes of the GPU can 

cause slowdowns instead of expected speedups. GPU has different memory hierarchies and is 

very sensitive to memory access patterns. The reads or writes to memory should be in certain 

ways, or the performance will be affected. 

 

7.2 Cracking TrueCrypt files 

TrueCrypt [44] is probably one of the most popular cryptographic software with almost 

15,000 downloads a day from its website. Cracking TrueCrypt files has become an important 

issue for Law Enforcement; when they access the criminal’s hard drive and they cannot find 

what they want because of the encrypted files. One can encrypt an entire partition or storage 

device using a password combined with keyfile(s) with TrueCrypt. No data stored on an 

encrypted volume can be read (decrypted) without using the correct password/keyfile(s) or 

correct encryption keys. 

After the disk is encrypted, no data can be read or decrypted without having the correct 

password or keyfile(s). The key strengthening and encrypting and decrypting in TrueCrypt are 

designed to take a long time and they are not parallelizable, but when it comes to cracking the 

password, we use the GPU parallelism for trying each password optionally with a keyfile as  will 

be discussed later on.   
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The challenge in cracking TrueCrypt files is not only finding the passwords, but also 

determining the keyfiles.  TrueCrypt keyfile is a file whose content is combined with an optional 

password to create the true password. The user can use any kind of file as a TrueCrypt keyfile. 

The user can also generate a keyfile using the built-in keyfile generator, which generates a file 

with random content. To integrate the probabilistic password cracker we need to determine 

whether a keyfile has been used to encrypt the file or not. We do not have any data of how 

people are using TrueCrypt and whether or not they use keyfiles beside a password and if they 

do how many keyfiles they usually use. We believe that if a person uses a keyfile it should not be 

that hard to crack the file using the approach explained in the following. 

 By having the probabilistic password cracking we have the optimal strategy to guess 

passwords. As discussed before, in order to crack TrueCrypt files we need to find the keyfiles 

used to encrypt the file as well as the password. Our approach is to give the highest probability to 

the most likely keyfile found in the hard disk. Furthermore, people are expected to not have more 

than one keyfile since in order to decrypt and encrypt the file each time, they have to select the 

files and if they have so many keyfiles it is harder for them to do so. The approach is to search 

the entire hard disk in an efficient way and find the most probable keyfiles; combine them with 

different password guesses and try to decrypt the file. In this way, we assign a probability to each 

file on the disk based on different file properties such as file attributes, modification or creation 

date, and type of the file, which shows its likeliness to be a keyfile for that specific encrypted 

file. For example, any type of file can be used as a keyfile, however, some types such as .mp3, 

.zip, or .jpg are more probable to be a keyfile since the keyfile should not be changed in any way 

and these types of files are less prone to change. If one changes a keyfile, the user is not able to 

mount or unmount the TrueCrypt file later. Furthermore, a context-free grammar will be 

generated which contains the basic productions for using keyfiles and password in probabilistic 

order. This is because the user can use only a password, only keyfiles, or the combination of 

some keyfiles with a password to encrypt the file. Having done so, the production can be 

substituted with the most probable keyfiles found on the hard disk, and the most probable 

password generated by the probabilistic password cracker [1]. Therefore, in order to crack a 

TrueCrypt file, we would first guess the most probable password using the probabilistic 

password cracker. Then, we would find the first likely file from the hard disk, which has not 

been created before or at the same time of the actual TrueCrypt file, and has not been modified 
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since then. Having the password guess and the keyfile guess, we would try to crack it; if it were 

not successful we would try again. Since the number of potential keyfiles on the hard disk is 

much smaller than the number of possible password guesses, cracking a TrueCrypt file is not 

much harder than cracking just a password. The only thing that needs to be determined is the 

sequence of passwords and files to try or which potential keyfiles to try first, which can be done 

by assigning probabilities to each file on the hard disk. We believe this approach is doable but 

we do not have data to continue this study at this point but it definitely seems an interesting 

project to continue since even cracking one file will be really useful for law enforcement.  
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CHAPTER 8 

CONCLUSION 

In this paper we answered two main questions about passwords. First, what is the actual 

metric for password strength and second, how can we help users to have strong passwords? We 

explored the metrics for password strength and explained the way to calculate them using the 

context-free grammars. Next, we developed a way to estimate password strength against real 

attacks and designed and built a tool to help users have strong passwords. By calculating the 

user-chosen password's probability of being cracked by an attacker, we were able to determine 

approximately how much time it would take for an attacker to guess that password and if the 

password was strong or not. Using a reject function in our system, the weak passwords were 

rejected. In that case we would suggest a new stronger password with distance one from the 

original password. By taking this factor into account, we make sure that the password that we are 

suggesting is still useful for the users and they do not need to remember a randomly chosen 

password that does not make sense to them. 

The techniques described in this paper are based on our novel use of scientific metrics 

and definitions of the password strength. The algorithms are fast and even the preprocessing 

phase can be done in few seconds. I hope this study can replace the existing password creation 

policies and promote a more secure and usable approach to enforce users to have strong 

passwords.    

As mentioned previously in the paper, with further studies on usability of the passwords, 

we can improve the distance function to capture everything the user needs. By getting some 

feedback from users we can learn which passwords are more usable for them and give those 

operations more weight. The cost of each operation can also be different. The implicit password 

creation policy can be combined with other password creation policies if necessary, for example 

we can force users to have a minimum length for passwords to make sure that their passwords is 

resistance against brute force attacks while it is also resistance to other attacks such as 

probabilistic password cracker. The modifier algorithm can be improved to generate passwords 

with distances more than one more efficiently. Also, more studies have to be done regarding 

increasing entropy values to understand how effective those algorithms can be.   
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APPENDIX A 

PSEUDO-CODE FOR PAM MODIFIER ALGORITHM 

//while the modified password with the desired probability has not been FOUND and  
// there exists passwords with distance 1 from the original one that has not been tried yet 
While (There is at least one node left that is not DONE)&&(!FOUND) 
{ 
 c = randomly choose a child 

while (c has children) 
  c=randomly choose a child 
  

create a new password using the base structure in c and substitute the new component 
with a value from the NOT_TRIED list. 
 
Remove this value from the NOT_TRIED list 
 
If the list is empty mark this node as DONE  
 
Calculate the probability of the new password 

 
If it is within the acceptable limits 

  FOUND=true 
}  
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