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ABSTRACT 

 

 

As the Internet has grown dramatically every year since the beginning of the 1990s, the 

diffusion of the Internet has involved many aspects. Its influence has reached not only the 

technical fields but also throughout the general society as we have moved toward increasing the 

effectiveness of online tools. The global and convenient nature of the Internet makes the medium 

a well-suited marketplace for shopping, and brought a closer relationship between consumers 

and marketers. As interactive technology has allowed people to use the Web for many different 

purposes and made it possible to increase online businesses and activities, marketers also have 

found advantages in communicating with customers directly through the Web and in gathering 

information of consumers to use in the creating of individual consumer profiles for more defined 

targeting. However, marketers’ data gathering practices have undermined consumers’ privacy 

and security. Users are not only fully informed of the nature or extent that online companies can 

collect information about users, but also not aware that spying software is being used without 

their consent or knowledge. 

Since no previous research investigated the issues surrounding spy software, this study 

gave new insight into the fast-growing world of electronic commerce. Besides, our knowledge of 

why consumers systematically differ in their tendency to seek out new products is still sparse. In 

order to have a better explanation, this study approached this matter from the diffusion of 

innovations perspective. Consumer innovativeness is not only relevant for marketing theory, but 

also for marketing practice because companies rely increasingly on the success of new product 

introductions for future growth and profitability. Consumers’ different tendency regarding their 

different purchasing behavior also can be explained by marketing actions, personal 

characteristics, personal values, level of concerns regarding privacy and security and innovation 

characteristics as well (Gatignon & Robertson, 1985; Korgaonkar & Wolin, 1999; Udo, 2001; 

Goldsmith, 2002).  



 ix

By building the user-side perceptions of spy software, and investigating users’ awareness 

of spy software, the study examined: the relationships between (a) awareness of spy software and 

privacy and security concerns, (b) awareness of spy software and behavioral characteristics. Also, 

with innovativeness characteristics, this study examined: the relationships between (c) 

innovativeness characteristics and the level of awareness of spy software, (d) innovativeness 

characteristics and privacy and security concerns. Lastly, using Kahle’s (1983) value scale – the 

List of Value (LOV), this study postulated important effects of personal values regarding their 

privacy and security concerns, awareness of spy software, and innovativeness characteristics.   

 The overall findings regarding the awareness of spy software indicated that the 

respondents have some level of awareness of Internet spy software, but are not well aware of 

what spy software is and what it is capable of. Respondents with higher level of awareness of spy 

software are likely to have lower level of security concerns, and it was confirmed that 

respondents with lower level of innovativeness characteristics are more likely concern about 

their security. Of innovativeness characteristics, only domain-specific innovativeness was 

positively related to the level of awareness of spy software in the current study. It was also found 

that more time they spent online per week and the longer they have been online shopping 

adopters have a significant influence on their level of awareness of spy software. Lastly, in terms 

of innovativeness characteristics and personal values, each of different personal values displayed 

unique predictive power on different innovativeness characteristics. 
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CHAPTER I 

 

 
INTRODUCTION 

 

 

Internet usage has grown rapidly over the past several years and it has become common 

means for delivering and trading information, services and goods (Konradt, Wandke, Balazs & 

Christophersen, 2003). According to NUA, Internet users over the world accounted to 605 

million in 2002, and of these, 59% of Americans, over 165 million people used the Internet on a 

daily basis in the year 2002 (Nua.com, n.d.). The U.S. Census Bureau of the Department of 

Commerce estimates that total e-commerce sales for 2003 are estimated at $54.9 billion, an 

increase of 26.3 percent from 2002 (Census.gov, 2004).  Further, the Pew Internet & American 

Life project reported that approximately 58 million people have completed online transactions 

such as purchasing products online, purchasing travel service, online banking, online auction and 

buying or selling stocks online (Pew Internet & American Life, 2002). Besides online 

transactions, over 14 million American consumers also use the Internet to conduct financial 

activities such as reconciling accounts, paying bills, and investing (Tran & Atkinson, 2002).  

It is evident that marketers see the Internet as a way to win new customers, expand 

business opportunities, and gain a competitive advantage. Boyd and Mason (1999) mentioned 

that one of the most profitable strategies for marketers is placing innovative products in the 

marketplace and gaining a pioneering advantage over the competition. New products provide 

increased sales, profits, and competitive strength for most organizations (Sividas & Dewyer, 

2000). Once new products introduced in the marketplace, however, approximately 35 to 45 

percent of them fail (Boulding, Morgan, & Staelin, 1997). Thus, marketers try to examine and 

pursue effective ways to increase the likelihood of new product success; therefore, understanding 

of customer characteristics is a very crucial consideration in defining and targeting meaningful 

marketing audiences. It is one of the popular and simple methods to segment consumers by 
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demographic characteristics; however, grouping a homogeneous subset of consumers based on 

their underlying tendency and personality traits offers a greater challenge to marketers (Christia, 

2000).  Robertson and Kennedy (1968) suggested that profiling innovative consumers has 

implications for promotional and market segmentation strategies. Additionally, personal values 

have important implications for researchers and marketers to examine consumers’ attitude and 

behavior; hence, values could be employed as a tool to achieve greater precision and 

effectiveness in market segmentation (Vinson, Scott & Lamont, 1977).  

Interactive technology has not only increased marketers’ business opportunities but also 

enhanced the capacity of online retailers to collect, store, transfer, and analyze vast amounts of 

data about the consumers who visit their Web sites (FTC.gov, 2000). When marketers ask users 

for to provide personal information prior to accessing the Web site, consumers generally consent 

with expectations for future benefits such as reduced prices, promotional offers, or other 

incentives (Nowak & Phelps, 1995). In some cases, users’ concerns are alleviated by the 

voluntary nature of the transaction.  

Data gathering practices, however, have begun to undermine perceived consumer privacy 

and security when collected or used without consent. According to Nowak and Phelps’s study 

(1995), to obtain consumer information, marketers use a shockingly wide variety of methods. As 

interactive technology has improved, software like spam, worms, virus, Internet cookies, adware, 

and spyware have appeared and now threaten consumers’ privacy and security.  Nevertheless, 

previous researches have not paid attention to how consumers perceive and understand 

marketers’ use of software listed above, and how perception and understanding regarding this 

matter affect their concerns.  

The current study aims (1) to build user-side perception and the level of awareness of spy 

software, (2) to examine the relationships between consumers’ concerns and their level of 

awareness of spy software, (3) to investigate the relationships between innovativeness 

characteristics and consumers’ concerns, (4) to inspect the relationship between innovativeness 

characteristics and the level of awareness of spy software, (5) to look at the relationships 

between behavioral characteristics and the level of awareness of spy software, and lastly (6) to 

explain how personal values can be used to build online consumers’ profile in terms of the level 

of awareness of spy software, innovativeness characteristics, and concerns. 
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CHAPTER II 

 

 

LITERATURE REVIEW 

 

 

Personal Values 

 

 

Personal values are central to human behavior and help people to place special 

importance on what they hold in high esteem and nurture. They are not imposed but are 

developed through the accumulation of life experiences and interaction with other members 

within the society. According to Rokeach (1973), personal values can be defined as enduring, 

valence free conceptual principles, transcending a specific object or situation. He further made 

five assumptions regarding the characteristics of personal values, which are: (1) Everyone 

possesses a small number of values, (2) Values occur in individuals at different levels, (3) Values 

are organized into value systems, (4) Values derive from an individual’s culture, society, and 

personality, and (5) The consequence of values are initiated through an individual’s innate 

stimuli, and by circumstances, manifesting in any and every human action and behavior.  

According to Kahle (1983), values can be grouped into internal and external loci of 

control, which is referred to as the degree to which an individual feels that he or she has control 

over the environment around them and those out of their control. He identified six internal values 

and three external ones. The former include a sense of accomplishment, self-respect, self-

fulfillment, warm relationships with others, fun and enjoyment, and excitement, whereas the 

latter consist of a sense of belonging, security, and being well-respected. Furthermore, he stated 

that individuals with strong internal values tend to depend on their inner strength to wrestle with 

life’s problems, and believe that they have the power of influence and control outcome. On the 
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contrary, individuals with strong external values rely more on fate and luck to overcome 

problems in life, but not on their abilities.  

Becker and Conner (1981) indicated that personal values act as standards or criteria for 

making evaluations and they are positioned as primary in the cognitive system as well as in 

personality. Personal values also manage actions through cognitive, affective, behavioral and 

motivational elements. They also stated that personal values are differentiated from attitudes as 

being more dynamic because they are more closely connected to motivation. Attitudes are 

associated with specific situations or objects, and behavior is a display of an individual’s central 

values and resultant attitudes. Similarly, Rokeach (1973) pointed out that the construct of 

personal values is more important than attitudes, because it is a determinant of attitudes and 

behavior. In other words, personal values are the answers to the “Why” questions underlying our 

attitudes and behaviors; hence, personal values provide a better way to describe and to explain 

the similarities and differences among individuals, groups, nations, or cultures (Schiffman, 

Sherman, & Long, 2003).  

The influence of personal values on consumer behavior has been examined in numerous 

contexts. The Madrigal and Kahle (1994) examined whether vacation activity importance ratings 

differed across segments consisted of tourists homogeneously grouped on the basis of the 

personal values, and personal values were used as their predictor variables to predict ownership 

of Luxury cars (Sukhdial, Chakraborty, & Steger, 1995). In Schwartz and Sagie’s study (2000), 

personal values were proposed as antecedent to innovativeness. The results of study clearly 

stated that personal values can clarify, validate, and create innovative outcomes. Another 

research has also shown that personal values significantly affect consumer innovativeness 

(Steenkamp, Hofstede, & Wedel., 1999) and consumer innovativeness significantly affects 

consumer behavior (Ram & Jung, 1989; Venkatraman, 1991).  

From the marketer’s point of view, personal value concepts can be envisioned as an 

efficient set of variables more closely related to needs; therefore, better understanding of 

consumer values expand the marketer’s knowledge of consumers beyond demographic and 

psychographic differences (Vinson. et al., 1977). Moreover, personal value concepts can be used 

as a criterion for market segmentation as well as can sharpen segmentation in the market. Thus, 

in this study, the important effects of personal values will be discussed.  
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To measure individual’s personal values in the current study, List of Value (LOV) scales 

were adapted. Kahle’s (1983) nine-item list of values (LOV) has become popular as a practical 

option for exploring aspects of consumer behavior. The advantage of the LOV scale appears to 

be its focus on individuals in their daily lives, and that the LOV inventory is more easily 

administered and scored. Regardless of which particular personal values instrument is employed, 

however, the application of the personal values construct is based on the fundamental assumption 

that values are instrumental as a guide to consumer’s actions, attitudes, judgments, and responses 

to specific objects and situations.  

 

 

Diffusion of Innovation 

 

 

When a new product or an innovative technology is introduced in the market, consumers 

decide whether to buy it, and whether to repeat buying it. In other words, they decide whether 

they will adopt it or not.  One of the important approaches to explain this behavior and how they 

adopt an innovation is Diffusion of Innovations. 

Diffusion of Innovations was developed in the 1960s when Everett Rogers formed a 

foundation to understand how innovations diffuse among groups of people in the social system, 

and why they adopt innovations. Since the 1960s, Diffusion of Innovations has been used to 

explain people’s receptiveness to innovations. In Rogers’ book, Diffusion of Innovations, 

diffusion is described as “the process by which an innovation is communicated through certain 

channels over time among the members of a social system” (1995). An innovation is defined as 

“an idea, practice, or object that is perceived as new by an individual or other unit of adoption”. 

Rogers argues that an innovation diffuses through the members of a social system in a particular 

pattern. An innovation starts to diffuse slowly when people in the social system first begin to 

perceive the innovation. After some people adopt the innovation, it will go through a rapid 

diffusion stage (Metha, Gewal. & Sivadas., 1996). Rogers (1995) noted that the decision to adopt 

or not to adopt an innovation is not an instantaneous act, but one that involves a process. He 

conceptualized five main steps in the innovation-decision process: (1) knowledge about an 

innovation, (2) persuasion to form a favorable or unfavorable attitude toward an innovation, (3) 
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decision to adopt or reject the innovation, (4) implementation of the decision, and (5) 

confirmation or reinforcement.  

Central to Diffusion of Innovations is an idea that everyone does not adopt innovations 

simultaneously, but instead that certain individuals have a tendency to be pioneers and adopt 

innovations when innovations are first introduced in the market while the rest of others still tend 

to setback until innovations are decisively accepted. These differences can be explained by the 

classifications of consumers on the basis of innovativeness.  

Innovativeness has been conceptualized and measured in a number of ways. One way is 

to explain it as the degree to which an individual is earlier in adopting an innovation than other 

members of the social system are (Hurt, Joseph, & Cook 1977). A number of researchers have 

used different techniques to define and measure the consumer innovativeness. Of those, two 

main types of innovativeness have emerged, namely the general innovativeness or open 

processing innovativeness, and domain specific innovativeness (Goldsmith & Hofacker, 1991; 

Hurt. et al., 1977; Joseph & Vyas, 1984; Leavitt & Walton 1975). A general innovativeness and 

the open processing innovativeness are the most similar, in that they both basically measure the 

willingness to try new ideas. In particular, this approach focuses on a cognitive style including an 

individual’s intellectual, perceptual, and attitudinal characteristics that influence the way in 

which he or she reacts to a new product or an innovation within their social system (Joseph & 

Vyas 1984). This approach argues that an individual who scores high on the trait of open 

processing innovation cognitive style will be more open to new experiences. Also, he or she will 

contribute the positive use of information received and will be able to recognize the potential 

application of ideas received from others.  This approach is general enough to be applied to a 

variety of situations. However, because consumer innovation could be more domains or product 

specific, this general approach has faced its limitation. Domain specific innovation reflects the 

tendency to learn about and to adopt innovations within a specific domain of interest; therefore, 

makes it possible to measure a deeper innovativeness in more specific area of interest. Several 

studies were conducted to support the idea that domain-specific measures of innovativeness 

might be more useful to predict the adoption of innovations (Citrin, Sprott, & Silverman, 2000; 

Goldsmith & Hofacker, 1991; Hirschman, 1980). Additionally Dickerson and Gentry (1983) 

proclaimed that given the failure to find empirical support for a concept of innovativeness that is 
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generalizable over a wide range of products, it is not surprising that different profiles of 

consumer innovators would be found for different types of products.  

Based on innovativeness, Rogers classified consumers into five different categories: 

innovators, early adopters, early majorities, late majorities, and laggards.  

 

1. Innovators: Venturesome  

Innovators are the first 2.5% of consumers to adopt a new product or an innovative 

technology very early in the diffusion process.  They tend to be the risk takers and pioneers, and 

have higher levels of education and income. The innovators must be able to cope with a high 

degree of uncertainty about an innovation at the time they adopts. They are very self-reliant, 

gaining information from experts and the press rather than from peers.  

 

2. Early Adopters: Respect 

 Early adopters are about 13.5% of consumers after innovators to adopt a new product or 

an innovative technology. They are more socially integrated in their local communities than 

innovators. They are an integral component of the social system and have the greatest degree of 

opinion leadership in most systems. They tend to be younger, more educated, belong to higher 

social class, and read more specialized magazines about a new product or an innovative 

technology than the average consumers. Besides, since they are not too far ahead of the average 

individual in innovativeness, they serve as a role model for many other members of their social 

systems.  

 

3. Early majorities: Deliberate 

 The next 34% of the adopters are called the early majorities. Early majorities adopt a new 

product or an innovative technology just before the average member of their social system. They 

interact regularly with their peers and are eager to adopt innovations, but seldom lead. These 

consumers think a log before they decide to adopt the new product or an innovative technology; 

therefore, their innovation-decision period is relatively longer than that of the innovators and the 

early adopters.  

 

4. Late Majorities: Skeptical 
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 Like early majorities, late majorities make up one third of the members of the social 

system, 34%. Late majorities do not adopt a new product or an innovative technology until most 

others in their system have already done so. They adopt the new product or an innovative 

technology as a result of economic necessity and the pressure of peers is necessary to motivate 

adoption.  

 

5. Laggards: Traditional 

 Laggards are the last in their social system to adopt the new product or an innovative 

technology. When laggards decide to adopt innovations, it is most likely close to its withdrawal 

from the market or its substitution from another innovation. They tend to be suspicious of 

innovations or anything associated with change. 

 

According to Rogers, when people are about to adopt and evaluate an innovation, they 

usually do not evaluate an innovation on the basis of scientific studies of its consequences. 

Instead, they depend mainly upon a subjective evaluation of innovations that is conveyed to them 

from other individuals like themselves who have already adopted the innovation. In other words, 

most people are generally depending on the experience of near peers. Similarly, it is suggested 

that consumers who belong to the same category have some common characteristics 

(Vrechopoulos, Simkos & Doukidis, 2001), and more effective communication occurs when two 

or more individuals are similar (Rogers 1995); hence, the consumer innovators, the first to buy 

new products are the smallest segment representing only 2.5% of the potential market, but 

arguably the most crucial in the diffusion process (Hirschman 1980; Mowen, Christia, & Spears 

1998). 

Since innovators may influence the success of new products, as well as the rate of 

adoption, identifying innovators from non-innovators provides markets an excellent objective for 

segmentation (Midgley & Dowling, 1978; Alpert 1994). Gatignon and Robertson’s study (1985) 

revealed that individual adoption decisions are influenced by marketing actions, personal 

influence as well as personal characteristics and perceived innovation characteristics. Robertson 

and Kennedy (1968) suggested that profiling innovators has implications for promotional and 

market segmentation strategies. Further, Hirschman (1980) clearly stated that without of 

consumer innovativeness, consumer behavior would consist of a series of costumed buying 



 9

responses to a fixed set of products. As a consequence, the study of consumer innovativeness has 

theoretical as well as practical significance for marketers.  

Rogers (1995) also defined five characteristic schemes of innovations that will help to 

explain the different rates of adoptions: relative advantage, compatibility, complexity, trialablity, 

and observability. He explained that innovations perceived as having greater relative advantage, 

compatibility, trialabilty, and observability and less complexity will be adopted more rapidly 

than other innovations.  

 Rogers and others who study diffusion have described the concept of critical mass 

required for adoption of interactive innovations. The critical mass occurs when a sufficient 

number of individuals have reached to create a “self-sustaining” rate of adoption. Rogers noted, 

“The interactive quality of the new media creates a certain degree of interdependence among the 

adoption decisions of the members of a system”. In other words, there needs be enough users to 

make the innovation appealing and useful to other potential users. Researchers noted that the 

critical mass is achieved when about 10 to 20 percent of the population has adopted the 

innovation. After a critical mass is achieved, the rate of adoption accelerates (Rogers, 1995; 

Mahler & Rogers, 1999). 

 

 

Figure 1.1 
The rate of adoption for a non-interactive innovation (solid line) and for an interactive innovation 
(dotted line) 
(Adopted from Rogers, 1995) 
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Risk Perception and Risk-Taking 

 

 

Risk is a common daily phenomenon, and an individual experiences it to some degree. In 

most cases, the individual simply assesses the situation, weighs potential alternatives, makes a 

decision and acts accordingly. Lopez (1987) proposed that risk and security are “counter 

concepts” and have an inverse relationship. An individual desires safety and security, but must 

accept risks as a part of life. To the extent that an individual can not always be certain that all of 

his or her buying goals will be achieved, risk is perceived in most purchase decisions (Cox, 

1967). Thus, previous researches have shown that consumers perceived financial, product 

performance, psychological, physical, social, and time risks when making purchases (Peter & 

Tarpey, 1975; Garner, 1986; Mitchell, 1992).  

Spence, Engel and Blackwell (1970) identified three main reasons why consumers 

perceived mail-order shopping to be riskier than store shopping: lack of opportunity to examine 

the products prior to purchase, the difficulties in returning faulty merchandise, and the concern 

involving the business practices of some mail-order companies. Many researchers have also 

found that in-home shopping such as ordering by the telephone or mail was perceived to be of 

higher risk than in-store shopping (Cox & Rich, 1964; Spence. et al., 1970; Festervand, Snyder, 

& Tsalikas, 1986).  It was pointed out that the risk factors previously described can be easily 

applied to online shopping situations, and there would be more risk factors besides those 

discussed above (Kehoe, 2002).  

Gemunden (1985) mentioned if the consumer perceived the level of risk associated with 

purchasing a product or service as high, he or she would not complete the transaction. The 

consumer might initiate risk-reducing behaviors to account for the high levels of perceived risk. 

Other researches also have demonstrated that high risk-perceivers engage in greater amounts of 

risk-reducing strategies than low risk-perceivers (Zikmund & Scott, 1973; McCorkle, 1990). 

Likewise, most consumers tend to be risk averse, and this tendency towards risk aversion is even 

greater for new products (Christia, 2000). It is also suggested that perceived risks associated with 

innovations inhibit new product purchase. Innovations that are discontinuous are likely to be 

resisted more than continuous innovations since they involve all three types of risks, 

performance uncertainty, resulting side effects, and aversive consequences such as physical, 
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social, or economic. Rogers (1995) also mentioned that innovators are able to cope with the 

higher levels of uncertainty about an innovation than other adopter categories.  

Theoretically, the consumer will follow the option that is perceived to have the most 

favorable outcome. However, the probability of perceived outcome for a purchase decision is 

unknown (Cox, 1967; Cox & Rich, 1964). Each situation will differ in the degree of perceived 

risk, and most importantly, in terms of risk perception, risk is inherently subjective. 

Psychologists define the propensity to take risk as a personality trait that varies among 

individuals. Accordingly, risk-taking is defined as the propensity to venture into situations that 

present a high degree of uncertainty, and consumers continually encounter situations that involve 

uncertainty and possibility of negative outcomes (Christia, 2000).  Bauer (1960) argued that the 

issue of risk taking was an integral part of many familiar phenomena of consumer behavior, and 

many previous researches have supported that risk-taking behavior has been successfully related 

to many aspects of shopping and brand choice (Cox & Rich 1967; Spence. et al., 1970; Zikmund 

& Scott 1973). Risk perception and consequent risk-taking behaviors are therefore of great 

consequence to marketers.   

 

 

Diffusion of the Internet Shopping 

 

 

As the Internet has grown dramatically every year since the beginning of the 1990s, the 

diffusion of the Internet has involved many aspects. Its influence has reached not only the 

technical fields but also throughout the general society as we have moved toward increasing the 

effectiveness of online tools. Compared to the number of United States Internet users in 1999, 

about 79 million adults age 16 and older (IntelliQuest.com, 1999), increasingly large numbers of 

people used the Internet on a daily basis in the year 2002, more than 50%, over 140 million 

Americans (Clickz.com, 2002). Of a total of 459 million Web users worldwide, nearly 40% have 

made at least one online purchase and there has been a constant increase every year (Saunders, 

2001) Further, approximately over 60 million Americans have purchased products or services 

online (FTC.gov, 2000). Of these, U.S. college students represent one of the most connected 

demographic groups. Fully 99% of college students go online at least a few times per week 
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(Gardyn, 2002), and of these 60% use the Internet daily (Emerson, 2000). Researchers 

mentioned that college students are voracious consumers, with lots of free time and disposable 

income, in that they represent the most active group on the Internet. With two-thirds of college 

students holding paying jobs, they represent $53.9 billion in discretionary spending annually. 

Further, the Harris Interactive and 360 Youth study found that this group was responsible for 

more than $210 billion in sales in year 2002 (Greenspan, 2003). Additionally, since this 

demographic group, 18 to 35 years old, perceived the Web as a traditional form of media, online 

shopping and banking have already come very naturally to them (Greenspan, 2004; Kobiliski, 

2001). 

Likewise, the global and convenient nature of the Internet makes the medium a well-

suited marketplace for shopping (Park & Jun 2003). The Internet has changed the way people 

shop and brought a closer relationship between consumers and marketers. Correspondingly, 

Kannan, Chang and Whinston (1998) suggested the Internet is revolutionizing the ways in which 

products and services are marketed to target customers. The Internet has also been widely 

accepted in various manners from online banking, online payment, to purchase of computer 

products, music, books, clothing, and other consumer goods (Donthu & Garcia 1999; Kaufman-

Scarborough & Lindquist, 2002; Lin, 1999). It is apparent that online shopping constitutes a 

primary change for customers. Thus, a vital task for e-commerce is to find out who the actual 

and potential customers are.  

Many online retailers are concerned with attracting their actual and potential customers to 

their web sites and encouraging them to shop online. However, there is no clear distinction 

between who their potential customers are and who their actual customers are. If e-commerce 

could identify those consumers who are most likely to buy online, they could focus their 

marketing efforts on the right target. One approach to improve performance in this regard comes 

from the diffusion of innovations approach. Based on Diffusion of Innovations, encouraging 

online purchases among innovators should enhance the spread of the practice among later 

adopters, who wait to see how innovators react before adopting it themselves. In addition, by 

identifying the least innovative consumer, the online marketers might gain insight into the 

reasons why they hesitate to purchase online and develop strategies to modify their objections 

(Goldsmith 2001).  
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Furthermore, several studies were conducted to help online marketers for better 

understanding of their customers. For instance, the result of Huang’s study (1998) suggested that 

adopters of online shopping spent more time on the Internet in general. Respondents who are 

adopters of online shopping express a stronger interest in Internet use than non-adopters, and 

consider the Internet technology as being related to a higher degree of innovativeness than others. 

Besides, adopters of online shopping had more favorable perceptions of online shopping than 

non-adopters. Similarly, Donthu and Garcia (1999) conducted a telephone survey to gain insight 

to better understand the characteristics, motives, and attitudes of the Internet shopper. The result 

of their study revealed that the Internet shopper is innovative and more impulsive than the non-

Internet shopper. The Internet shopper also has a positive attitude toward direct marketing and 

advertising. Goldsmith (2002)’s study was found similar relationships between innovativeness 

and online consumer behavior consistent with other previous studies. In his research, a positive 

relationship between personal innovativeness and intent to shop online was found. His findings 

also imply that consumers, who are more innovative and adventuresome, want to try new types 

of technology. Correspondingly, in recent study conducted by Yang (2003), innovators reported 

greater online shopping behaviors, and more positive specific perceptions regarding an online 

store.  

However, compared to other alternative retailers, online sales volume still remains 

relatively low and only small portion of virtual stores are able to compete against others (Cox, 

2002) According to the Schiller’s report, three quarters of shop owners say the most important 

reason people do not shop online was a lack of trust with the Internet (Schiller, 2002). A survey 

of the Ipsos-Reid reported that 55% of non-Internet shoppers claimed that fear of online fraud 

including credit card information during transaction prevents them from shopping online 

(Pastore, 2001a). Statistical Research, Inc. (SRI) also found that most consumers dislike sharing 

or selling their personal information over the Internet due to the lack of the Internet security 

(Pastore, 2001b). Although some consumers have overcome these concerns, many shoppers still 

remain concerned about Internet fraud and other factors (Fuscaldo, 2003). 
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Privacy and Security 

 

 

As interactive technology has allowed people to use the Web for many different purposes 

and made it possible to increase online businesses and activities, marketers have found 

advantages in communicating with customers directly through the Web and in gathering 

information of consumers to use in the creating of individual consumer profiles for more defined 

targeting. According to the previous research, in many cases, consumers are aware that 

information about them is being collected. For instance, the Web site may request that users 

provide information to access that site, and consumers may give their permission to have the 

information collected or refuse to access the site requesting the information. Besides, users may 

not be as concerned about privacy or security when marketers obtain permission from them to 

collect and use information. Collecting data, particularly collecting consumer’s personal 

information, however, becomes to threaten consumers especially when those data release to third 

parties or when those data are collected and used without consumer’s consent or knowledge. 

McGraw III (1999) stated that although some people will use the Internet to read news, look for 

job opportunities, compare ticket prices and do research for their work, many still will not buy 

anything online primarily because of a lack of trust on retailer and privacy concerns. Further, the 

study by research firm NFO World Group noted that privacy concerns could have a negative 

impact on online shopping, and 49% of consumers surveyed stated that they will limit their 

online shopping because of such concerns as receiving Spam after purchasing a product, fear of 

identity theft, and the potential for credit-card information to be stolen (Catalogage.com, 2003). 

Some consumers are simply unwilling to trust e-retailers with their personal level information. 

Consequently, it is evident that privacy concerns are having an impact on e-commerce 

and this concern need to be addressed. Hoffman (1980) defined privacy in terms of three distinct 

rights: (1) the right of individuals to determine what information about themselves to share with 

others and to be assured that such information is properly protected against inappropriate use, (2) 

the right of individuals to know what is being collected about them and be protected against 

unfair, improper or excessive collection about them, and (3) the right of individuals to be assured 

of openness, forthrightness, and fairness in relations with any record keeping organization that 

maintains data about them.  
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In a study done by Udo (2001), privacy concerns were ranked the most important and 

over 70 percent of the respondents said that they would purchase products and services online if 

their concerns about abuse of their personal level information were eliminated. Similarly, 

Hanrick Associates conducted a nationwide survey aimed at understanding consumer attitudes 

toward online privacy in May 2001. In this survey, consumers showed dislikes in businesses’ 

share of data among different companies: 86% disagree or strongly disagree that “Web sites 

should be allowed to share information with other businesses or partners”. Besides, 39% of 

consumers indicated “lack of control over who gets the information” and 37% of consumers 

pointed to “unsolicited e-mail” as strong online privacy concerns (Han & Maclaurin, 2002). 

Further, in Ranganathan and Ganapathy’s study (2002), privacy is one of the biggest concerns 

consumers have while using the Web and they are unwilling to reveal personal information over 

the web, despite assurances given by online merchants. In their study, along with privacy 

concerns, consumers’ security concerns also one of the major obstacles influencing their online 

usage, particularly when purchasing products online. 

Bailey and Pearson (1983) defined the security concept as customer perceptions about the 

ability of an online store’s controlling and safeguard of transaction data from misappropriation or 

unauthorized alteration. In Korgaonkar and Wolin’s study (1999), they similarly defined this 

concept as transaction-based security, which captured the concerns related to sharing financial 

information as well as fears of giving credit card information on the Web. Correspondingly, in 

this research, security is defined as “the extent to which a consumer believes that making 

payments online is secure” adopted from Vijayasarathy’s study (2004). 

Korgaonkar and Wolin (1999) found transaction-based security to be significantly 

correlated to shopping online. Security of transactions as an important consumer factor in 

purchasing products and services online was confirmed by Elliot and Fowell’s study (2000). 

They also found that consumers are concerned about disclosing their financial information 

mainly because most of online shopping sites do not provide detailed information on how 

transactions are secured. Further, Vijayasarathy reported (2004) that one of the major obstacles 

of on-line shopping has been the perception of poor security associated with payment methods, 

thus online shoppers are still cautious about transmitting credit card information over the Web. It 

implies that there could be more transactions on the Internet if consumer concerns about privacy 

and security could be successfully dealt with.  
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For e-commerce, therefore, it is crucial to resolve consumers’ privacy and security 

concerns in order to transform a potential consumer who hesitates to engage in electronic 

transaction to one who is willing to transact over the Web. This was well illustrated in a study by 

Luo (2002); building trust online is an alternative way to decrease privacy and security concerns 

on the Internet. In addition, McKnight, Choudhury and Kacmar (2002) maintain that trust allows 

consumers to overcome privacy and security risk perceptions, and to engage in sharing personal 

level information with the retailers and purchasing from their web sites. Besides, when making 

the decision to provide personal level information, consumers rely on their perceptions of 

retailer’s trustworthiness. (Belanger, Hiller & Smith, 2002). Furthermore, Lee and Turban (2001) 

noted that Internet shopping decisions involve trust not only between the Internet merchant and 

the consumer, but also between the consumer and the computer system through which 

transactions are executed. 

As one of the ways to communicate trustworthiness to the consumers, consultants 

frequently advise e-commerce Web designers to include stated and authenticated policies of 

security and privacy. According to Pastore (2001b), 60% of consumers surveyed indicate that 

statements of privacy policy on Web sites made them feel more confident that the business 

would not misuse their personal level information. However, the FTC conducted a survey in 

1998 of 1,400 Web sites that are likely to be of interest to consumers to find out how many had 

privacy statements. It found that 92 % of sites collect some kind of personal information, and 

only 14% of them provide any type of notice as to what they will do with the information 

(Cattapan, 2000). Subsequently, Shay (2001) reported that even though 90% of the most heavily 

trafficked commercial sites have privacy policies, only 20% meet all the Federal Trade 

Commission’s standards for fair information practice, according to a recent FTC study. Further, 

privacy policies are not legally binding, so just because a site says it is not going to tell anyone 

about consumers’ personal information, it does not mean it cannot. 

 

 

Spy Software 
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Marketers have used a variety of methods to gather consumers’ personal level 

information, and Internet cookies, adware and spyware are new forms of software and devices 

that threaten consumers’ privacy and security. Researches have reported that consumers’ concern 

about privacy and security has increased, and become major barrier preventing consumers from 

engaging in online transactions. However, many Internet users are not even aware of marketers’ 

collecting practices and not many studies have investigated how well consumers are aware of 

marketers’ collecting practices. According to one study conducted in 1997, 72% of online users 

surveyed have never heard of cookies (Bruner, 1997). Consistently, another study reported that 

as privacy concern increased, cookie awareness decreased (Warrington, 2000). However, these 

results might not be surprising since Internet cookies are saved to users’ hard drive without their 

consent or knowledge.  

Peter and Sikorski (1997) offer a clear definition of a cookie; “Cookies are small data 

structures sent from a Web server to your browser and saved on your hard drive in a text file. 

They are nothing more than a string of characters (letters and numbers) that store certain pieces 

of information about you”. Cookies are placed on users’ hard drive after visiting an Internet 

website without users’ consent to the placement. The cookie file store the information about the 

website users related to browser usage such as demographic information, Website passwords, or 

other information filled out in a form. There are myths about Internet cookies describing them as 

programs that can scan the users’ hard drive and gather information about users. However, a 

cookie is a short piece of data sent from a web server to a web user when that user visits the 

server’s site. When a user accesses a website with a cookie function for the first time, a cookie is 

sent from server to the browser and stored with the browser in the computer that users are using. 

With additional information about the user, the cookie is sent back to the server. Later, when the 

user accesses the web pages of the same server with the same browser from the same computer, 

that user will always be recognized because of the matching cookie. In this way, the server 

knows that the user has visited before (Peng & Cisna, 2000).  

 There are two different types of cookies used by a web server: temporary cookies and 

permanent cookies. Temporary cookie files are never stored on the user’s hard drive and they last 

until the user visit another site or quit the browser. Permanent cookie files sometimes called 

persistent cookies are stored on the user’s hard drive. Permanent cookies keep the information 

from the user’s previous visit. Thus, they can be used to track a user’s browsing habits by 
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identifying the user whenever he or she returns to the site. Most permanent cookies have an 

expiration date and are stored on the user’s hard drive until that date (U.S. Department of Energy 

Computer Incident Advisory Capability, 1998). 

 Cookie files have been issued because of the contradictory implications for consumer 

privacy and security.  From a positive point of view, cookie files can make shopping more 

convenient and personal. Cookie files memorize customers’ personal information, reduce the 

number of clicks and allow users to skip filling out same information on each purchase or visit to 

the same site (Nelson, n.d.). Cookies are also useful to retailers, allowing them to collect 

consumer data and build their own databases for customer management (Peng & Cisna, 2000).  

From a negative point of view, however, cookies are basically placed anonymously without the 

users consent, and the information from the cookie was transmitted to the website, again without 

the users’ knowledge (Eichelberger, 1998). Besides, if users provide personal information while 

registering at a certain site and that site save it to cookie; the user’s information can be traced 

through the cookie. Pop-up advertising also uses cookies stored in a consumer’s hard drive and 

sets an ad to pop up when the user enters the Web site. Pop-up ads can be extremely annoying 

when users are not able to close them. Such ads definitely invade consumers’ privacy, since they 

do not let users close the window at their own will. Eichelberger (1998) also pointed out that, 

when the browser indicates a cookie to the user, the browser only provides the information that is 

usually limited to the expiration date and the value of the cookie. Thus, the user can rarely 

interpret the purpose of a particular cookie. Moreover, the bad reputation of cookies was 

accelerated when advertisers began using them across sites in a hidden and unscrupulous way 

(Shay, 2001). For instance, not every piece of a web page comes from the same Internet host. 

Images, particularly ad banners, are often delivered by a different company entirely, and 

browsers allow these third party servers to set and read cookies. The most well-known supplier 

of third-party cookies is DoubleClick. DoubleClick, an advertising network on the Internet, 

serves up ads for a vast number of sites, over 2900 websites. The company uses this to its 

advantage by sending cookies along with its ads, and using these cookies to track and log user 

activity not only within a given site but also across all sites that run DoubleClick ads. In other 

words, DoubleClick is able to access and gather information about consumers who have never 

even been to the DoubleClick website, but who have visited a website that contains a 

DoubleClick banner advertisement.  
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 In addition to tracking consumers’ information, there are still many myths surrounding 

cookies and what they are capable of doing: they search the hard drive for files, they change the 

default home page to a different page, they destroy the hard drive, they change default search 

engine or other settings, and etc. Generally, the function of cookie files is to facilitate the use of 

the website visited. However, adware does more than simply facilitate the use of a website. 

Adware will act independently from the computer user, sometimes communicating information 

about the user’s actions without the consent or knowledge of the user. If the users believe that 

those are what cookies are capable of doing, it is their false impression. Thus, adware should be 

distinguished from cookies, and those misconceptions can be explained by understanding of 

what spyware or adware are capable of doing.  

 

Adware is defined as follow (Computerhope.com): 

Adware is also known as sneakware or spyware. It is a type of software program that is 

installed without a users consent or knowledge while another program is being installed on 

the computer. Adware program is used to track an individuals Internet activities and habits to 

help companies advertise more efficiently.  

 

Many Users actually consent to the installation of such applications when clicking “I 

agree” or “I accept” during the installation process for file-sharing software applications (i.e. 

KaZaa). The difference between adware and spyware is not clearly defined. However, in some 

respects, a key difference between adware and spyware is not the functions that the software 

carried out but rather the manner in which notification is provided to the users regarding the 

applications and the user’s consent to the installation and operation of such applications, 

including the ability to remove them if desired (Urbach & Kibel, 2004). 

Spyware is defined this way: It is also called adware. It is any software that covertly 

gathers user information through the user’s Internet connection without user’s consent or 

knowledge, usually for advertising purposes (Computerhope.com). Spyware applications are 

often installed when users downloaded freeware or shareware programs from the Internet 

because it is typically bundled with consent hidden deep within a lengthy and unrelated user 

license agreement, which states the snooping software, is being installed (Urbach & Kibel, 2004). 

Once installed, the spyware monitors user activity on the Internet and transmits that information 
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to someone else. Spyware also gather information about email addresses, web surfing habits, 

passwords, financial data, credit card numbers and other personal information (Hulme, 2004). 

Besides, as spyware exists as independent executable programs, they are capable of monitoring 

keystrokes, scanning files on the hard drive, snooping other applications, installing other 

spyware programs, reading cookies, changing the default home page on the Web browser, and 

consistently relaying information back to the spyware author who will either use it for 

advertising/marketing purposes or sell the information to other parties (Computerhope.com). 

Some spyware program often crashed, causing Windows to constantly display error messages 

about going down. This new breed of spyware is combining the tricks of virus writers and 

spammers (Gomes, 2004). Malware, also known as scumware, is a type of adware program that 

has been intestinally designed to change users settings without their consent, knowledge or 

permission, delete a competing software program, cause a competing software program to stop 

working, and/or leave a computer open to attacks (Computerhope.com). In this study, the adware, 

spyware or malware will be collectively used as adware.  

Braun (1997) surveyed members of the International Advertising Bureau in regards to their 

views of Internet cookies. Most, 80% felt that the Internet cookie is a useful tool for collecting 

and analyzing data in order to build more detailed consumer profiles. According to Volkmer 

(2004), there is a growing awareness of the significance of adware among corporate website 

owners. According to the Internet research firm Cyveillance, more than 25% of top Web sites 

use some kind of in-your-face marketing tactics, described as what adware, or spyware is capable 

of doing in the current study: browser’s home page is suddenly changed, a toolbar that he or she 

does not remember asking for is installed, or system tray is crowded with mystery applications 

(Spring, 2002). Further, advertising on Web sites is being replaced by advertisements generated 

from adware since adware can be a useful tool for the transmittal of privacy information of 

consumers. This, obviously, is the marketer’s perception of those spying software such as cookie, 

adware or spyware. However, users who accept adware solicitations really do not understand the 

extent to which the user’s personal or web surfing information is being distributed to third parties. 

Users are not only fully informed of the nature or extent that online companies can collect 

information about users, but not aware that spying software is put on users’ hard drive since it is 

saved without their consent or knowledge as well. In the current study, the term “spy software” 

will represent these software and devices including cookies, adware and spyware, which might 
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be a useful tool for marketers when collecting consumers’ information, but a threatening tool for 

consumers regarding privacy and security. Therefore, following research questions are proposed: 

 

 

Research Questions 

 

 

RQ1: What is the consumers’ level of awareness of spy software? 

RQ2: How are online shoppers’ concerns regarding privacy and security related to their 

awareness of spy software? 

RQ3: How are innovativeness characteristics including domain specific innovativeness, general 

innovativeness, and risk-taking propensity related to online users’ concerns such as privacy 

and security concern? 

RQ4: How do innovativeness characteristics explain the level of awareness of spy software? 

RQ5: How are the behavioral characteristics of online shoppers related to the level of awareness 

of spy software? 

RQ6: How are personal values used to build online consumers’ profile in terms of awareness of 

spy software, innovativeness characteristics, and concerns? 
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Figure 2.1 
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CHAPTER III 

 

 

METHODOLOGY 

 

 

 As U.S. College students represent one of the most connected demographic groups, and 

are voracious consumers with lots of free time and disposable income, they represent one of the 

most active groups on the Internet. The sample in the current study was a convenience sample 

and respondents were drawn from the communication courses in the large South East University. 

Human subject approval was secured for use of the sample under consideration from the Human 

Subject Review Committee before the data collection process. Some of the instructors offered an 

extra credit for participating in the study and both online survey and paper survey were 

conducted. Due to the nature of the online survey, online survey participants were not able to 

skip any questions and must answer the all the questions to complete the survey. They were 

surveyed regarding their frequencies of the Internet use, their frequencies of online shopping and 

other online purchasing behaviors. The questions regarding their innovativeness, personal values, 

concerns were also asked. To qualify for participation in the study, respondents was required to 

be at least 18 years of age, use the Internet at least one hour a week and have an online shopping 

experience. Totally there are 435 subjects participating in the survey. However, due to the 

purpose of this study, non-Internet users were excluded, as their lack of knowledge would 

seriously skew the results of the study. Since non-Internet users were not influenced by the spy 

software, there was no need to include them in the current study because. Thus, only 420 

respondents were used for further analysis. 
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Survey Questionnaire  

 
 

Awareness: Awareness of the spy software was asked with three point category scales, 

which were allowed the respondent to choose among the following categories: very aware, 

somewhat aware, and not aware at all. The researcher found it is necessary to not only measure 

awareness of the spy software, but also measure awareness of capability of the spy software. It 

was possible that the respondent could have had some level of awareness of the spy software, yet 

had limited understanding of what the spy software is able to do. For that reason, the awareness 

of capability of the spy software was asked with three point category scales mentioned above. 

The question format was adopted from Warrington’s study (2000), and similar to that identified 

by Zikmund as a measure of awareness.  

 

Understanding: According to the previous research conducted by Warrington (2000), it 

was necessary to not only measure awareness of the spy software as a concept, but also measure 

the respondents’ level of understanding of the spy software. It was possible that the respondent 

could have had some level of awareness of the spy software, but had limited understanding of the 

issues surrounding the topic. For that reason, the researcher determined if the respondent was 

able to pick the correct definition of the spy software among a group of possible answers. It was 

also mentioned in Warrington’s study (2000) that the respondents could feel socially pressured to 

indicate they had a higher level of awareness than in actuality.  In order to test the respondent 

understands of the topic, respondents had to identify the best definition of the spy software 

among several statements. Then, the researcher collapsed the categories based on correct and 

incorrect responses.  

 

Perception: Questions about perceptions determined participants’ overall feelings 

regarding the use of the spy software. According to the previous study, the most marketers they 

surveyed reported that Internet cookies were a useful tool for collecting and analyzing data in 

order to build more detailed consumer files Braun (1997). This, obviously, is the marketer’s 

perception of Internet cookies. Since, this study seek to determine the consumer side perception 

of the spy software, the researcher found it appropriate to test the participant’s perceptions of the 

spy software use on the Internet along with measuring the level of awareness and understanding 
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of issues surrounding the topic. These categorical questions include choices of “I don’t mind 

their use,” “I would prefer that companies not use them,” and “I don’t know.”  Further, questions 

regarding how consumers felt regarding the characteristics of the spy software were asked. These 

questions were five-point scale measured perceptions with categories ranging from “Very 

positive” to “Very Negative”, with a neutral position.   

 

Privacy and Security: In order to measure the respondent’s privacy and security 

concerns, the statements regarding privacy and security concerns online were provided. Some 

examples of items about privacy and security concerns are “I dislike the fact that marketers are 

able to find out personal information of on-line shoppers”, “I dislike the fact that my privacy is 

compromised when I use the Internet”, I am uncomfortable giving my credit card number on the 

Web”, and “Using credit cards to make purchases on the Internet is safe”. These statements were 

constructed by five-point scale ranging from “Strongly Disagree” to “Strongly Agree”.   

 

Innovativeness: To test the level of innovativeness, both open-processing innovativeness 

and domain specific innovativeness will be measured in the current research. Hurt et al., (1977) 

developed the Open processing innovativeness scale as a reliable and valid scale for measuring 

the degree to which an individual is comparatively earlier in adopting an innovation in relation to 

others in the social system. This scale composed of 12 positively and 8 negatively phrased items 

presented in a seven-point Likert-type response format. This scale is modified as five five-Point 

Likert-type scale items anchored with “strongly disagree” and “strongly agree”. Some examples 

of items from the open-processing innovativeness are, “I enjoy trying out new ideas”, and “I am 

receptive to new ideas”.  

Domain specific innovativeness will be measured using Goldsmith and Hofacker’s 

(1991) six-item scale. Citrin et al. (2000) modified the scale for the Web, and the researcher used 

their adoption in the current study. Also, the scale was originally a seven-point Likert-type scale, 

and items were anchored with “Strongly Disagree” and “Strongly Agree”, but five five-point 

Likert-type scale items was used in this study. Some examples of items from the domain specific 

innovativeness are “I know about new retail Web sites before most other people in my circle do” 

and “I will visit a new company’s Web site even if I have not heard of it before”. 
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Risk-taking behavior: An existing scale was used for risk-taking. In order to measure 

the risk-taking behavior, the five items were adapted from Raju (1980). Risk-taking scale had a 

reliability of .87.  The scale is anchored by “Strongly Disagree = 1” and “Strongly Agree = 5”. 

Sample items are “I am cautious in buying products from a new/different website I have never 

heard of” and “When I shop online; I would rather stick to the website I usually visit than try 

new/different website I am not very sure of.” Since innovators are more likely to have more risk-

taking propensity, in the current study, the risk-taking behavior will be treated as a part of 

innovativeness characteristics.  

 

Personal Values: Values were adopted from the List of Value (LOV) scale, originally 

consisting of nine items, namely, a sense of belonging, excitement, fun and enjoyment of life, 

warm relationships with others, self-fulfillment, being well-respected, a sense of accomplishment, 

security, and self-respect (Kahle, 1983). Kahle (1983) categorized these nine items comprising 

the scale into internet (personal) and external (collective) locus of control. The values rated 

highly by American Students were internal personal values, and reliability alphas of .74 were 

obtained by Shao (2002). In the current study, only five internal personal values were adopted 

and the items were measured with reference to a five-point Likert-type scale (1=least important 

to me, 5=most important to me). 

 

Behavioral Variables: Respondents were asked to specify the length of time as an 

Internet user, the approximate amount of time they spend on the Internet per week, and the 

approximate amount of money they spend when shopping online in the last six-month. 

Respondents were also asked if they have purchased or downloaded software program to protect 

their privacy or security from the spy software, and the numbers of measures they have taken per 

month to protect their privacy or security from spy software. In addition, they were asked how 

long ago they have purchased the first product online, and their willingness of shopping online.  

 

Demographic Variables: Respondents were asked to indicate their gender, age, and year 

in school. They were also asked to specify their household income and their disposable income.  
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CHAPTER IV 

 

 

RESULTS  

 

 

Of the 420 respondents, 66.4% were female and 33.6 % were male and average number 

of years respondents have used the Internet was about 4 years. The respondents consisted of 

7.9% of freshmen, 20.9% of sophomores, 26% of juniors, 31% of seniors, and 15.2% of 

Graduate students. It has been more than six months since the majority of the respondents have 

purchased their first item on the Web (75.2%), and nearly 54% of the respondents indicated that 

they have spent $51 - $400 making online purchases in the last six-month. In examining hours 

using the Internet, average number of hours respondents spent on browsing the Internet per week 

was 18 hours.  

 

 

Examining Research Questions 

 

 

RQ1: What is the consumers’ level of awareness of spy software? 

 

To answer RQ1, the researcher not only measured online users’ awareness of spy 

software, but also measured their awareness of the capabilities of spy software. As it was 

possible that the respondent could have had some level of awareness of the spy software, but had 

limited understanding of the issues surrounding it, the researcher examined whether the 

respondent was able to pick the correct definition of the spy software among a group of possible 

answers. Besides, online shoppers were asked about their perceptions of how marketers use spy 
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software and their perceptions of characteristics about spy software for a better explanation of 

the level of awareness. They were summarized in Table 1-1 and Table 1-2.  

 

 

Table 1.1 
Frequency Distribution on Awareness, Understanding, Overall Perceptions of Spy Software 

Variable Name Category Frequency Percent 
(%) 

Recognition of Cookies 1.00  Not aware at all 61 14.5
2.00 80 19.0     (How aware are you of Internet     

cookie files?) 3.00  101 24.0
 4.00 93 22.1
 5.00  Very aware 85 20.2

    

Recognition of Adware 1.00  Not aware at all 72 17.1
2.00 61 14.5     (How aware are you of Internet  

adware?) 3.00  94 22.4
 4.00 87 20.7
 5.00  Very aware 106 25.2

    

Recognition of Adware Capability 1.00  Not aware at all 112 26.7
2.00 96 22.9     (How aware are you of what 

adware is capable of doing?) 3.00   83 19.8
 4.00 68 16.2
 5.00  Very aware 61 14.5

    

Understanding of Cookies 1.00  Incorrect definition 182 43.3
     (Please check the statement that 

best defines cookies.) 
2.00  Correct definition 238 56.7

    

Understanding of Adware 1.00  Incorrect definition 187 44.5
     (Please check the statement that 

best defines adware.) 
2.00 Correct definition 233 55.5

    

Overall Perception of Cookies 1.00  Don’t mind use 42 10.0
2.00  Prefer not to use  236 56.2     (What is your overall perception of 

Internet cookies?) 3.00  I do not know 142 33.8
    

Overall Perception of Adware 1.00  Don’t mind use 13 3.1
2.00  Prefer not to use  278 66.2     (What is your overall perception of 

Internet adware?) 3.00  I do not know 129 30.7
   

Total number of respondents  420 100%
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Table 1.2  
Frequency Distribution on Perceptions of the Spy Software Characteristics 

Variable Name Category Frequency Percent (%) 

1.00  Very negative 112 26.7
2.00 96 22.9
3.00   118 28.1
4.00 75 17.9

Perception of knowing cookies left in 
the hard drive for making it easier 
to do online shopping 

5.00  Very positive 19 4.5
    

1.00  Very negative 196 46.7
2.00 130 31.0
3.00   62 14.8
4.00 26 6.2

Perception of knowing cookies left in 
the hard drive for marketing 
purposes 

5.00  Very positive 6 1.4
    

1.00  Very negative 369 87.9
2.00 36 8.6
3.00   13 3.1
4.00 2 .5

Perception of knowing cookies left in 
the hard drive for setting an 
advertisement to pop up  

5.00  Very positive 0 0
    

1.00  Very negative 317 75.5
2.00 79 18.8
3.00   23 5.5
4.00 1 .2

Perception of knowing adware left in 
the hard drive for tracking purpose 

5.00  Very positive 0 0
    

1.00  Very negative 349 83.1
2.00 50 11.9
3.00   16 3.8
4.00 5 1.2

Perception of knowing adware left in 
the hard drive for monitoring 
keystrokes, scanning files on the 
hard drive, snooping other 
applications  5.00  Very positive 0 0

    

1.00  Very negative 332 79.0
2.00 60 14.3
3.00   25 6.0
4.00 2 .5

Perception of knowing adware left in 
the hard drive to relay your 
information back for marketing 
purposes 

5.00  Very positive 1 .2
    

1.00  Very negative 355 84.5
2.00 41 9.8
3.00   20 4.8
4.00 2 .5

Perception of knowing adware left in 
the hard drive to change the 
default home page on the Web 
browser and hard to get rid of 

5.00  Very positive 2 .5
    

Total number of respondents  420 100%
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 Of the respondents, 20.2% (N = 420) indicated that they are very aware of Internet 

cookies and 25.2% of respondents had a high level of recognition of adware (very aware 25.2%). 

As mentioned earlier in this study, the respondents could feel socially pressured to indicate they 

had a higher level of awareness than in reality. Likewise, the respondents had a lower level of 

recognition of adware capabilities (Very aware 14.5%) compared to the level of recognition of 

spy software. Almost 57% of the respondents (N = 420) chose the correct definition of cookies 

and almost 56% of them chose the correct definition of adware.  Additionally, more than half of 

the respondents indicated that they prefer marketers not to use cookies (56.2%) and adware 

(66.2%).  

 In order to have a better understanding of the respondents’ awareness of spy software, 

their perceptions of spy software characteristics were further asked. Three questions about their 

perceptions of cookie characteristics and four questions about their perceptions of adware 

characteristics were asked. The majority of the respondents indicated that they had negative 

perceptions of cookies. Almost 27% of the respondents (26.7% very negative) represented a 

negative perception in the first characteristic of Internet cookies, and nearly 47% (46.7% very 

negative) showed a negative perception in the second characteristic of Internet cookies.  In the 

third characteristic of Internet cookies, nearly 88% (87.9% very negative) pointed out their 

negative perception.  

 Four questions were asked about the respondents’ perceptions of adware characteristics 

and the majority of respondents reported their negative perceptions of adware characteristics 

(75.5% very negative) in the first question of adware characteristics. In terms of the second 

question concerning adware characteristics, about 83% of the respondents (83.1% very negative) 

indicated a negative perception and 79% reported a negative perception in the third question 

about perceptions of adware characteristics.  In the last question regarding their perceptions of 

adware characteristics, almost 85% (84.5% very negative) showed their negative perceptions. 

 

RQ2: How are online shoppers’ concerns regarding privacy and security related to their 

awareness of spy software? 

 

In order to answer RQ2, a factor analysis was employed for creating indexes regarding 

privacy concerns and security concerns. They are summarized in Table 2-1.  
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Table 2.1 
Factor Analysis Results of Security and Privacy Concerns 

Component  

  1 2 

Factor 1: Security Concern (α = .78)  

I am uncomfortable giving my credit card number on the Web .816

In general, making payments on the Internet is secure (Reverse). .755  

I am worried about the security of financial transactions on the Web. .717  

I am concerned over the safety of my financial information on the Web. .657  

Factor 2: Privacy Concern (α = .70)   

I detest the fact that the Web is becoming a haven for electronic junk mail.  .726

I dislike the fact that marketers are able to find out personal information of on-line 
shoppers. 

 .702

I wish I had more control over unwanted messages sent to me by businesses when 
I use the Web. 

 .701

I detest the fact that My privacy is compromised when I use the Internet.  .665

Note: A principal component analysis, with a varimax rotation, eigenvalues of 1 or higher, and a 60/40 criterion 
were used for the present factor solution. The related factors explained 56.83% of the total variance after varimax 
rotation. The first factor (Security concern) had an eigenvalue of 3.86 and explained 28.57% of variance, and the 
second factor (Privacy concern) had an eigenvalue of 1.26 and account for 28.26% of the variance. 

 

 

The factor analysis provided a basis for creating a new set of indices (e.g. privacy 

concern, and security concern) that incorporate the character and nature of original variables in a 

much smaller number of variables (Hair, Anderson, Tatham, & Black, 1998). After running 

factor analysis, all of the variables loading highly on a factor are combined, and the average 

score of the variables is used as replacement variable.  

For further analysis, an awareness index was also created. To create the awareness index 

the variables asking the recognition of cookies and adware were scored 1 to 5 and the variables 

asking for the correct definition were scored 0 and 1. Then, each recognition variable was 

multiplied by each definition variable, and computed. Subsequently, to explain how online 

shoppers’ concerns regarding privacy and security are related to their awareness of the spy 

software, simple regression analysis was employed to verify the effects of the level of awareness 
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of the spy software on the privacy and security concerns. The result was summarized in Table 

2.2. 

 

 

Table 2.2 
Results of Simple Regression Analyses Using Awareness of Spy Software to predict Privacy and 
Security Concerns. 

Predictors: Awareness of Spy Software  R
2
 F Standardized 

Coefficient (β) 

t  

Privacy Concerns .000 .021 -.007 -.146 

     Awareness of Spy Software     

Security Concerns .020 8.326** -.140 -2.885** 

     Awareness of Spy Software     

N=420, * Significant at the 0.05 level. ** Significant at the 0.01 level.  ***Significant at the 0.001 level 

 

 

The level of awareness of spy software was significantly negatively associated with the 

respondents’ security concerns (β = -.140, p < 0.01). A coefficient of 0.020 indicated that this 

alone explained approximately two percent of the variance (F (1, 418) = 8.326, p <0.01). Given 

the low R2, it is clear that other types of intervening variables need to be examined in order to 

completely understand the respondents’ level of awareness of spy software. 

 

RQ3: How are innovativeness characteristics including domain specific innovativeness, 

general innovativeness, and risk-taking propensity related to online users’ concerns 

such as privacy and security concern? 

 

In order to explain the relationship between innovativeness characteristics and online 

users’ concerns, a factor analysis for creating indexes was performed and the result of the factor 

analysis is summarized in Table 3.1.  
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Table3.1 
Factor Analysis Results of Innovativeness and Risk-taking Propensity 

Component   
  1 2 3 

Factor 1: General Innovativeness (α = .79)    

     I enjoy trying out new ideas. .789 

     I am receptive to new ideas. .739   

     I seek out new ways to do things .668   

Factor 2: Domain Specific Innovativeness (α = .69)    

     In general, I am the last in my circle of friends to know of any new retail 
Web sites (Reverse). 

  .828  

     I know about new retail Web sites before most other people in my circle 
do. 

  .699  

     Compared to my friends, I seek out relatively little information over the 
Web (Reverse). 

  .639  

Factor 3: Risk-taking (α = .69)     

     When I shop online, I find it safer to buy products from the website I am 
familiar with (Reverse). 

   .790

     When I shop online, I would rather stick to the website I usually visit than 
try new/different website I am not very sure of (Reverse). 

   .751

     When I shop online, I prefer to visit the retail site I have visited before 
(Reverse). 

   .688

     I am cautious in buying products from a new/different website I have 
never heard of (Reverse). 

   .601

Note: A principal component analysis, with a varimax rotation, eigenvalues of 1 or higher, and a 60/40 criterion 
were used for the present factor solution. The related factors explained 47.50% of the total variance after varimax 
rotation. The first factor (General innovativeness) had an eigenvalue of 3.67 and explained 18.37% of variance, the 
second factor (Domain specific innovativeness) had an eigenvalue of 2.29 and account for 14.73% of the variance, 
and the third factor (Risk-taking propensity) had an eigenvalue of 1.56 and account for 14.40% of the variance. 

 

 

Subsequently, multiple regressions were used to indicate if there are any direct effects of 

innovativeness characteristics on online shoppers’ privacy and security concerns. The results of 

multiple regression analyses were summarized in Table 3.2. 
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Table3.2 
Results of Multiple Regression Analyses Using Innovativeness Characteristics to Predict Privacy 
and Security Concerns. 

Predictors: Innovativeness 

Characteristics 

R
2
 F Standardized 

Coefficient (β) 

t 

Privacy Concerns .085 12.901***   

     General Innovativeness   -.022 -.442 
     Domain-Specific Innovativeness 
     (Online Shopping)  

  -.46 -.940 

     Risk-Taking Propensity   -.287 -6.111***

Security Concerns .072 10.704***   

     General Innovativeness   -.105 -2.127* 

     Domain-Specific Innovativeness 
     (Online Shopping) 

  -.168 -3.392** 

     Risk-Taking Propensity   -.153 -3.243** 
N=420, * Significant at the 0.05 level. ** Significant at the 0.01 level.  ***Significant at the 0.001 level 

 

 

Risk taking propensity had a statistically significant and negative effect on online 

shoppers’ privacy concerns (β = -.287, p < 0.001). The square of the correlation coefficient (R2) 

for this model was .085, which indicated that 8.5 percent of the variation in the dependent 

variable was significantly explained by the predictor variables used in this model (F(3, 416) = 

12.901, p < 0.001). A negative significant relationship between the general innovativeness scale 

and online shoppers’ security concerns was found (β = -.105, p < 0.05) and the domain specific 

innovativeness scale affects negatively their security concerns as well (β = -.168, p < 0.01). 

Lastly, a negative relationship exists between the risk-taking propensity scale and their security 

concerns (β = -.153, p < 0.01).  In terms of online shoppers’ security concerns, the overall model 

was significant and a coefficient of determination of 0.072 indicated that 7.2 percent of variance 

in attitude was explained by the variables used in the model (F (3, 416) = 10.704, p < 0.001). 

  

RQ4: How do innovativeness characteristics explain the level of awareness of spy software? 

 

 To answer RQ4, a multiple regression was conducted to confirm if there is any direct 

effect of the innovativeness characteristics on online shoppers’ level of awareness of the spy 

software. The result of the multiple regression analysis is presented in Table 4.1. 
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Table 4.1 
Results of Multiple Regression Analyses Using Innovativeness Characteristics to Predict the 
Level of Awareness of Spy Software. 

Predictors: Innovativeness Characteristics R
2
 F

 
 Standardized 

Coefficient (β) 

t 

Awareness of Spy Software .053 7.715***   
     General Innovativeness   .038 .756 
     Domain-Specific Innovativeness 
     (Online Shopping) 

  .209 4.187*** 

     Risk-Taking Propensity   -.055 -1.149 
N=420, ***Significant at the 0.001 level 

 

 

The domain specific innovativeness index had a significant influence on the predictive 

value, online shoppers’ level of awareness of spy software (β = .209, p < 0.001). A coefficient of 

determination of 0.053 indicated that 5.3 percent of variance in attitude was significantly 

explained by the variables used in the model (F (3, 416) = 7.715, p < 0.001), but the F values 

obtained from the regression analysis showed that innovativeness characteristics were weak 

predictors of level of awareness of spy software.  

 

RQ5: How are the behavioral characteristics of online shoppers related to the level of 

awareness of spy software? 

 

In order to explain RQ5, a multiple regression was used to examine whether the 

independent variables were predictors of Internet shoppers’ level of awareness of spy software. 

The following variables were selected as behavioral characteristics: How long have you used the 

Internet? (Years of Internet use), How many hours per week do you spend time online in 

general? (Hours of Internet use), and How long ago was it since you have purchased the first 

item on the Web? (First time when purchasing the product online). The result of a multiple 

regression is summarized in Table 5.1.  
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Table 5.1 
Results of a Multiple Regression Analysis Using Behavioral Characteristics to Predict the Level 
of Awareness of Spy Software. 

Predictors: Behavioral Characteristics R
2
 F

 
 Standardized 

Coefficient (β) 

t
 
 

Awareness of Spy Software .068 10.173***   
     Years of Internet use   .071 1.479 
     Hours of Internet use per week   .105 2.162* 

     First time of purchasing the product 
online 

  .199 4.119*** 

N=420, * Significant at the 0.05 level. ** Significant at the 0.01 level.  ***Significant at the 0.001 level 

 

 

A positive significant relationship between the respondents’ awareness of spy software 

and hours of their Internet usage per week was found (β = .105, p < 0.05) and a positive 

relationship also existed between the respondents’ awareness of spy software and the first time of 

purchasing the product online variable (β = .199, p < 0.001). The square of the correlation 

coefficient (R2) for this model was .068, which indicated that nearly seven percent of the 

variation in the dependent variable was explained by the three predictor variables presented in 

Table 5 (F (3, 416) = 10.173, p < 0.001). Given the low R2, it is clear that other types of 

intervening variables need to be examined in order to completely understand the respondents’ 

level of awareness of spy software. 

 

RQ6: How are personal values used to build online consumers’ profile in terms of 

awareness of spy software, innovativeness characteristics, and concerns? 

 

In order to answer the research question 6, a multiple regression was employed to examine 

how personal values explain the level of awareness of spy software. The result of a multiple 

regression was presented in Table 6.1.  
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Table 6.1 
Results of a Multiple Regression Analysis Using Personal Values to Predict the Level of 
Awareness of Spy Software. 

Predictors: Personal values R
2
 F Standardized 

Coefficient (β) 

t 

Awareness of Spy Software .020 1.726   
     Fun and enjoyment   -.046 -.934 
     Self-fulfillment   .013 .226 
     Self-respect   -.043 -.761 
     Sense of accomplishment   .136 2.614** 

     Warm relationships with others   -.035 -.689 
N=420, ** Significant at the 0.01 level.   

 

 

Of personal values, a sense of accomplishment was positively related to the level of 

awareness of spy software (β = .136, p < 0.01), but overall model was not significant (F (5, 414) 

= 1.726, p < 0.05). Subsequently, multiple regression analyses were used to examine whether the 

independent variables, personal values influence on Internet shoppers’ innovativeness 

characteristics including general innovativeness, domain-specific innovativeness, and risk-taking 

propensity. The results of multiple regression analyses are summarized in Table 6.2. 

 

 

Table 6.2 
Results of Multiple Regression Analyses Using Personal Values to Predict Innovativeness 
Characteristics. 

Predictors: Personal values R
2
 F Standardized 

Coefficient (β) 

t 

General Innovativeness .048 4.119**   
     Fun and enjoyment   .108 2.227* 

     Self-fulfillment   .083 1.499 
     Self-respect   .086 1.566 
     Sense of accomplishment   .061 1.187 
     Warm relationships with others   -.134 -2.684** 

          

Domain-Specific Innovativeness 

(Online Shopping) 

.354 45.365***   

     Fun and enjoyment   .038 .960 
     Self-fulfillment   -.017 -.365 
     Self-respect   .079 1.737 
     Sense of accomplishment        .554 13.157*** 

     Warm relationships with others        -.213 -5.132*** 
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Table 6-2 – continued. 
 

Risk-taking Propensity .155 15.172***   
     Fun and enjoyment   .371 8.128*** 

     Self-fulfillment   -.104 -1.997* 

     Self-respect   -.052 -.995 
     Sense of accomplishment   .006 .130 
     Warm relationships with others   -.069 -1.447 
N=420, * Significant at the 0.05 level. ** Significant at the 0.01 level.  ***Significant at the 0.001 level 

 

 

Of personal values, fun and enjoyment value was positively related to general 

innovativeness (β = .108, p < 0.05) and warm relationships with others value was negatively 

related to general innovativeness (β = -.134, p < 0.01). A coefficient of determination of 0.048 

indicated that nearly five percent of variance was significantly explained by the variables used in 

the model (F (5, 414) = 4.199, p < 0.01). A significantly positive relationship between a sense of 

accomplishment value and domain specific innovativeness was found (β = .554, p < 0.001). 

Warm relationships with others value had a significantly negative relationship with domain 

specific innovativeness (β = -.213, p < 0.001). The square of the correlation coefficient (R2) for 

this model was .354, which indicated that 35.4 percent of the variation in the dependent variable 

was significantly explained by the predictor variables presented in Table 6-2 (F (5, 414) = 45.365, 

p < 0.001). Fun and enjoyment variable was positively related to risk-taking propensity (β = .371, 

p < 0.001) and self-fulfillment variable was negatively related to risk-taking propensity (β = -

.104, p < 0.05). A coefficient of determination of 0.155 indicated that nearly 16 percent of 

variance was significantly explained by the variables used in this equation (F (5, 414) = 15.172, 

p < 0.001). Lastly, multiple regression analyses are used to examine the relationship between 

personal values and the consumer’s concerns.  

 

 

Table 6.3 
Results of Multiple Regression Analyses Using Personal Values to Predict Privacy and Security 
Concerns. 

Predictors: Personal values R
2
 F

 
 Standardized 

Coefficient (β) 

t 

Privacy Concerns .028 2.414*   
     Fun and enjoyment   -.138 -2.810** 
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Table 6.3 – continued. 

 
     Self-fulfillment   .050 .890 
     Self-respect   -.014 -.248 
     Sense of accomplishment   .048 .922 
     Warm relationships with others   .080 1.537 
     
Security Concerns .030 2.523*   
     Fun and enjoyment      -.129 -2.636** 

     Self-fulfillment   -.004 -.076 
     Self-respect   -.059 -1.054 
     Sense of accomplishment   -.055 -1.056 

     Warm relationships with others   .089 1.751 
N=420, * Significant at the 0.05 level. ** Significant at the 0.01 level.   

 

 

Of personal values, fun and enjoyment value was negatively related to both privacy (β =-

.138, p < 0.01) and security concerns (β =-.129, p < 0.01). Overall models in each equation were 

significant (F (5, 414) = 2.414, p < 0.05), (F (5, 414) = 2.523, p < 0.05); however, given the low 

R2, it is showed that personal values were somewhat weak predictors of consumer’s concerns. 
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CHAPTER V 

 

 

DISCUSSION, IMPLICATIONS, CONCLUSION AND LIMITATIONS 

 

 

Discussion 

 

 

The first objective of this study was to demonstrate the consumers’ level of awareness of 

spy software. The overall findings regarding the first research question indicated that the 

respondents have some level of awareness of Internet spy software, but are not well aware of 

what spy software is and what it is capable of. However, the fact that the respondents are 

unaware of Internet spy software is not surprising since Internet spy software is saved to the 

users’ hard drives generally without their knowledge. Besides, even if many online retailer sites 

discuss their spy software use on their sites, it is true that such information hardly captures 

consumers’ attention because it is generally placed somewhere in the corners of the site. This 

study also revealed that the consumers’ overall perceptions of spy software characteristics are 

highly negative regardless of their exposure to spy software and regardless of their understanding 

of spy software. By means of spy software designed to track users’ activity over the Internet, it is 

possible to monitor their behaviors and preferences without their consent or knowledge. 

However, these new opportunities for marketers may lead consumers to be more concerned 

about their privacy and security, and to react by being unwillingness to disclose personal 

information.  In addition, when consumers realize their information was collected by spy 

software without their consent or knowledge, they might feel deceived and might avoid dealing 

with those companies which use the spy software. The current study confirmed that the user-side 
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perceptions are highly negative while the marketers perceived Internet spy software as a fruitful 

and essential part of online retail strategies.  

The second research question attempted to reveal the relationships between privacy and 

security concerns and the respondents’ level of awareness of Internet spy software. In this study, 

the level of awareness of Internet spy software measured not only the respondents’ simple 

recognition of spy software, but their understanding and perceptions of Internet spy software as 

well. Then, level of awareness of spy software index was created for further analysis. Thus, it 

implies that the respondents with high level of awareness of spy software have a better 

understanding of spy software than those with low level of awareness of spy software. According 

to Mick and Fournier (1998), consumers in general viewed technological products as both 

enabling and threatening, as both providing control and inducing uncertainty, as both enhancing 

their competence and emphasizing their sense of incompetence. The consumers developed 

several strategies for coping with these technological paradoxes, which could be broadly 

classified into avoidance strategies and confront strategies. Of these strategies, confront 

strategies included acceptance of technological products and attempting to master them. 

Consumers with high levels of perceived technological competence are likely to have lower 

levels of concerns and the consumers with higher levels of perceived technological competence 

had more specific measures they used to protect themselves in online transactions as well 

(Raman & Pashupati 2004). They also mentioned that perceived technological competence is 

determined by familiarity and experience with the Internet. It implies that the consumers with 

high level of perceived technological competence believe that they have more knowledge of 

technological products, more experience of those products and feel more comfortable when 

using them. Further, since the consumer’s comfort level with transmitting credit card information 

is crucial for the consummation of an online transaction, their belief about security afforded on 

the Internet is considered salient. Thus, the finding of this study was not surprising that the 

respondents with higher level of awareness of spy software are likely to have lower level of 

security concerns. However, marketers should not underestimate the online consumers who have 

a lower level of awareness of spy software or who are unaware of spy software. They could be 

the potential consumers online retailers should target on, and they are the consumers who need to 

be educated concerning spy software. Marketers might need to reconstruct their sites or their 

policies in order to provide adequate education regarding spy software use.   
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The relationships between innovativeness characteristics and privacy and security 

concerns were examined by the third research question.  Of innovativeness characteristics, only 

risk-taking propensity as a significant predictor was negatively related to privacy concerns. All 

three characteristics, general innovativeness, domain-specific innovativeness, and risk-taking 

propensity were negatively related to security concerns. Kehoe (2002) reported that online 

shopping was perceived as a significantly higher in risk than retail stores, direct mail, telephone 

shopping, catalog shopping, television shopping and magazine shopping. It was also reported 

that one of the major obstacles of on-line shopping has been the perception of poor security 

associated with payment methods (Vijayasarathy, 2004). Online shoppers are cautious about 

transmitting credit card information over the Web, but in some cases, consumers still shop online 

even if the consumers might feel insecure about online transactions. This behavior can be 

explained by consumer innovativeness characteristics (Ram & Jung, 1989; Venkatraman, 1991). 

Additionally, Rogers (1995) explained that innovators are able to cope with the higher levels of 

uncertainty than others. In this study, it was confirmed that consumers with lower level of 

innovativeness characteristics are more likely concern about their security.  

  The fourth research question attempted to examine whether there is a significant 

relationship between innovativeness characteristics and level of awareness of spy software. 

According to the Diffusion of Innovations, not every individual adopt innovations 

simultaneously, but instead that certain individuals have a tendency to adopt innovations earlier 

than others when innovations are first introduced in the market. Of innovativeness characteristics, 

domain-specific innovativeness had a stronger effect than open-processing innovativeness on 

consumers’ adoption of the Internet shopping. In other words, while the consumers who are 

purchasing products over the Internet might not appear to be generally innovative, they are 

definitely innovative in the domain of the Web (Citrin, et al. 2000). Similarly, of innovativeness 

characteristics, domain-specific innovativeness as significant predictors was positively related to 

the level of awareness of spy software in the current study. Further, every individual is not 

equally aware of spy software even if spy software becomes a common tool for marketers to use 

for collecting consumer data. Some individual might have higher level of awareness of spy 

software than others. As described earlier, an individual with high levels of perceived 

technological competence had more specific measures they used to protect themselves. It implies 
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that an individual with high levels of perceived technological competence adopt confrontative 

measures to protect them (e.g. installation of firewall, pop-up blocker, etc).  

The relationships between behavioral characteristics of online shoppers and their level of 

awareness of spy software were examined by the following research question. The current study 

reveals years of experience with Internet do not affect the level of awareness of spy software, 

however, it was found that more time they spent online per week and the longer they have been 

online shopping adopters have a significant influence on their level of awareness of spy software. 

It can be implied that an individual who adopted online shopping earlier than others might 

perceive higher levels of competence regarding online shopping, and be more aware of the latest 

tools the marketers use. Additionally, since spy software is the latest means for marketers to use 

collecting consumers’ data, consumers might be more aware of spy software when they often use 

the Internet.    

Another primary purpose of this study was to examine how personal values can be used 

to build online consumers’ profile in terms of the level of awareness of spy software, 

innovativeness characteristics, and privacy and security concerns. Hence, the last research 

question attempts to investigate whether personal values are related to the level of awareness of 

spy software, whether personal values are related to innovativeness characteristics, and whether 

personal values are related to privacy and security concerns. An individual who scored high on a 

sense of accomplishment was more likely to use the Internet for learning or gathering 

information (Schiffman, Sherman, & Long, 2003). Likewise, in the current study, a sense of 

accomplishment was significantly related to consumers’ level of awareness of spy software.  

In terms of innovativeness characteristics, each of different personal values displayed 

unique predictive power on different innovativeness characteristics. Fun and enjoyment value 

was positively and warm relationships with others value was negatively related to general 

innovativeness. A positive relationship existed between a sense of accomplishment and domain-

specific innovativeness and a warm relationship with others value was negatively related to 

domain-specific innovativeness. Fun and enjoyment value had a positive influence on risk-taking 

propensity and self-fulfillment value was negatively related to risk-taking propensity.  According 

to the study conducted by Schiffman et al. (2003), respondents who chose a sense of 

accomplishment value or fun and enjoyment of life value as their most important one in their 

daily lives strongly disagreed that the Internet made them feel incompetence than those who 
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chose warm relationships with others did. Along with similar lines, the present findings imply 

that a sense of accomplishment and fun and enjoyment vales are positively related to 

innovativeness characteristics. Also, a previous study reported that consumers who endorse the 

value of self-fulfillment would be prone to be a brand loyal while those who place value on fun 

and enjoyment are likely to be brand conscious (Kahle, Duncan, Dalakas & Aikon, 2001).  

 

 

Implications and Conclusions 

 

 

Since no previous research investigated the issues surrounding spy software, this study 

gave new insight into the fast-growing world of electronic commerce. General findings of the 

current study also generate relevant insights that are more directly applicable by marketing 

management.  For instance, innovative consumers attach more importance to fun and enjoyment, 

and a sense of accomplishment values instead of warm relationships with others. These values 

could be used in communicating new products to innovative consumers by linking the new 

product’s attributes to one or more of these values through the benefits delivered by these 

attributes.  

One of the most important points of the current study is that this study explores the user 

side perceptions, and awareness of spy software. However, surprisingly, personal values were 

not as influential as expected in the current study. However, it does not mean personal values did 

not influence the consumer behaviors. Previous studies have linked values to consumer behavior 

such as consumptions of food (Homer & Kahle, 1988) and choice of leisure activities engaged in 

while on vacation (Madrigal & Kahle, 1994). Research evidence has led to the conclusion 

personal values are very important to every individual in their daily lives and the salience of their 

personal values significantly influences their purchase behavior.  

It is obvious that Internet spy software has many advantages for marketers. The ability to 

collect, store, and later use consumer information to create consumer profiles provides exciting 

opportunities. As with any technology, however, consumer response to its use must be measured, 

and further, marketers should be ready to deal with the consequence from increasing consumers’ 

awareness. Marketers can handle the consequence by developing the most effective manner in 
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which to increase the better understanding of spy software. In addition, it is recommended that 

giving consumers more information regarding spy software should be based on consumer side 

perception. For example, company privacy policies providing notice of spy software use 

somewhere in the corner of the site might not be perceived by consumers effectively. Instead, 

consumer side perceptions of the effectiveness of providing notice might significantly change 

when it is offered at the point of data exchange.  

Besides, when consumers figure out their information was collected by spy software 

without their knowledge, they might feel deceived, and these consumers might avoid dealing 

with those companies which use the spy software. Also, the negativity that consumers associate 

with spy software might transfer to the company’s products. Therefore, when marketers discuss 

spy software use in their website, they should bring up the consumer benefits of spy software use 

such as faster ordering time, shopping cart service, and consumer-specific advertising. Once 

consumers become well aware of spy software and understand its potential benefits, the negative 

associated with marketers use might change. Similarly, in the current study, consumers who are 

more aware of spy software tend to have less security concerns, and it is true that consumers are 

willing to shop online when their concerns are reduced regarding their privacy and security. 

Therefore, consumers must be well educated and allowed to make an intelligent choice. The 

findings of the current study and recommendations for future study therefore will lead some 

important implications for researchers and marketing practitioners in their efforts to understand 

their customers and to formulate marketing strategies.  

 

 

Limitations 

 

 

In this study, effects of predictive values on some dependents variables were slightly 

weak in the model used. Besides, of personal values, Kahle (1983) proposed, only internal values 

were examined. Although Kahle proposed six internal and three external values, these nine items 

might load differently on either internally or externally dimensions in comparison. Similarly, in 

Shao’s (2000) study, the results of the factor analysis revealed that value loadings were not 

consistent with Kahle’s two dimensions of the LOV scale. Therefore, for future research, not 
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only internal values but external values should be examined to have a better understanding of 

online consumers as well.  

This study also revealed that the level of awareness of spy software was negatively 

related to consumers’ security concerns (summarized in Table 2-2). In other words, when 

consumers become well aware of spy software, their security concerns could be reduced. 

Multiple regression analysis used in this study only confirmed the linear relationship between the 

level of awareness of spy software and security concerns. However, it could be argued that 

consumers might not concern their security if they are not aware of spy software and more 

awareness of spy software might lead more security concerns. Besides, the level of awareness of 

spy software might influence consumers’ privacy concerns although the level of awareness of 

spy software was not significantly related to privacy concerns. The reason why the relationship 

between the level of awareness of spy software and privacy concerns was insignificant could be 

because it was convenient sample, or because only linear relationship was examined. For future 

research, it is recommended that non-linear relationships not only between the level of awareness 

of spy software and security concerns, but between the level of awareness of spy software and 

privacy concerns be examined as well. Further, future study should also be conducted with a 

more general online population in an effort to replicate the results.  
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Hello.  
I am a graduate student in the Mass Communication Department, and I am conducting a survey to 

build the profile in terms of students' shopping habits and their privacy and security concerns. The 
results of this study will be only used for my Master Degree's thesis and remain anonymous. I would 

appreciate 10-15 minutes of your time to answer the following questions. 
 

Thank You!!!!  

1. How aware are you of Internet cookie files? *  

 Not aware at all        Very aware   

  
2. What is your overall perception of Internet cookies? *  

 I don’t mind marketers’ use. 

 I would prefer that companies not use them. 

 I don’t know.   

  
3. Please check the statement that best defines your perceptions of Internet cookies. *  

 A Web site with recipes for baking 

 Software that can read your email and other communications while on the Internet 

 Text files saved on your hard drive by companies 

 I do not know   

  
4. What would be your perception if you knew a file was left on your hard drive each time you access 
the Web site to make it easier to do online shopping? This file could remember your name, billing 
address, shipping address, payment information, and the like to avoid retyping this information each 
time you make a purchase. *  

 Very Negative        Very Positive   

  
5. What would be your perception if you knew a file was let on your hard drive each time you access 
a Web site that keeps information on you for marketing purposes? This file would track your 
movement on the World Wide Web and record your searches, preferences, and any other information 
useful to marketers. *  

 Very Negative        Very Positive   

  
6. What would be your perception if you knew the file was left on your hard drive to set an 
advertisement to pop up each time you enter the Web site? This file would not let you close the pop-
up window. *  
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 Very Negative        Very Positive   

  
7. How aware are you of Internet adware? *  

 Not aware at all        Very aware   

  
8. What is your overall perception of Internet adware? *  

 I don’t mind marketers’ use. 

 I would prefer that companies not use them. 

 I don’t know.   

  

 
9. How aware are you of what adware is capable of doing? *  

 Not aware at all        Very aware   

  

 
10. Please check the statement that best defines adware. *  

 An advertisement on the Web site  

 Software that can to track your Internet activities and habits  

 Virus 

 I do not know   

  

 
11. What would be your perception if you knew software was left on your hard drive to track your 
information through your Internet connection without your consent or knowledge? *  

 Very Negative        Very Positive   

  

 
12. What would be your perception if you knew software was left on your hard drive that are capable 
of monitoring keystrokes, scanning files on the hard drive, snooping other applications without your 
consent or knowledge? *  

 Very Negative        Very Positive   

  

 
13. What would be your perception if you knew the file was left on your hard drive in that it 
consistently relay your information back to someone who will either use it for advertising/marketing 
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purposes or sell the information to other parties? *  

 Very Negative        Very Positive   

  
14. What would be your perception if you knew the file was left on your hard drive to change the 
default home page on the Web browser and hard to get rid of? *  

 Very Negative        Very Positive   

 
15. Here are some statements about privacy and security.From the standpoint of personal privacy 
and security,please indicate the extent to which you, as individual, agree or disagree with each 
statement by selecting appropriate button. 
  

 

 
Strongly 

Disagree            
Strongly 
Agree   

I detest the fact that the Web is 
becoming a haven for electronic 
junk mail. 

          

I am worried about the security of 
financial transactions on the 
Web. 

          

I am concerned that my personal 
financial information may be 
shared with businesses without 
my consent. 

          

I wish I had more control over 
unwanted messages sent to me 
by businesses when I use the 
Web. 

          

I dislike the fact that marketers 
are able to find out personal 
information of on-line shoppers. 

          

I am uncomfortable giving my 
credit card number on the Web.           

My privacy is compromised when 
I use the Internet.           

In general, making payments on 
the Internet is secure.           

I am concerned over the safety 
of personal information on the 
Web. 

          
  

  
16. For each of the following statements, please indicate the extent to which you agree or disagree 
with the ideas expressed. Please select appropriate button that corresponds to how you feel about 
the statement.  

 

 
Strongly 

Disagree            
Strongly 
Agree   

When I shop online, I prefer to 
visit the retail site I have visited 
before.  

          

Compared to my friends, I seek 
out relatively little information 
over the Web. 
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When I shop online, I find it safer 
to buy products from the website 
I am familiar with.  

          

I seek out new ways to do things. 
          

I know about new retail Web 
sites before most other people in 
my circle do. 

          

If I heard that a new retail site 
was available on the Web, I 
would be interested enough to 
shop from it. 

          

I enjoy trying out new ideas. 
          

I will visit a new company's Web 
site even if I have not heard of it 
before. 

          

I am receptive to new ideas. 
          

I am cautious in buying products 
from a new/different website I 
have never heard of. 

          

My peers often ask me for advice 
or information.           

When I shop online, I would 
rather stick to the website I 
usually visit than try new/different 
website I am not very sure of. 

          

In general, I am the last in my 
circle of friends to know of any 
new retail Web sites. 

          

I never buy something I don’t 
know about at the risk of making 
a mistake. 

          

I feel that I am an influential 
member of my peer group.             

  
17. The following is a list of personal values. Some may be more important than others. Please, 
read the list carefully and then rate each value on how important it is in your daily life, using the scale 
ranging from 1 (Least important to me) to 5 (Most important to me). 
 

 

 
Least 

important to 
me            

Most 
important to 

me   

To have fun and enjoyment in life 
(to lead a pleasurable, happy life) 
*  

          

To reach for self-fulfillment (to 
find peace of mind and to make 

the best use of my talents) *  
          

To have a lot of self-respect (to 
be proud of myself and confident 

with who I am) *  
          

To get a sense of 
accomplishment (to succeed at 

what I want to do) *  
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To have warm relationships with 
others (to have close 
companionships and intimate 

friendships) *  
          

  

  

 
 
 
 
 
 
 
 

18. Here are some statements about your willingness of shopping online. Please select 
appropriate button that corresponds to how you feel about the statement.   

 

 
Strongly 

Disagree            
Strongly 
Agree   

Given the opportunity, I intend to 
use the Internet for shopping.           

I have recommended others to 
use the Internet for shopping.           

Given the opportunity, I predict 
that I would use the Internet for 
shopping in the future. 

          

I intend to increase my use of the 
Internet for shopping in the 
future. 

          
  

  
19. How long have you used the Internet? *  

 Less than 1 year 

 1 - 3 years 

 4 - 6 years 

 7 - 9 years 

 More than 9 years   

  

 

20. How many hours per week do you spend time on line in general?       __________Hours 
  

  
21. Have you ever purchased or download a software program to protect your privacy from adware? * 
 

 Yes 

 No   



 53

  
   
22. How long ago was it since you have purchased the first item on the Web? *  
 

 Never purchased 

 Less than 6 months ago 

 6 months - 1 year ago 

 2 - 4 years ago 

 More than 4 years ago   

  

 
23. How many times per month have you done the following actions?   
 0   1 - 3   4 - 7   8 - 10   11 +   

Disabled JavaScript 
          

Deleted cookies in hard drive 
          

Read the privacy policy on any 
web site regarding of cookie 
policies 

          

Scanned the hard drive to detect 
adware or spyware           

Gone shopping through the 
Internet           

Used a credit card over the 
Internet           

Got the latest information about 
adware or spyware             

  
24. How much money have you spent making online purchases in the last six-month? *  

 0 - $50 

 $51 - $100 

 $101 - 200 

 $201 - 400 

 More than $400   

  
25. What is your gender? *  

 Male 

 Female   
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26. What is your yearly household income? *  

 Less than $20,000 

 $20,000 - 39,999 

 $40,000 - 59,999 

 $60,000 - 79,999 

 $80,000 - 99,999 

 $100,000 +   

  

 
27. What year were you born? *(ex. 1980)     _______________                                    
 
28. What is your disposable income per year? (Including credit card, money from work, etc.) *  
 

 Less than $5,000 

 $5,000 ~ $9,999 

 $10,000 ~ $19,999 

 $20,000 ~ $29,999 

 $30, 000 +   

  
29. Year in school: *  

 Freshman  

 Sophomore  

 Junior 

 Senior 

 Graduate student   

  

30. Where did you hear about this survey? Please, indicate your course number. (Ex. Com 4930) *  

      _____________________   

  

31. Please indicate your last four digits of social security number.  

(This will be used to provide extra credits if your instructor offers). *               __________________   
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32. Please indicate your email address to get the extra credits in your class if the instructor offers and a chance 
to win a prize. 

   _______________________________   

 
 
 

Thank you for your time. 
 

Please contact Hyunsook Youn, 0hy02c@garnet.acns.fsu.edu  
if you have any questions or comments regarding this survey. 

 

mailto:Hy02c@garnet.acns.fsu.edu
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